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Abstract: 

Due to the rapid growth of small and smart hand-held devices, mobile ad hoc networks 

(MANets) are becoming very common nowadays. MANets may consist of a number of small 

hand-held devices having limited resources in terms of memory, battery and processing power. 

In order to provide services to the users, these devices are capable of communicating with each 

other through some radio technology, such as WiFi, Bluetooth or Infrared. Since radio channels 

are inherently vulnerable to various security threats, it requires that devices in MANets must 

establish a secure association amongst themselves before exchanging any sensitive information 

or data. The process of establishing a secure channel between two devices is referred to as device 

pairing or device association. Device pairing do not rely on traditional mechanisms for security 

due to the impulsive and ad hoc interactions among the devices. Due to this, researchers have 

proposed many approaches to deal with this issue; however, the issue of group pairing (i.e. 

secure association of more than two devices) is less addressed issue in the literature yet. There 

could be many scenarios (such as confidential office meetings, paring of group of home 

appliances in smart-homes, etc) of MANets, where secure group communications is desired. 

Consequently, this research focuses on this issue and proposes a QR (quick response) code based 

approach to establish a secure channel between a numbers of devices. The proposed system is 

implemented and tested on modern hand-held devices and a usability study of the implemented 

system is also carried out 
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1. Introduction 

Mobile Ad hoc Networks (MANETs) are 
emerged from distributed computing and 
mobile computing [1]. In recent years, 
MANETs have revolutionized the computing 
world through their enormous useful 
applications in varying sub-fields. The main 
goal of mobile ad hoc network is to provide 
services to its users anytime and anywhere and 
to achieve this goal, devices need to connect 
with each other spontaneously. Due to the 
wireless nature of Mobile Ad hoc Networks, 
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these are vulnerable or open to various security 
attacks [2 – 4]. Also note that in Mobile Ad hoc 
Networks devices do not share security 
credentials a priori, so traditional security 
mechanisms cannot be applied to Mobile Ad 
hoc Networks. This raises the need of 
bootstrapping the security process before 
actual data transfer. This security 
bootstrapping process is referred as secure first 
connect or device paring in the literature. The 
issue of device pairing is not new in the field 
of Mobile Ad hoc Networks. Many researchers 
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have worked on it and proposed many 
solutions to it during last two decades. 
However, most of them have focused on only 
two device scenarios and there has been less 
focus on group device paring. Group device 
pairing refers to establish a secure channel 
between more than two devices. 

As stated, achieving the goal of secure first 
connect is non-trivial task in Mobile Ad hoc 
Networks due to its open nature. Not only this, 
but the conventional methods to handle Man-
in-the-Middle (MiTM) and eavesdropping 
attacks are also inapplicable due to their 
computational cost and fixed infrastructure 
requirements. Due to this, researches proposed 
various modern solutions to solve the problem 
of device pairing based on the concept of out-
of-band (OOB) channels. 

Out-of-band (OOB) channel refers to an 
additional or secondary location constrained 
channel that provides some additional security 
properties to establish a secure channel at a 
short distance. Some examples of OOB 
channel includes near-field-communication 
(NFC), infrared (IrDA), audio and visual 
channels, etc. So far, researchers have given 
many solutions to device pairing using these 
OOB channels, but these solutions are mainly 
for two-device scenarios. In contrast to these 
solutions, authors in [2] proposed an approach 
to device pairing called PoP (Proof-of-
Proximity) framework that have combined 
various device pairing protocols into a generic 
system for providing usable and secure scheme 
for a larger set of device pairing scenarios 
including two-device and multiple devices 
scenarios.   

Though, PoP framework is providing a 
generic solution to device pairing and is easy 
to use, but still it has limited support for group 
pairing (i.e: associating more than two devices 
securely over a short range wireless channel). 
In this research work, it is advocated that there 
could be many scenarios (such as confidential 
office meetings, paring of group of home 
appliances in smart-homes, etc) of MANets, 
where secure group communications are 
desired. As a result, in contrast to previous 

approaches [5 – 29]  to device pairing, this 
research focuses on the issue of group pairing 
and proposes a scheme to build a secure 
channel between group of devices.  

1.1 Research Contributions 

The research contributions of this paper are 

listed below: 

 The first and main contribution of this 

research work is the proposal of a QR 

(quick response) code based approach 

to group device pairing.  

 The second contribution of this work is 

the implementation of the proposed 

group device pairing scheme.  

 The third contribution of this research 

work is the conduct of a usability study 

of the proposed solution. The usability 

study is carried out to verify whether 

the proposed solution is user-

friendly/usable or not.  

2. Background 

In this section, the basic terminologies and 
concepts related to the field of device pairing 
are presented followed by a comprehensive 
and detailed literature survey of the device 
pairing schemes.   

2.1 Mobile Ad Hoc Network  

A mobile ad hoc network (MANET) is a 
infrastructure-less network of mobile devices 
connected wirelessly that have capability of 
self-configuration and self-organization. In 
other words, a mobile ad hoc network is 
consisting of numerous small hand-held 
devices having limited resources in terms of 
memory, battery and processing power [30], 
[31]. In order to provide services to the users, 
these devices need to communicate with each 
other through some radio technology, such as 
WiFi, Bluetooth or Infrared. 

2.2 Device Pairing 

Device pairing refers to setup a connection 
between two unassociated devices in a secure 
manner prior to exchanging any information or 
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data using a short-range wireless technology, 
such as infrared, Bluetooth, WiFi, etc [24].  

2.3 Device Pairing Protocol 

Protocol refers to a set of rules governing 
the exchange of data or information over a 
communication channel and device pairing 
protocols refers to the approach or set of rules 
that are used to initiate a secure channel 
between two or more devices [2]. 

2.4 Out-of-Band Channel 

In the literature of device pairing, out-of-
band (OOB) or side channel refers to a 
secondary communication channel that is used 
to exchange some minimal security material 
(such as short password or random number) to 
initiate the pairing process. Some examples of 
OOB channels include audible voice, LED 
lights, bar codes, NFC technology, etc [2].  

2.5 Literature Review 

In this section a compressive literature 
review on state-of-the-art device pairing 
schemes is presented. This literature review is 
divided into two sub-sections: the first sub-
section describes the pairing schemes that are 
mainly proposed for establishing secure 
channel between two devices, while the second 
sub-section discusses the device pairing 
schemes, which could be used in group 
scenarios and allow to connect more than two 
devices securely.  

2.5.1 Device Pairing Schemes for Two-

Devices Scenarios 

Due to the significance of device pairing in 
both mobile ad hoc and ubiquitous computing 
environments, there is an immense research 
work done on this topic and during the last two 
decades many device paring schemes and 
protocols have been proposed. In the literature 
of device pairing, the work done by Stajano 
and Aderson [20], [22] is considered as the first 
that attracted other researchers towards this 
domain. They [22] presented a policy-based 
mother-duckling (i.e. resurrecting duckling) 
security model, which uses plain-text to 
transfer security material (i.e. encryption key) 

over physical medium (i.e. wire) to establish 
the secure channel between the devices. The 
drawback of this approach is that it is difficult 
to carry cables all the time and exchange of 
encryption key in plain-text is vulnerable to 
dictionary attack [32]. Another limitation of 
this approach is that it requires that both 
devices should have similar type of physical 
interface/port.  

Later on Blafanz et al. [19] extended the 
work of Stajano and Aderson and proposed the 
first wireless channel based solution to device 
pairing. They  [19]  used Infrared as an out-of-
band channel to exchange the cryptographic 
material  between two devices to initiate the 
pairing process. The limitation of this approach 
is that it requires line-of-sight between the two 
devices while performing the pairing process. 
Some other approaches similar to Balfanz et al. 
approach are also proposed [24], which use the 
laser or ultrasound channels as out-of-band 
channels to exchange the minimal 
cryptographic material to initiate the pairing 
process. 

The device association approaches or 
mechanisms that are discussed above use 
wired and/or proximity constrained channels, 
however, some researchers have proposed 
device association approaches, which use 
sensors. These approaches mainly are based on 
the concept of shaking devices together. In this 
category, the very first approach is Smart-its-
Friend [21]. Later on this approach  [21]  is 
modified by Lester et. al. [18], which is called 
Are You With Me. Are You With ME is 
followed by another similar approach [10] that 
uses the same concept of shaking devices 
together. Shake-Well-Before-Use [10] require 
from the user to shake the two devices 
simultaneously in order to pair them. Note that 
these schemes use accelerometers data to 
bootstrap the pairing process. The main 
drawback of these approaches is that 
practically it is not applicable to shake the two 
devices simultaneously all the time due to their 
large size or being fixed in ceilings or at walls. 
Another similar approach  [16]  is Shake-
Them-Up, which instead of accelerometer data 
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exploits radio signals to bootstrap the secure 
device association process. 

Later on AMIGO [11] - a radio based 
approach to device pairing - is proposed by 
Varshavsky et al.. They in fact extended the 
traditional Diffie-Hellman [32] key exchange 
approach for secure device association. Since 
the proposed approach exploits the WiFi  
access points data to pair the devices, it is not 
applicable to scenarios, where there is no WiFi 
(wireless fidelity) data is accessible to process. 

Afterwards, Biometric technology is used 
as a location-limited side channel for device 
pairing. Biometric based OOB channels are 
combined with standard cryptographic 
primitives to accomplish the goal of secure 
first connect (i.e. device pairing). Biometric 
based approaches to device pairing are  more 
attractive solutions, because they put little or 
no cognitive load/overhead on users [6], [8], 
[33]. In contrast to benefits of biometric based 
solutions, these also have some serious 
limitations. For example, these approaches 
need exhaustive calculations for pattern 
matching. Some researchers also proposed 
device pairing approaches based on NFC 
technology [12], [34]. NFC based approaches 
exploit magnetic field induction mechanism to 
bootstrap the secure pairing process. However, 
it is to be noted that NFC is an extremely short 
range technology among all other technologies 
that decreases its chances of applicability in 
device association scenarios where there 
devices are kept at some distance and also note 
that NFC is open to various attacks, such as 
data modification, corruption and 
eavesdropping [8]. 

Recently, some researchers have also 
proposed device pairing schemes, which are 
based on audio/video out-of-band channels. 
For example, See-is-Believing (SiB) [26] is 
one of them which uses camera and bar codes 
for device paring, while another approach 
called Loud-and-Clear (LaC) [14] uses 
microphone/speaker and display to establish 
the secure connection between two devices. 
SiB is inappropriate solution for the devices 
that do not have camera, while LaC is not a 

suitable solution for hearing-impaired users. 
HAPADEP  is another audio based approach 
proposed by Sorient et al.  [35]. The limitation 
of this approach [35] is that if users do not 
carefully listen to audio generated by devices, 
then the devices security may easily be 
compromised by false match. Apart from 
above approaches, some standard pairing 
technique, such as Bluetooth pairing [36], are 
also in operation, which uses PIN or password 
to connect the two devices securely, however, 
PIN code number is also vulnerable to 
exhaustive search attack and/or dictionary 
attack. By launching these attacks a four (04) 
digits PIN code could be broken down in less 
than 0.06 sec [37], [38]. Another limitation of 
Bluetooth pairing is that it requires human 
intervention to input the same PIN code / short 
password on both the devices to bootstrap the 
secure device association process.  

While comparing all above discussed 

approaches with the approach proposed by 

Malkani [2], it is very clear that this is more 

standard and generic solution to device pairing. 

Malkani [2] called his developed approach as 

the proof-of-proximity (PoP) framework.  The 

proposed approach [2] uses the common 

device capabilities, a discovery mechanism 

and several integrated device association 

schemes to provide a comprehensive support 

for a larger set of device association scenarios 

ranging from two-device settings to multiple 

device settings. The discovery system exploits 

or combines the best features of service 

location protocol (SLP) [39] and Universal 

Plug and Play (UPnP) [40] protocol. The 

readers, who are interested to know more about 

this approach can refer [2] for further reading. 

In short, many device pairing approaches 
have been introduced by several researchers so 
far and each of them have their own 
advantages and disadvantages. Also note that 
above all approaches (excluding the [2], which 
has partial support for group pairing scenarios) 
are specially designed for pairing of two 
devices scenario. In next section, those pairing 
approaches are discussed, which are proposed 
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pairing of more than two devices and thus are 
suitable for group pairing scenarios.  

2.5.2 Device Pairing Schemes for Group 

Pairing Scenarios 

As stated earlier in introduction section, 
there is very less work done on group pairing 
and to the best of my knowledge I have found 
only two direct approaches to group pairing. 
The first one is proposed by Ming Li et al. [41] 
and second more recent approach to group 
pairing is proposed by Zhiping Jiang et al. [42]. 
Ming Li et al. [41] focused on the secure 
sensors' association problem in body area 
network (BAN). All the sensors are securely 
paired before the body area network is actually 
deployed. This group pairing approach is 
based on traditional symmetric-key 
cryptographic primitives. The body area 
network is developed to meet a larger range of 
applications (e.g. ubiquitous health monitoring 
system (UHM) [43] and emergency medical 
response system (EMS) [44]).  

Zhiping Jiang et al. [42] proposed an 
approach - called NFV - to allow a group of 
modern hand-held devices equipped with a 
motion sensor to exchange data and 
information securely. In their proposed scheme 
a group of people or users put their hand-held 
devices on a table and wait for the group 
connection to be established. The proposed 
approach exploits vibration technology to 
establish the secure channel.  

2.6 Justification of the Proposed Group 

Pairing Approach 

As stated mobile ad hoc networks 

(MANets)  are becoming common day by day. 

A MANetis consisting of a number of small 

hand-held devices having capability of 

interacting with each other wirelessly. Since 

wireless technology is inherently vulnerable to 

several security threats (such as 

eavesdropping, main-in-the-middle (MiTM) 

attack), it requires some mechanisms to 

provide secure communication between the 

devices. As stated in previous section, during 

the last two decades, many research efforts 

[20-45] have been made that address the issue 

of security in general and security of Mobile 

Ad hoc Networks (MANETs) in particular. 

Each of the solutions have their own trade-offs 

in terms of device heterogeneity, usability and 

applicability. From the literature survey, it is 

concluded that researchers have proposed and 

developed many scheme to secure the 

communication between any two devices, 

however the issue of secure group association 

is less addressed yet. We advocate that there 

could be many MANets scenarios where there 

is a need of secure group communication. 

Therefore, in this research we propose to 

develop some mechanism that facilitates to 

bootstrap the secure pairing process between a 

group of devices. The proposed approach is 

also compared with one of the recent approach 

[42] to group pairing. The comparative 

analysis is presented in section 5. The results 

show that the proposed approach to group 

pairing is more effective as compared to the 

prior [42] group pairing scheme. 

3. The Proposed System 

The main goal of this research work is to 

develop a device pairing scheme that allows 

the secure association of group of devices (i.e. 

two or more devices) in a mobile ad hoc 

network. Therefore, in subsequent sections, the 

high-level and low-level design of the 

proposed approach is presented followed by a 

message sequence diagram, which summarizes 

the overall approach. 

3.1 High-level Design of the Proposed 

System 

Figure-1 illustrates the high-level design of 
the proposed approach. In the proposed 
approach there are two types of roles for 
devices. The first role is of master device or 
group controller, while the other role is of an 
ordinary group member. The difference 
between these two roles is that apart from 
being used as an ordinary member, a group 
controller is also responsible for initiating a 
group pairing process by distributing the initial 
key through QR code. Note that in the 
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proposed approach QR code serves the 
purpose of out-of-band (OOB) channel.  The 
brief description of the high-level design is 
given below: 

It is assumed that the mobile phones 
intended to become the part of secure group 
communication must have cameras to read the 
QR code and are also having support for 
wireless interface to connect and exchange 
data or information with each other in a group 
setting. 
 

 

Figure-1: High-level architecture of the 

proposed system 
 

In the proposed approach the master device 
first encodes some cryptographic material (i.e. 
a random short secret key) into a QR code and 
display it on its screen. Then, the user of every 
client device intended to become member of 
the group approaches the master device and 
reads the QR code (through the camera of 
his/her device) displayed on the master device 
to get the initial short secret key. Once the short 
secret key is obtained by the member device, it 
uses that short secret key to exchange the long 
term symmetric key in encrypted mode with 
the group controller through the normal in-
band (i.e. WiFi) channel for further 
communication. Once the symmetric key is 
exchanged between the member device and 
group controller, it guarantees the secure 
communication between both of these devices. 
Consequently, later on group controller shares 
a common group key with group members in a 
secure way that ultimately results in secure 

group communication. The low-level and 
more technical discussion on the proposed 
approach is presented in subsequent sections.  

3.2 Low-level Design of the Proposed 

System 

In this section, the details of the proposed 
algorithm for group device pairing is presented 
preceded by the notations that could help in 
understanding the proposed algorithm.  

Algorithmic Notations: 

MD: Master Device (Group Controller) 

GMD: Group Member Device 

GCIK: Group Communication Initiation Key 

MSG: Message 

OTP: One Time Password 

SGCK: Shared Group Communication Key 
 

 
Figure-2: The proposed algorithm for secure 

group device association 

In figure-2, the proposed algorithm for 
secure group device pairing is presented. The 
description of each of the step of the algorithm 
is presented below: 

In very first step, the master device (i.e. 
group controller or manager) generates a group 
communication initiation key (GCIK) that is a 
short secret key used to initiate the pairing 
process and a long term symmetric key, called 
shared group communication key (SGCK) that 
is actually used for group communication in a 
secure mode. Once the GCIK and SGCK are 
generated, the master device encodes GCIK 
only into a quick response (QR) code, while 
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keeps the SGCK with itself. QR code (i.e an 
array of black and white squares) is a special 
type of bar-code that could easily be read by 
mobile phones or other digital devices. QR 
codes are usually used for encoding short or 
limited information that could be read by any 
camera enabled device. After the encoding of 
GCIK within the QR code, it is displayed on 
the screen of master device. 

Once the GCIK is displayed on the screen 
of master device, any other device/mobile 
phone intended to become the part of group 
communication need to access this QR code 
first.  In this regard, the user of the member 
device need to approach the master device and 
read the QR code through the camera of 
member device. Then, the member device 
decodes the QR code to obtain the GCIK. After 
obtaining the GCIK, the member device 
generates its own one-time-password (OTP) 
key and encrypts it with GCIK and send it back 
to the master device through ordinary in-band 
wireless channel for further communication 
between them in a confidential/encrypted 
mode. This process (i.e. step - 4 to step - 12) is 
repeated for each device that intended to 
become the part of group communication.  

Note that once SGCK is shared, the group 
pairing is achieved and hence the group 
member devices could securely communicate 
with each other using standard symmetric 
cryptographic primitives. 

3.3 Message Sequence Diagram  

In order to understand the proposed group 
pairing approach at high-level, a message 
sequence diagram is presented in figure-3. 
This message sequence diagram itself is self-
explanatory and shows all the same steps that 
are explained in previous sections.   

 

 

Figure-3: Message sequence diagram of the 

proposed approach 

4. System Implementation and 

Testing 

In order to validate or verify the viability of 
a theoretical solution, it is always desired to 
implement the system in real word and test it. 
Consequently, the proposed system is also 
implemented and tested in real-world 
scenarios.  

The proposed approach/algorithm is 
implemented and tested using a Laptop that 
works as a WiFi hotspot and mobile phones 
running the Android operating system and 
coding is done using Android studio. 
Following mobile phones are used in 
implementation and testing phase: 

 Samsung J5 (android 5.1 / 1.2 GHz 

quad core  / 1.5 GB RAM ) 

 Samsung Mega (android 4.2 / 1.7 GHz 

dual core   / 1.5 GB RAM) 

 Qmobile Qtab x50 (android 4.2.2/1.2 

Quad core  / 1 GB RAM) 

The reason to choose Android based 
mobile phones is that Android is an open 
source operating system and most of the 
modern mobile phones support it. Android 
studio IDE, as shown in figure-4, is installed 
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on a Corei7 machine with 8GB RAM with 3.6 
GHz processing power and having Windows 7 
operating system running on it. 

 

Figure-4: Android studio IDE 

4.2 System Testing 

In this section the working mechanism of 
the proposed system is demonstrated through 
some real-world test scenarios, which are 
prepared for testing the implementation of the 
proposed system.  

The figures 5 to 8 show the snapshots taken 
during the testing of the proposed system after 
successful implementation. Figure-5 shows the 
Laptop that is used as WiFi hotspot and three 
mobile phones in which middle one is the 
master device (i.e. group controller) and other 
two are clients (i.e. group member devices). 

 

Figure-5: Device involved in system testing 

 

Figure-6: Client 1 reading QR code to 

obtain GCIK 

Figure-6 illustrates the situation when 
client1 (i.e. group member device) scans the 
QR code from the master device in order to 
obtain the GCIK. Client1 once receives the 
GCIK, it generates its OTP and sends it to the 
master device encrypted with GCIK through 
WiFi channel. 

Figure-7 shows the situation when client2 
(i.e. group member device) scans the QR code 
from the master device in order to obtain the 
GCIK. Client2 once receives the GCIK, it 
generates its OTP and sends it to the master 
device encrypted with GCIK through WiFi 
channel. 

 

Figure-7: Client 2 reading QR code to obtain 

GCIK 
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         (a)      (b)               (c) 

Figure-8: Sample of logs generated on each 

device involved in pairing process 
(a) Master Device (Group Controller) 

(b) Client-1 (Group Member Device) 

(c) Client-2 (Group Member Device) 

Figure-8 shows the three snapshots taken 
after successful pairing of group of devices. 
Figure-8 (a) shows the log generated at master 
device during the pairing process, while the 
Figure-8 (b) and Figure-8 (c) show log/text 
generated on client 1 and client 2 devices 
respectively. It could be seen in figures 8 (b) 
and 8 (c) that both of the devices are 
exchanging information/data between 
themselves through a chat application, which 
is developed to test the secure communication 
between group members after successful 
pairing. This testing procedure is repeated 
several times to make sure that the system 
working well and is reliable. After system 
testing, a usability study of the developed 
system is performed and the details of that 
study are discussed in next section (i.e. results 
and discussion) in detail. 

5. Results and Discussion 

In order to meet the aims and objectives of 
this research work, we proposed a group 
device association scheme for mobile ad hoc 
networks (MANETs). The proposed scheme is 
implemented, tested and its usability 
evaluation is also performed to confirm that the 
proposed system is user-friendly and 
practically a usable solution for group device 
association scenarios.  

The usability evaluation test equipment are 
the same as used during system 
implementation and testing. The only 
difference is that during the usability testing, 

we allowed the test participants to use their 
own smart phones so that more realistic 
working of the proposed system could be 
analyzed. In the usability evaluation seventy 
two (72) participants are recruited to use the 
developed system and provide their feedback 
about it and also rate the developed system on 
7-point likert-type-scale [45], [46]. 

Table-1: Usability evaluation participants' 

demographic data 

 Nos. %age 

Gender:   

Male  57  79% 

Female  15 21%  

Age:     

18 – 23 52 72% 

24 – 28 15 21% 

29 or above 5 7% 

Last Qualification:  

Intermediate 16 22% 

BS/MSc/MCS or 

Equivalent Degree 

46 64% 

MS/M.Phil 8 11% 

PhD or above 2 3% 

Occupation:     

Teaching 6 8% 

Student 58 81% 

Other 8 11% 

As stated earlier, the usability evaluation of 
the developed system is conducted by 
recruiting seventy two (72) participants. The 
usability evaluation participants are either 
students, teachers or employees of University 
of Sindh, Mehran University of Engineering & 
Technology and Liaquat University of Medical 
and Health Sciences, Jamshoro.  The 
demographic data of the participants is 
provided in table-1, which is self-explanatory 
and requires no more description. 

5.1 Usability Evaluation Results  

This section presents the results that are 
obtained by analyzing the data gathered during 
the usability evaluation. In order to collect the 
usability data, two (02) questionnaires (i.e. pre-
test questionnaire and post-test questionnaire) 
are used. In pre-test questionnaire usability 
evaluation participants are asked to provide 
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their demographic information, while post-test 
questionnaire is used to record the participants 
rating scores for four (04) usability evaluation 
questions with regard to the developed system. 
The user rating is carried out through seven-
point likert scale in which each participant is 
asked to provide their ratings by selecting the 
score in the range 1 to 7. One is considered as 
the least score, while seven indicates the 
highest or the most satisfactory score. 
Microsoft Excel package is used to store and 
process the collected data for analysis 
purposes. 

 
Figure-9: Usability evaluation participants 

while using the developed system in small 

groups (i.e. 4 members in each group) 

 
Figure-10:  Usability evaluation participants 

while using the developed system in larger 

groups (i.e. 10 members in group) 

Figures 9 and 10 show some random 
snapshots taken during the usability study. In 
usability study, total fourteen (14) groups are 
formed consisting of overall seventy two (72) 
members. First twelve (12) groups are 
consisting of four (04) members in each, while 
the 13th group is consisting of ten (10) 
members and the 14th group is consisting of 
fourteen (14) participants. The reason to 
increase the numbers in group 13 and 14 is to 
test whether the proposed solution is workable 

in scenarios where number of users increase 
and decrease time-to-time. 

The charts or graphs in figure 11 to figure 
16 show the results of usability evaluation for 
first ten (10) groups having four (04) 
participants in each group. Every usability 
participant is provided four different questions 
through the post-test scenario questionnaire 
and asked to provide the rating for each of 
them.  

 

 

 

Figure-11: Usability evaluation scores as 

given by participants of groups #1 and #2 
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Figure-12: Usability evaluation scores as 

given by participants of groups #3 and #4 

 

Figure-13: Usability evaluation scores as 

given by participants of groups #5 and #6 

 

Figure-14: Usability evaluation scores as 

given by participants of groups #7 and #8 

 

Figure-15: Usability evaluation scores as 

given by participants of groups #9 and #10 
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Figure-16: Usability evaluation scores as 

given by participants of groups #11 and #12 

The charts or graphs in figures 17 and 18 show 

the results of usability evaluation for last two 

groups.  

 

Figure17: Usability evaluation scores as given 

by participants of groups #13  

Figure-17 refers to the results of group 13, 
where ten (10) participants performed the task 
of group pairing and provided their usability 
score as per their experience. Similarly, figure-
18 shows the results obtained from group 14, 

which is consisting of fourteen (14) group 
members.  Again in this setting, every usability 
participant is provided four different questions 
through the post-test scenario questionnaire 
and asked to provide the rating for each of 
them. 

 

Figure-18: Usability evaluation scores as 

given by participants of groups #14 

The chart shown in figure-19 provides the 
overall summary of the usability evaluation 
results. This chart shows the mean and 
standard deviation of all scores as provided by 
all of usability participants and as 
discussed/shown in figures 11 to 18.   

 

 
Figure-19: Overall mean and standard 

deviation of all the scores as given by 

usability evaluation participants 

Nielsen. et al. [45] has indicated that while 
performing usability evaluation experiments 
through a seven-point likert scale, if one gets 
the mean score that is equals to 5.6 or above it, 
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the produce or system under evaluation could 
be considered as usable and acceptable for use. 
Note that the last chart (figure 5.11) shows that 
for each of the usability question/parameter, 
the mean score is above 5.6. Consequently, the 
developed system is considered as one of the 
good and usable solution for the scenarios 
where there is need of associating more thatn 
two devices in mobile ad hoc networks 
(MANETs).  

5.2 Comparative Analysis 

This section presents the comparative 
analysis of the proposed developed system 
with prior work on group device association. 
As stated in literature review section, there is 
very less work done on group devices 
assocation and hence we found only one work 
[42] that is closely relevant to the proposed 
system.  

Table-2:  Comparative analysis of the proposed 

approach with prior work on group device paring 

 

Consequently, the proposed system is 
compared with it  [42]  and the comprasion 
results are shown in table 5.4. From table 5.4, 
it could be seen that the prposed systme is more 
better in terms of distance requied for initiating 
the pairing process. Also note that the work 
proposed by Zhiping Jiang et al. best performs 
only when they use plastic table / surface  [42], 
however in our proposed approach there is no 
any restriction of surface type is imposed. 

6. Conclusion 

Mobile Ad hoc Networks (MANETs) are 
becoming common day by day. Devices in a 
MANET interact with each other through a 
wireless channel, which requires secure 
association between the communicating 
partners prior to exchanging any information 

or data. The concept of establishing secure 
association between two or more devices in 
close proximity is known as device paring. 
One of the less addressed aspect of device 
pairing is the association of more than two 
devices (i.e. also known as group pairing). In 
this paper, a solution to the issue of group 
pairing in MANets is presented. The outcome 
of the proposed research can be used in various 
scenarios of MANets where secure and 
spontaneous interaction among a group of 
devices is desired, such as smart conference 
halls and meeting rooms, etc. The most 
important and major contribution of this work 
is the proposal and development of a QR code 
based system that allows the pairing of a group 
of devices. The other two contributions of this 
research work are (a): a comprehensive and 
detailed literature survey of device pairing that 
could help the newbie researchers to 
understand the device paring domain in a very 
quick manner, and (b) the conduct of a 
usability evaluation of the proposed solution to 
verify whether the proposed solution is user-
friendly or not. The usability evaluation results 
were also positive and the results indicated that 
the proposed system is working very well in 
real world scenarios and is one of the usable 
and acceptable solution from users point of 
view. 
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