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Abstract 

INTRODUCTION: Internet of Things (IoT) along with Cloud based systems are opening a new domain of development. 

They have several applications from smart homes, Smart farming, Smart cities, smart grid etc. Due to IoT sensors operating 

in such close proximity to humans and critical infrastructure, there arises privacy and security issues. Securing an IoT 

network is very essential and is a hot research topic. Different types of Intrusion Detection Systems (IDS) have been 

developed to detect and prevent an unauthorized intrusion into the network. 

OBJECTIVES: The paper presents a Machine Learning based light, fast and reliable Intrusion Detection System (IDS). 

METHODS: Multiple Supervised machine learning algorithms are applied and their results are compared. Algorithms 

applied include Linear Discriminant analysis, Quadratic Discriminant Analysis, XG Boost, KNN and Decision Tree. 

RESULTS: Simulation results showed that KNN Algorithm gives us the highest accuracy, followed by XG Boost and 

Decision Tree which are not far behind. 

CONCLUSION: A fast, secure and intelligent IDS is developed using machine learning algorithms. The resulting IDS can 

be used in various types of networks especially in IoT based networks. 
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1. Introduction

In the modern age of technological inventions, overall 

world dynamics is changed. Due to wireless 

communication and IoT networks connectivity is made 

possible. According to analytics, in 2022 around 14.4 

billion IoT devices are connected [1]. In near future IoT 

devices will exceed up to 41 billion. Wireless sensor 

* Corresponding author. Email: yaseen.ayub@ieee.org

networks will provide better solutions for tracking and 

monitoring.  There exist many applications of IoT networks 

which include home automation, digital banking and 

security systems. With the help of IoT based camera 

surveillance business shops and homes can be secured from 

intruders [2-6]. Collectively these applications form the 

basis of future Smart cities. 

Smart cities, in particular, are heavily dependent on IoT 

networks for various critical services such as 

transportation, energy management, and public safety. This 
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increased dependence makes smart cities more vulnerable 

to cyber-attacks [7]. Security is considered the main 

problem with IoT based networks. Attacker tries to hijack 

IoT network by sending false data packets. Due to that 

network becomes vulnerable and intruder easily 

unbalances the entire system [8]. In smart cities there is 

extensive use of IoT networks which makes its security a 

huge concern. Attackers can exploit vulnerabilities in IoT 

devices to gain unauthorized access to sensitive 

information, disrupt city services, or cause physical 

damage. This makes intrusion detection a critical 

requirement for ensuring the security of smart cities [9]. 

Tele-medicine is a new concept in smart cities where 

doctor will operate and consult the patient remotely. 

Therefore, intruder can disturb the process by deploying 

DoS/DDoS, Sybil, spoofing, wormholes and man-in-the 

middle attack [10-12]. This can cause some serious life 

threatening situation for the patient. Figure 1, depicts the 

concept of IoT network of multiple devices using an IDS 

and its advantage in case of any intrusion   

Figure 1. IoT network using concept of Intrusion 
Detection System 

However, to make smart city environment safe from 

such attacks, threat detection is very much necessary. 

Therefore, Intrusion detection system (IDS) plays an 

important role in identification of various attacks on IoT-

networks [13]. This research paper presents the concept of 

IDS using machine learning techniques for optimal 

detection of cyber-attacks. Figure 1, shows the concept of 

IDS in IoT networks.  

Section 2 presents literature review of all research work 

that has been done recently in this domain. Section 3 

explains intrusion detection systems in detail along with 

their different types, followed by section 4 which describes 

real time applications of IoT networks in a smart city 

concept. Then section 5 discusses simulation environment 

and simulation results generated by applying machine 

learning techniques on UNSW-NB15 dataset. At last 

section 6 presents conclusion and future discussions. 

2. Literature Survey

This section presents limitations related to IoT-networks.  

In, IoT based communication networks sending 

information from one node to another is quite tough. 

Therefore, nature inspired E-AntHocNet has improved 

overall standards of communication. But still security is the 

main concern which needs to be addressed with possible 

solutions [14-16]. Machine learning technique decision 

tree enhance connectivity in between nodes by using 

received signal strength indicator (RSSI). Due to cyber-

attacks on IoT networks connectivity will be unbalanced 

[17]. Intelligent detection system is introduced which can 

easily detect DoS/ DDoS and ping of death attacks. Markov 

chain distribution is used to balance false positive and false 

negative which lead to the problem of high accuracy [18]. 

Queue based traffic management is used to monitor data 

packets of IoT-networks. Anomaly based IDS is designed 

using Poisson distribution to minimize false alarm and 

missed detection. The proposed system is able to identify 

ping of death attacks but still higher attack probabilities 

need to be evaluated which use to degrade network 

performance [19]. Table 1 present’s limitation of various 

proposed machine learning based IDS using different 

techniques as well as stimulation environment. 

Table 1. Machine learning techniques & Limitations 

Referen

ce 

Machine 

Learning 

Techniqu

es 

Type of 

IDS 

Simulati

on Tool 

IDS 

Limitation

s 

[38] 
Fusion 

Decision 

Anomal

y-based

TEST 

BED 

Unable to 

detect host 

attack 

payload 

monitored 

attacks. 

[39] 
KNN & 

RSL 
Hybrid 

SDN and 

blockchai

n 

Accuracy 

can be 

improved. 

[40] RNN Hybrid 
Python 

3.0 

RNN has a 

slow and 

complex 

training 

process and 

faces 

difficulty 

with long 

sequence. 

[41] RF 
Anomal

y-based

IoT 

System 

Anomaly-

based 

approach is 

deficient on 

true alarm 

rate 

[42] RF 
Anomal

y-based
SCADA 

Less 

accurate 

than a 
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hybrid 

model 

[43] ANN Hybrid 
MATLA

B 

ANN 

Technique 

usually lack 

in accuracy 

to some 

extant 

[44] SVM 
Anomal

y-based

MATLA

B 

Accuracy 

needs to be 

improved 

[45] DNN 
Anomal

y-based

TensorFl

ow & 

Python 

Mitigation 

required for 

False 

Alarm 

[46] CNN 
Anomal

y-based
Python 

Data 

Labeling is 

a better 

practice 

helps the 

algorithm’s 

better 

understandi

ng 

[47] 

SNN, b-

XG Boost 

& DNN 

Anomal

y-based
Python 

Precision 

refinement 

is requisite. 

3. Intrusion Detection System for IoT-
Network

IoT Networks are usually poorly secured so the fact is that 

the critical data, they are carrying is vulnerable to various 

kind of attack. An IDS acts as an alarm that beeps in case 

of any possible attack [20]. IDSs have been more common 

because they continuously analyze the network traffic thus 

no unverified packet passed unattended. Currently 

researchers are more interested to impose various 

methodologies of Machine learning and deep learning 

powered with various algorithms on IoTs for the detection 

of intrusion [21-22]. In smart cities with such extensive use 

of IoT networks and in such close proximity of humans 

with sometimes sensitive data on them, it is absolutely 

necessary to incorporate strong intrusion detection system 

(IDS) that mitigates the threat of information leakage and 

network hijacking which. If in smart city a critical network 

is hijacked, it can result in loss of precious and sensitive 

information. It can also lead to life threatening situation. 

Thus protecting smart city infrastructure against possible 

attacks is very important. The advancement in IoT security 

has led to detection even on sensor node in IoT network 

[23]. There are three common types of IDS:  

• Anomaly-based IDS

• Signature-based IDS

• Hybrid IDS

3.1 Anomaly Based IDS for IoT Networks 

The anomaly-based detection system search and validate 

the IoT network pattern with the normal-behavior thus any 

anomaly beyond a specific level is considered as a threat 

and system is warned and system learns gradually. It has a 

threshold defined which acts as a boundary, any change in 

normal network behavior beyond that threshold is 

classified as a threat. Anomaly-based detection system 

overcomes various barriers of excellence like it can detect 

zero-day error and has capability to sense unknown attacks 

but has high false alarm rate. [24][25]. 

3.2 Signature Based IDS for IoT Networks 

Signature-based Intrusion Detection System corroborates 

the network traffic pattern with the pre-existing signatures 

and makes a decision regarding an intrusion on basis of 

their match. They are also called Rule Based Intrusion 

Detection System. Their limitation is that they can only 

detect and classify those attacks which are already stored 

in its database. Any attack with unsaved pattern passes un-

attended. This type of IDS has low false alarm rate but is 

unable detect zero-day error [24-26]. 

3.3 Hybrid Based IDS for IoT Networks 

A Hybrid-based IDS is combination of both types so it can 

detect both zero-day attacks as well as pre-defined attack 

patterns. IT is a very flexible and customizable IDS, it can 

be customized to prioritize certain types of threat 

depending on scenario. With this approach the low false 

alarm rate and high detection rate is achieved thus precision 

and accuracy of IDS is improved [26-27].  

. 

4. Real-Time Application of IoT-Networks
in smart cities

IoT market is growing continuously and researchers are 

pointing towards more and more application of IoTs. The 

concept of smart cities rely heavily on use of IoT networks 

for faster communication and automation. The world’s 

next target is automation and IoT Network is the tool to 

achieve this goal. The researchers have found the most 

interesting applications of IoT networks in smart cities 

scenario such as in Smart Traffic Management, Emergency 

Response, Health Care, Smart Homes, Smart Grids, 

Agriculture, smart monitoring etc. [28]. Some of the 

applications are further explained below:  
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4.1 Smart Traffic Management. 

IoTs sensors can be installed on roads, intersections and 

other key areas to monitor traffic patterns in real time. 

These IoT sensors then can collect certain data about traffic 

flow, vehicle speeds, traffic density etc. Which can then be 

used for the optimization of traffic signal and routing to 

improve traffic flow and reduce congestion [29] [30]. This 

can be very useful in smart cities during peak traffic times 

as it can help reduce delays and improve the overall 

efficiency of the road network. 

Another application of IoT in smart traffic management 

can be the integration of traffic data with public transport 

system. This can allow for more efficient routing and 

scheduling of busses and trains as well as the integration of 

real-time traffic data into public transport journey planning 

apps so people can know about traffic situation in a 

particular area before planning any trip or traveling plan. 

4.2 Emergency Response 

In Smart Cities, the use of IoT networks for emergency 

response can involve the installation of sensors in key areas 

such as public buildings, streets and parks to detect 

emergencies in real-time. These sensors can be triggered 

by factors such as smoke, fire or extreme temperatures to 

alert the authorities of potential emergencies. IoT networks 

can also be used to gather real-time data on the location and 

status of emergency services vehicles, allowing for more 

efficient routing and deployment of these resources in 

response to emergencies [31].  

Another use can be integration of emergency data with 

public warning systems, such as sirens or messaging 

system. This can allow authorities to quickly and 

efficiently alert the public of any potential dangers and 

provide guidance on how to respond. IoT networks can be 

integrated in smart cities and they can help improve the 

speed and efficiency of emergency response efforts, 

leading to a faster resolution of emergencies and a 

reduction in the impact on the community. Thus creating a 

smart and safer smart city environment for public [32]. 

4.3 IoT for Healthcare 

IoTs have the most critical advantage in healthcare. They 

have increased facility of Medicare with minimal 

expenditure even in remote areas. Smart IoT wearables can 

monitor a patient’s vital signs in real-time and alert 

healthcare professionals to any potential risks. Now any 

medical officer can monitor his patient without paying him 

personal visit or keeping patient in the hospital. Sensors 

applied for the patient’s care shares data with the doctor 

through IoT network and thus complete examination of the 

results is not a big deal anymore [33].   

 
 

4.4 IoT based Smart Home  

IoT has played an important role in home automation. 

Almost all home appliance i.e., AC, refrigerator, washing 

machine lights, fans, door locks etc. are now available in 

smart version even vehicles have been shifted towards IoT 

network thus they can be accessed remotely. IoT sensors 

can play a key role in security of a smart home in smart 

cities. Sensors can monitor and protect the home from 

potential threats such as burglaries or fire. A smart home 

has many sensors like Fire & Smoke Sensor, Gas sensor 

etc. that alert the user if any parameter crosses the 

threshold. So, a smart home with IoT network ensures the 

safety of residents [3] [34].  

4.5 IoT for Smart Grid 

The purpose of smart grid is to provide electricity to the 

customers by means two-way digital communication. A 

smart grid can track each consumption of the electricity at 

all the locations of the system. Smart grid targets have been 

achieved via IoT. Through an IoT network, a smart grid is 

capable of disaster as well as operation monitoring on high 

voltage transmission lines, efficiency, accuracy and 

operation period that is very strenuous in manual systems 

[35]. 

4.6 IoT for Agriculture  

The production of the agriculture is going to increase using 

IoT through smart farming. IoT is been used for the 

monitoring of crops as well as animals through various 

tools and sensors connected through IoT network like 

monitoring of greenhouse temperature, humidity of field, 

disease diagnosis etc. Various machinery used in 

agriculture is been smart now can be controlled remotely 

through IoT network. Moreover, UAVs are also been 

deployed in the modern farming and agriculture [36]. 

4.7 IoT in Smart Cities  

With the advancing world, the first idea is smart cities 

collectively creating a smart world. The evolution of smart 

city is parallel to the evolution of all its components. A 

smart health system, smart transport system, smart 

buildings, smart energy management, smart 

administration, smart industries and smart security etc. will 

collectively be the building blocks of a smart city and IoT 

provides the base to this progression [37]. 

 
5. Simulation Environment 

For simulation python is used to do experimentation on 

IoT-networks. UNSW-NB15 dataset is utilized which is 

having updated network traffic information. Machine 
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learning techniques like linear discriminant analysis, 

quadratic discriminant analysis, XG Boost, KNN and 

decision tree are simulated [48-54], which generated very 

good results. Table 2, shows results of machine learning 

classifiers where KNN is having better accuracy compared 

to the rest of algorithms about 98.3061%. The overall 

explanation of table 2 is illustrated in figure 2.   

Table 2. Accuracy of Machine Learning Techniques 

Algorithms Accuracy 

Linear Discriminant Analysis 97.6717 

Quadratic Discriminant Analysis 94.0314 

XG Boost 98.2507 

KNN 98.3061 

Decision Tree 98.2137 

 

 

Figure 2. Machine learning algorithms like linear 
discriminant analysis, quadratic discriminant 

analysis, XG Boost, KNN and decision tree using 
UNSW-NB15 dataset’ 

6. Conclusion and Future Directions 

IoT networks can be deployed in almost every field. There 

exist many problems in IoT networks due to that intruder 

easily attack and unbalance entire network. This paper has 

introduced machine learning techniques to detect possible 

cyber-attacks from updated Australian dataset called 

UNSW-NB-15.  Types of intrusion detection system in IoT 

networks are incorporated which include anomaly, 

signature and hybrid. Different IoT-based applications are 

being discussed which provide a clear picture of limitations 

and vulnerabilities. Around five machine learning 

techniques like linear discriminant analysis, quadratic 

discriminant analysis, XG Boost, KNN and decision tree 

are utilized.  

This paper is giving investigation of security 

countermeasures. Especially, the approach of intrusion 

detection system is used to identify various cyber-attacks. 

Moreover, in near future, as IoT devices are increasing 

continuously with the passage of time. IDS using 

supervised machine learning, deep learning, computational 

intelligence, optimization, genetic algorithm, supervised 

learning, reinforcement and sliding mode controller is 

helpful to detect possible cyber-attacks. Also, new dataset 

for network security is the need for researchers. Scientists 

must focus on real-time applications regarding intrusion 

detection system. In addition, novel security-based routing 

protocols need to be designed for secure communication 

with in network. 
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