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Abstract

In this paper we consider the problem of reversible information hiding in the case
when the attacker uses only discrete memoryless channels (DMC), the decoder knows
only the class of channels, but not the DMC chosen by the attacker, the attacker knows
the information-hiding strategy, probability distributions of all random variables, but
not the side information.

We introduce the notion of reversible information hiding E-capacity, which ex-
presses the dependence of the information hiding rate on the error probability exponent
and the distortion levels for information hider, for attacker and for the host data ap-
proximation. The random coding bound for reversible information hiding E-capacity
is found. When E ! 0 we obtain the lower bound for reversibility information hiding
capacity.

In particular, we have analyzed two special cases of the general problem formulation,
pure reversibility and pure message communications.
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î»Õ»ÏáõÃÛáõÝÝ»ñ Ã³ùóÝáÕ ßñç»ÉÇ Ñ³Ù³Ï³ñ·Ç E-áõÝ³ÏáõÃÛ³Ý
å³ï³Ñ³Ï³Ý Ïá¹³íáñÙ³Ý ·Ý³Ñ³ï³Ï³ÝÁ

Ø. Ð³ñáõÃÛáõÝÛ³Ý, ê. îáÝáÛ³Ý, ú. Îáí³É, ê. ìáÉáßÇÝáíëÏÇ

²Ù÷á÷áõÙ

²ßË³ï³ÝùáõÙ Ñ»ï³½áïí³Í ¿ ï»Õ»ÏáõÃÛáõÝÝ»ñÇ ßñç»ÉÇ Ã³ùóÙ³Ý ÇÝýáñÙ³óÇáÝ-
ï»ë³Ï³Ý ËÝ¹ÇñÁ: ¸Çï³ñÏí³Í Ñ³Ù³Ï³ñ·Ç Ñ³Ù³ñ Ñ»ï³½áïí»É ¿ E-áõÝ³ÏáõÃÛáõÝ
ýáõÝÏóÇ³Ý: ²ÛÝ Çñ»ÝÇó Ý»ñÏ³Û³óÝáõÙ ¿ ï»Õ»ÏáõÃÛáõÝÝ»ñÇ Ã³ùóÙ³Ý ³ñ³·áõÃÛ³Ý
Ï³Ëí³ÍáõÃÛáõÝÁ Ñáõë³ÉÇáõÃÛáõÝÇó, ï»Õ»ÏáõÃÛáõÝÝ»ñ Ã³ùóÝáÕÇ áõ Ñ³ñÓ³ÏíáÕÇ Ñ³Ù³ñ
ÃáõÛÉ³ïñ»ÉÇ ß»ÕÙ³Ý Ù³Ï³ñ¹³ÏÝ»ñÇó ¨ Ý³ËÝ³Ï³Ý ïíÛ³ÉÝ»ñÇ í»ñ³Ï³Ý·ÝÙ³Ý Ñ³Ù³ñ
ÃáõÛÉ³ïñ»ÉÇ ß»ÕÙ³Ý Ù³Ï³ñ¹³ÏÇó: E-áõÝ³ÏáõÃÛ³Ý Ñ³Ù³ñ Ï³éáõóí»É ¿ å³ï³Ñ³Ï³Ý
Ïá¹³íáñÙ³Ý ·Ý³Ñ³ï³Ï³Ý: Ð³Ù³å³ï³ëË³Ý ·Ý³Ñ³ï³Ï³Ý ¿ ëï³óí»É Ñ³Ù³Ï³ñ·Ç
áõÝ³ÏáõÃÛ³Ý Ñ³Ù³ñ:

àõëáõÙÝ³ëÇñí»É »Ý Ý³¨ »ñÏáõ Ù³ëÝ³íáñ ¹»åù»ñª Ù³ùáõñ ßñç»ÉÇáõÃÛ³Ý ¨
Ñ³Õáñ¹³·ñáõÃÛáõÝÝ»ñÇ Ù³ùáõñ Ñ³Õáñ¹Ù³Ý ¹»åù»ñÁ:


