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Abstract

This paper investigates some security aspects of wireless sensor networks. Par-
ticularly symmetric encryption, authentication and key predistribution schemes are
proposed. Encryption and authentication schemes are based on a secret key which
is a table of strong generators of a permutation group (as per Sims algorithm). The
ciphertext of a plaintext of size N is a single permutation over n = 2N + 1 elements.
Encryption/Decryption processes are simple and easy to perform for a wireless node
with limited abilities.

Key predistribution scheme deals with all the node and network limitations and
requirements existing in wireless sensor networks and gives a secure key predistribution
scheme under the assumption that nodes are not physically captured for t0 time after
being deployed, where t0 is time necessary for invoking the key establishment phase of
proposed scheme, which is in practice should be some seconds.
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²ÝÉ³ñ ë»Ýëáñ³ÛÇÝ ó³Ýó»ñÇ ïíÛ³ÉÝ»ñÇ Í³ÍÏ³·ñÙ³Ý, ÇÝùÝáõÃÛ³Ý
Ñ³ëï³ïÙ³Ý ¨ µ³Ý³ÉÇÝ»ñÇ µ³ßËÙ³Ý ëË»Ù³Ý»ñ Ñ³Ù³ñ

². ²É»ùë³ÝÛ³Ý, Ð. ²ëÉ³ÝÛ³Ý ¨ ². êáÕáÛ³Ý

²Ù÷á÷áõÙ

²ßË³ï³ÝùáõÙ ¹Çï³ñÏí³Í »Ý ³ÝÉ³ñ ë»Ýëáñ³ÛÇÝ ó³Ýó»ñÇ ³å³ÑáíáõÃÛ³ÝÁ
í»ñ³µ»ñáÕ áñáß ËÝ¹ÇñÝ»ñ: Ø³ëÝ³íáñ³å»ë ³é³ç³ñÏíáõÙ »Ý ïíÛ³ÉÝ»ñÇ ëÇÙ»ïñÇÏ
Í³ÍÏ³·ñÙ³Ý, ÇÝùÝáõÃÛ³Ý Ñ³ëï³ïÙ³Ý ¨ µ³Ý³ÉÇÝ»ñÇ µ³Å³ÝÙ³Ý ëË»Ù³Ý»ñ:
Ì³ÍÏ³·ñÙ³Ý ¨ ÇÝùÝáõÃÛ³Ý Ñ³ëï³ïÙ³Ý ëË»Ù³Ý»ñÇ µ³Ý³ÉÇ ¿ Ñ³Ý¹Çë³ÝáõÙ
ï»Õ³¹ñáõÃÛáõÝÝ»ñÇ ËÙµÇ áõÅ»Õ ÍÝÇãÝ»ñÇ µ³½ÙáõÃÛ³Ý ³ÕÛáõë³ÏÁ (ÇÝãå»ë êÇÙëÇ
³É·áñÇÃÙáõÙ): Øáõïù³ÛÇÝ ïíÛ³ÉÝ»ñÇ N ã³÷³ÝÇ ( N µ³ÛÃ å³ñáõÝ³ÏáÕ) µÉáÏÁ
Í³ÍÏ³·ñ»Éáõó ëï³óíáõÙ ¿ n = 2 N + 1 ï³ññ»ñÇó Ï³½Ùí³Í Ù»Ï ï»Õ³¹ñáõÃÛáõÝ:
Ì³ÍÏ³·ñÙ³Ý ¨ í»ñÍ³ÝÙ³Ý ·áñÍáÕáõÃÛáõÝÝ»ñÁ å³ñ½ »Ý ¨ Ï³ñáÕ »Ý Ï³ï³ñí»É
ë³ÑÙ³Ý³÷³Ï ÑÝ³ñ³íáñáõÃÛáõÝÝ»ñ áõÝ»óáÕ ³ÝÉ³ñ ë»Ýëáñ³ÛÇÝ Ñ³Ý·áõÛóÇ ÏáÕÙÇó:
´³Ý³ÉÇÝ»ñÇ µ³Å³ÝÙ³Ý ëË»Ù³Ý Ñ³ßíÇ ¿ ³éÝáõÙ ³ÝÉ³ñ ë»Ýëáñ³ÛÇÝ ó³Ýó»ñáõÙ ³éÏ³
µáÉáñ ë³ÑÙ³Ý³÷³ÏáõÙÝ»ñÝ áõ å³Ñ³ÝçÝ»ñÁ ¨ ï³ÉÇë ¿ µ³Ý³ÉÇÝ»ñ µ³Å³ÝÙ³Ý ³å³Ñáí
ëË»Ù³ ³Ý»Éáí ÙÇ³ÛÝ Ù»Ï »ÝÃ³¹ñáõÃÛáõÝ, ³ÛÝ ¿‘ Ñ³Ý·áõÛóÝ»ñÁ ï»Õ³¹ñí»Éáõó Ñ»ïá t0
Å³Ù³Ý³ÏÇ ÁÝÃ³óùáõÙ ã»Ý »ÝÃ³ñÏíáõÙ ýÇ½ÇÏ³Ï³Ý Ñ³ñÓ³ÏÙ³Ý: ²Ûëï»Õ t0 -Ý ó³ÝóÇ
Ñ³Ý·áõÛóÝ»ñÇ ÙÇç¨ Ñ³Õáñ¹³ÏóÙ³Ý µ³Ý³ÉÇÝ»ñÇ Ñ³ëï³ïÙ³Ý Ñ³Ù³ñ ³ÝÑñ³Å»ßï
Å³Ù³Ý³ÏÝ ¿, áñÁ Çñ³Ï³ÝáõÙ ï¨áõÙ ¿ í³ÛñÏÛ³ÝÝ»ñ:


