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Abstract

Maintaining the security of digital systems with a huge amount of data is one of the
main concerns of IT specialists in these times. Anomaly detection in systems is one of
the solutions to overcome this challenge. Anomaly detection means ¯nding patterns
that are not normal or deviate from normal behavior in a system. Anomaly detection
has various applications in bio-informatics, image processing, cyber security, security
for databases, etc. There are many groups of methods that are used for anomaly
detection including statistical methods, neural network methods and information the-
oretic methods. In this paper we survey pros and cons of anomaly detection based on
information theoretic techniques.

Keywords: Anomaly / outlier detection, Entropy, Relative entropy, Local-search
heuristic algorithm LSA.

1 . In t r o d u c t io n

A n o m a ly o r o u t lie r is a n im p o r t a n t c o n c e p t o f t h e d a t a a n a lys is . A n o m a ly is d e ¯ n e d a s
a d e via t io n fr o m n o r m a l d a t a . It m e a n s t h a t t h e d a t a o b je c t is n o t s im ila r t o t h e o t h e r
o b s e r va t io n s in t h e d a t a s e t . It is ve r y im p o r t a n t t o d e t e c t t h e s e o b je c t s d u r in g t h e d a t a
a n a lys is t o t r e a t t h e m d i®e r e n t ly fr o m t h e o t h e r d a t a . Th e a n o m a ly d e t e c t io n m e t h o d s a r e
wid e ly u s e d fo r t h e fo llo win g p u r p o s e s :

- Cr e d it c a r d ( a n d m o b ile p h o n e ) fr a u d d e t e c t io n ;
- S u s p ic io u s W e b s it e d e t e c t io n ;
- W h o le -g e n o m e D N A m a t c h in g ;
- E CG-s ig n a l ¯ lt e r in g ;
- S u s p ic io u s t r a n s a c t io n d e t e c t io n a n d s o o n .
Th e in ve s t ig a t io n o f a n o m a ly d e t e c t io n t e c h n iqu e s is ve r y im p o r t a n t in s u c h ¯ e ld s a s
- Me d ic a l a n d p u b lic h e a lt h ;
- D e c is io n m a kin g ;
- B u s in e s s in t e llig e n c e ;
- In d u s t r ia l D a m a g e D e t e c t io n
a n d o t h e r s .
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Th e a n o m a ly d e t e c t io n p r o b le m h a s b e c o m e a r e c o g n iz e d r a p id ly-d e ve lo p in g t o p ic o f
t h e d a t a a n a lys is . A s ig n ī c a n t n u m b e r o f m e t h o d s h a ve r e c e n t ly b e e n p r o p o s e d . Ma n y
s u r ve ys a n d s t u d ie s a r e d e vo t e d t o t h is p r o b le m , s e e fo r e xa m p le [1 ] - [4 ]. Th e y c o n c e r n
d i®e r e n t a s p e c t s o f a n o m a ly d e t e c t io n . [1 ] r e vie ws t r a d it io n a l o u t lie r d e t e c t io n a lg o r it h m s , [2 ]
o ve r vie ws t h e e xis t in g r e s e a r c h fo r t h e p r o b le m o f d e t e c t in g a n o m a lie s in d is c r e t e s e qu e n c e s ,
[3 ] is fo c u s e d o n e n s e m b le le a r n in g o n e s , wh ile [4 ] o n ly in vo lve s t h e la t e s t a n d p o p u la r
a n o m a ly d e t e c t io n m e t h o d s fo r t h e d a t a wit h h ig h d im e n s io n a lit y a n d m ixe d t yp e s , o n
wh ic h t h e c la s s ic a l d e t e c t io n m e t h o d s c a n n o t o p e r a t e ve r y we ll.

Th e r e is n o wid e ly a c c e p t a b le fo r m a l d e ¯ n it io n o f t h e a n o m a ly. Th e p r e c is e d e ¯ n it io n
o f t h e o u t lie r d e p e n d s o n t h e s p e c i¯ c p r o b le m a n d it s d a t a r e p r e s e n t a t io n . A t a n a b s t r a c t
le ve l, a n a n o m a ly is d e ¯ n e d a s a p a t t e r n t h a t d o e s n o t c o n fo r m t o e xp e c t e d n o r m a l b e h a vio r .
A s t r a ig h t fo r wa r d a n o m a ly d e t e c t io n a p p r o a c h , t h e r e fo r e , is t o d e ¯ n e a r e g io n r e p r e s e n t in g
n o r m a l b e h a vio r a n d d e c la r e a n y o b s e r va t io n in t h e d a t a t h a t d o e s n o t b e lo n g t o t h is n o r m a l
r e g io n a s a n a n o m a ly. B u t s e ve r a l fa c t o r s m a ke t h is a p p r o a c h ve r y c h a lle n g in g .

S p e c i¯ c fo r m u la t io n o f t h e p r o b le m is d e t e r m in e d b y s e ve r a l d i®e r e n t fa c t o r s s u c h a s t h e
n a t u r e o f t h e in p u t d a t a , t h e a va ila b ilit y o f la b e ls , t h e c o n s t r a in t s a n d r e qu ir e m e n t s in d u c e d
b y t h e a p p lic a t io n d o m a in . Th is ju s t ī e s t h e n e e d fo r t h e b r o a d s p e c t r u m o f a n o m a ly d e t e c -
t io n t e c h n iqu e s . B a s e d o n t h e r e s e a r c h a r e a t h e m a jo r it y o f a n o m a ly d e t e c t io n t e c h n iqu e s
c a n b e c a t e g o r iz e d in t o c la s s i¯ c a t io n , n e a r e s t n e ig h b o r , c lu s t e r in g , s t a t is t ic a l a n d in fo r m a t io n
t h e o r e t ic a l t e c h n iqu e s .

E a c h o f t h e la r g e n u m b e r o f a n o m a ly d e t e c t io n t e c h n iqu e s h a s it 's o wn u n iqu e s t r e n g t h s
a n d we a kn e s s e s . It is im p o r t a n t t o kn o w wh ic h a n o m a ly d e t e c t io n t e c h n iqu e is b e s t s u it e d
fo r a g ive n p r o b le m . Give n t h e c o m p le xit y o f t h e p r o b le m s p a c e , it is n o t fe a s ib le t o p r o vid e
s u c h a n u n d e r s t a n d in g fo r e ve r y a n o m a ly d e t e c t io n p r o b le m .

N o n e o f t h e p r e vio u s s u r ve ys , h o we ve r , fo c u s e s o n in fo r m a t io n t h e o r e t ic a l d e t e c t io n m e t h -
o d s . In t h is p a p e r we s u r ve y t h e s t a t e -o f-t h e -a r t t e c h n iqu e s o f a n o m a ly d e t e c t io n b a s e d o n
in fo r m a t io n t h e o r y. Th e a im is t o e xp lo r e t h e u s e o f t o o ls / p r o p o s a ls o f In fo r m a t io n Th e -
o r y, wh ic h is c a p a b le o f b e in g u s e d t o s o lve t h e p r o b le m o f a n o m a ly d e t e c t io n fr o m n e w
p e r s p e c t ive s .

2 . S o m e In fo r m a t io n Th e o r e t ic Me a s u r e s

Entropy is a n im p o r t a n t c o n c e p t in in fo r m a t io n t h e o r y a n d c o m m u n ic a t io n t h e o r y [5 ]. It
m e a s u r e s t h e u n c e r t a in t y o f a c o lle c t io n o f d a t a it e m s :

H ( X ) = ¡
X

x

p ( x ) lo g p ( x) ;

fo r a d a t a s e t X o f it e m s x wit h p r o b a b ilit ie s p ( x) . E n t r o p y s p e c i¯ e s t h e n u m b e r o f b it s
r e qu ir e d t o e n c o d e a n d t r a n s m it t h e c la s s ī c a t io n o f d a t a it e m .

Fo r a n o m a ly d e t e c t io n e n t r o p y c a n b e u s e d a s a m e a s u r e o f t h e r e g u la r it y o f a u d it d a t a .
Th e s m a lle r t h e e n t r o p y, t h e m o r e r e g u la r is t h e d a t a s e t . H ig h r e g u la r it y d a t a c a n p r e d ic t
fu t u r e e ve n t s b e c a u s e e ve n t s r e p e a t e d m a n y t im e s in t h e c u r r e n t d a t a s e t a r e like ly t o a p p e a r
in t h e fu t u r e .

Conditional entropy o f X g ive n Y is

H ( X jY ) = ¡
X

x;y

p ( x; y ) lo g p( xjy ) ;
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wh e r e p ( x; y ) is t h e jo in t p r o b a b ilit y o f x a n d y a n d p ( xjy ) is t h e c o n d it io n a l p r o b a b ilit y
o f x g ive n y. Th is m e a s u r e c a n b e u s e d fo r a n o m a ly d e t e c t io n a s t h e va lu e o f d e p e n d e n c e
r e g u la r it y. A s in c a s e o f e n t r o p y, t h e s m a lle r t h e c o n d it io n a l e n t r o p y, t h e b e t t e r .

Kullback-Leibler divergence a ls o kn o wn a s relative entropy b e t we e n t wo p r o b a b ilit y d is -
t r ib u t io n s o n t h e s a m e X is

D ( P k Q) =
X

x

p ( x) lo g
p ( x )

q ( x )
:

Fo r a n o m a ly d e t e c t io n K L d ive r g e n c e c a n b e u s e d t o m e a s u r e t h e d is t a n c e o f r e g u la r it ie s
b e t we e n t h e t r a in in g d a t a s e t a n d t h e t e s t d a t a s e t . A g a in , t h e s m a lle r t h e r e la t ive e n t r o p y,
t h e b e t t e r .

3 . In fo r m a t io n Th e o r y B a s e d A n o m a ly D e t e c t io n Te c h n iqu e s

In fo r m a t io n t h e o r e t ic t e c h n iqu e s a n a lyz e t h e in fo r m a t io n c o n t e n t o f a d a t a s e t u s in g d i®e r e n t
in fo r m a t io n t h e o r e t ic m e a s u r e s s u c h a s e n t r o p y, r e la t ive e n t r o p y, a n d s o o n . S u c h t e c h n iqu e s
a r e b a s e d o n t h e fo llo win g ke y a s s u m p t io n : a n o m a lie s in d a t a in d u c e ir r e g u la r it ie s in t h e
in fo r m a t io n c o n t e n t o f t h e d a t a s e t .

In [6 ] t h e in fo r m a t io n -t h e o r e t ic m e a s u r e s a r e p r o p o s e d fo r a n o m a ly d e t e c t io n in t h e fo l-
lo win g g e n e r a l a p p r o a c h :

- Me a s u r e t h e r e g u la r it y o f t h e d a t a a n d p e r fo r m t h e a p p r o p r ia t e d a t a t r a n s fo r m a t io n .
It e r a t e t h is s t e p if n e c e s s a r y s o t h a t t h e d a t a s e t u s e d fo r m o d e lin g h a s h ig h r e g u la r it y.

- D e t e r m in e h o w t h e m o d e l s h o u ld b e b u ilt , i.e . h o w t o a c h ie ve t h e b e s t p e r fo r m a n c e o r
t h e o p t im a l p e r fo r m a n c e / c o s t t r a d e -o ®, a c c o r d in g t o t h e r e g u la r it y m e a s u r e .

- U s e r e la t ive e n t r o p y t o d e t e r m in e wh e t h e r a m o d e l is s u it a b le fo r a n e w d a t a s e t ( e .g .,
fr o m a n e w e n vir o n m e n t ) .

D i®e r e n t s e qu e n c e le n g t h s a r e u s e d t o s h o w t h e r e la t io n s h ip b e t we e n r e g u la r it y a n d d e -
t e c t io n p e r fo r m a n c e . In p r a c t ic e , o n e c a n s im p ly c o m p u t e t h e r e g u la r it y o f a g ive n d a t a
s e t a n d d e t e r m in e h o w t o b u ild a m o d e l, b e c a u s e c o m p u t in g r e g u la r it y, in g e n e r a l, is m u c h
m o r e e ± c ie n t t h a n c o m p u t in g a m o d e l. Th is is o n e o f t h e a d va n t a g e s o f t h is a p p r o a c h in
c o m p a r is o n wit h t h e o t h e r s , wh e r e t h e r e is n o qu id e lin e fo r b u ild in g a m o d e l a n d e xp la in in g
it s p e r fo r m a n c e . H o we ve r , t h e r e la t io n s h ip b e t we e n r e g u la r it y a n d d e t e c t io n p e r fo r m a n c e
wa s s h o wn fo r t h e c la s s ī e r m o d e l, wh ile t h e r e a r e o t h e r p r o b a b ilis t ic a lg o r it h m s , t h a t c a n b e
u s e d fo r a n o m a ly d e t e c t io n . H o w t h e in fo r m a t io n -t h e o r e t ic m e a s u r e s c a n b e u s e d fo r t h e s e
a lg o r it h m s is a n o p e n qu e s t io n .

S o m e r e a l-life a p p lic a t io n s c o n t a in categorical data, h o we ve r , m o s t o f t h e o u t lie r a lg o -
r it h m s a r e fo c u s e d o n n u m e r ic a l d a t a a n d d o n o t p e r fo r m we ll wh e n a p p lie d t o c a t e g o r ic a l
d a t a . Th e p r o b le m o f o u t lie r d e t e c t io n in c a t e g o r ic a l d a t a is c o n s id e r e d in [7 ]. H e r e e n t r o p y is
u s e d t o m e a s u r e t h e d e g r e e o f d is o r d e r o f a d a t a s e t . Th e o p t im iz a t io n p r o b le m is d e s c r ib e d
a s fo llo ws : ¯ n d in g a s u b s e t o f k o b je c t s s u c h t h a t t h e e xp e c t e d e n t r o p y o f t h e r e s u lt a n t
d a t a s e t a ft e r t h e r e m o va l o f t h is s u b s e t is m in im iz e d . Th e g r e e d y o p t im iz a t io n s c h e m e t h a t
u s e s lo c a l s e a r c h h e u r is t ic is s t u d ie d fo r qu a lit y - t im e t r a d e o ®. A s a r e s u lt t h e Local search
algorithm (LSA) wa s p r e s e n t e d , wh ic h h a s b e e n s h o wn t o b e t h e b e s t in d e t e c t in g o u t lie r s
b o t h in t e r m s o f a c c u r a c y a n d s p e e d wh e n c o m p a r e d wit h o t h e r t e c h n iqu e s .

W o r kin g o f L S A c a n b e d e ¯ n e d a s fo llo ws .
- Fo r a d a t a s e t D S , k o u t lie r s a r e t o b e d e t e c t e d u s in g e n t r o p y,
- Th e n u m b e r o f o u t lie r s t o b e g e n e r a t e d ( k ) is u s e r d e ¯ n e d .
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- Th e in it ia l s e t o f o u t lie r s ( S O) is e m p t y a n d a ll t h e d a t a s e t 's r e c o r d s a r e m a r ke d a s
n o n o u t lie r s .

- k s c a n s a r e c a r r ie d o u t t o s e le c t k r e c o r d s a s o u t lie r s .
- D u r in g e a c h s c a n , e a c h r e c o r d t a g g e d a s a n o n -o u t lie r is t e m p o r a r ily r e m o ve d fr o m t h e

d a t a s e t a n d t h e c h a n g e in e n t r o p y is c a lc u la t e d .
- Th e r e c o r d t h a t a c h ie ve s t h e m a xim u m d e c r e a s e in e n t r o p y b y r e m o vin g t h a t r e c o r d , is

s e le c t e d a s a n o u t lie r a n d a d d e d t o S O.
- Th is c o n t in u e s fo r e a c h s c a n u n t il t h e s iz e o f OS r e a c h e s t h e d e ¯ n e d va lu e o f k.
A s t h e o p t im a l n u m b e r o f o u t lie r s va r ie s fr o m d a t a s e t t o d a t a s e t , it is n o t p o s s ib le t o

p r e d ic t t h e n u m b e r o f o u t lie r s o r t o d e ¯ n e a s t a n d a r d o r ¯ xe d n u m b e r o f o u t lie r s t h a t c a n
b e a p p lic a b le fo r e ve r y d a t a s e t . Th is is t h e d is a d va n t a g e o f L S A .

In [8 ] a n o u t lie r d e t e c t io n t e c h n iqu e fo r c a t e g o r ic a l d a t a is p r o p o s e d wh ic h is b a s e d o n
e n t r o p y a n d c a lle d A u t o m a t e d E n t r o p y V a lu e Fr e qu e n c y ( A E V F) . It r e qu ir e s n o u s e r in p u t
a n d will a lwa ys g e n e r a t e t h e o p t im a l n u m b e r o f o u t lie r s . Th is is t h e e xt e n d e d ve r s io n o f t h e
L S A , wh ic h in t r o d u c e s t h e n e w t e r m s : e n t r o p y d i®e r e n c e g a p a n d m a x e n t r o p y g a p . Th e
entropy difference gap is t h e d i®e r e n c e in t h e va lu e s o f c h a n g e o f e n t r o p y b e t we e n o n e r e c o r d
a n d t h e n e xt . Th e max entropy gap is t h e m a xim u m e n t r o p y d i®e r e n c e g a p t h a t c a n e xis t
a s d e ¯ n e d b y t h e u s e r . If t h e e n t r o p y d i®e r e n c e g a p b e c o m e s la r g e r t h a n t h e m a x e n t r o p y
g a p , t h e a lg o r it h m t e r m in a t e s .

Th e a lg o r it h m is a t wo -s t e p p r o c e s s :
- Ge n e r a t in g e n t r o p y c h a n g e va lu e s . Th e c h a n g e in e n t r o p y va lu e fo r e a c h r e c o r d in a

d a t a s e t is g e n e r a t e d a n d s t o r e d in a t a b le . On c e a ll r e c o r d s h a ve b e e n p r o c e s s e d , t h e t a b le
is u p d a t e d s o t h a t t h e r e c o r d wit h t h e m a xim u m e n t r o p y c h a n g e va lu e is a t t h e t o p , fo llo we d
b y t h e o t h e r r e c o r d s in d e s c e n d in g o r d e r o f e n t r o p y c h a n g e va lu e s .

- Ge n e r a t in g o u t lie r s . Th e e n t r o p y d i®e r e n c e g a p is d e t e r m in e d a n d t h e n c o m p a r e d wit h
t h e m a x e n t r o p y g a p fo r e a c h va lu e fr o m t h e t o p o f t h e t a b le d o wn wa r d s . If t h e e n t r o p y
d i®e r e n c e g a p is le s s t h a n o r e qu a l t o t h e m a x e n t r o p y g a p t h e n t h e a lg o r it h m c o n t in u e s
c a r r yin g o u t c o m p a r is o n s d o wn t h e t a b le , o t h e r wis e t h e a lg o r it h m t e r m in a t e s a n d a ll t h e
r e c o r d s u p t o t h a t p o in t a r e a d d e d t o OS , wh ic h is t h e n d is p la ye d a s t h e o u t p u t .

Th e d is a d va n t a g e o f t h is a p p r o a c h is t h a t it is n o t p o s s ib le t o d e ¯ n e a s t a n d a r d m a x
e n t r o p y g a p wh ic h c o u ld b e a p p lie d t o e ve r y d a t a s e t . In [8 ] a n a u t o m a t e d a lg o r it h m is
p r o p o s e d b y c o m b in in g t h e t wo a b o ve a lg o r it h m s , wh ic h r e qu ir e s o n ly t h e d a t a s e t a s in p u t
a n d d o e s n o t r e qu ir e e it h e r t h e n u m b e r o f o u t lie r s o r t h e m a x e n t r o p y g a p a s u s e r in p u t .

A E V F a lg o r it h m is :
- Fin d in g t h e o p t im a l m a x e n t r o p y g a p . Th e c h a n g e in e n t r o p y va lu e fo r e a c h r e c o r d in

t h e d a t a s e t is g e n e r a t e d a n d s t o r e d in a t a b le . Th e a ve r a g e e n t r o p y c h a n g e is d e t e r m in e d ,
wh ic h is s e t a s t h e m a x e n t r o p y g a p . On c e a ll r e c o r d s h a ve b e e n p r o c e s s e d , t h e t a b le is
u p d a t e d t o s h o w t h e r e c o r d wit h t h e m a xim u m e n t r o p y c h a n g e a t t h e t o p o f t h e t a b le ,
fo llo we d b y d e s c e n d in g va lu e s o f e n t r o p y c h a n g e .

- Fin d in g t h e o p t im a l n u m b e r o f o u t lie r s . Th e e n t r o p y d i®e r e n c e g a p is d e t e r m in e d a n d
t h e n c o m p a r e d wit h t h e m a x e n t r o p y g a p . If t h e e n t r o p y d i®e r e n c e g a p is le s s t h a n o r e qu a l
t o t h e m a x e n t r o p y g a p t h e n t h e a lg o r it h m c o n t in u e s wo r kin g d o wn t h e t a b le c a r r yin g o u t
t h e c o m p a r is o n . Ot h e r wis e t h e a lg o r it h m t e r m in a t e s a n d a ll t h e r e c o r d s u p t o t h a t p o in t
a r e a d d e d t o OS , wh ic h is t h e n d is p la ye d a s t h e o u t p u t .

A n o ve l, p a r a m e t e r -fr e e m e t h o d , COMPREX, fo r id e n t ifyin g a n o m a lie s u s in g p a t t e r n -
b a s e d compression is in t r o d u c e d in [9 ]. Co m p r e s s io n -b a s e d t e c h n iqu e s h a ve b e e n e xp lo r e d
m o s t ly in c o m m u n ic a t io n s t h e o r y, fo r r e d u c e d t r a n s m is s io n c o s t a n d in c r e a s e d t h r o u g h p u t
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a n d in d a t a b a s e s , fo r r e d u c e d s t o r a g e c o s t a n d in c r e a s e d qu e r y p e r fo r m a n c e . In t h e m e n -
t io n e d p a p e r t h e p r o p o s e d m e t h o d ¯ n d s a c o lle c t io n o f d ic t io n a r ie s t h a t d e s c r ib e t h e n o r m
o f a d a t a b a s e s u c c in c t ly, a n d s u b s e qu e n t ly ° a g s t h o s e p o in t s d is s im ila r t o t h e n o r m wit h a
h ig h c o m p r e s s io n c o s t a s a n o m a lie s . Th is a p p r o a c h e xh ib it s fo u r ke y fe a t u r e s :

1 ) it is p a r a m e t e r fr e e ; it b u ild s d ic t io n a r ie s d ir e c t ly fr o m d a t a , a n d r e qu ir e s n o u s e r -
s p e c i¯ e d p a r a m e t e r s s u c h a s d is t a n c e fu n c t io n s o r d e n s it y a n d s im ila r it y t h r e s h o ld s ,

2 ) it is g e n e r a l; it wo r ks fo r a b r o a d r a n g e o f c o m p le x d a t a b a s e s , in c lu d in g g r a p h , im a g e
a n d r e la t io n a l d a t a b a s e s t h a t m a y c o n t a in b o t h c a t e g o r ic a l a n d n u m e r ic a l fe a t u r e s ,

3 ) it is s c a la b le ; it s r u n n in g t im e g r o ws lin e a r ly wit h r e s p e c t t o b o t h d a t a b a s e s iz e a s
we ll a s n u m b e r o f d im e n s io n s , a n d

4 ) it is e ®e c t ive ; e xp e r im e n t s o n a b r o a d r a n g e o f d a t a s e t s s h o w la r g e im p r o ve m e n t s in
b o t h c o m p r e s s io n , a s we ll a s p r e c is io n in a n o m a ly d e t e c t io n , o u t p e r fo r m in g it s s t a t e -o f-t h e -
a r t c o m p e t it o r s .

Te c h n iqu e s fo c u s e d o n a n o m a ly d e t e c t io n in graph-based data h a ve r e c e n t ly b e e n t h e s u b -
je c t o f a t t e n t io n . A g e n e r a l, c o m p r e h e n s ive s u r ve y o f s t a t e -o f-t h e -a r t m e t h o d s fo r a n o m a ly
d e t e c t io n in d a t a r e p r e s e n t e d a s g r a p h s is p r o vid e d in [1 0 ].

H e r e we fo c u s o n ly o n in fo r m a t io n -t h e o r e t ic a p p r o a c h e s . In [1 1 ] t h e a u t h o r s in t r o d u c e d
t wo t e c h n iqu e s fo r g r a p h -b a s e d a n o m a ly d e t e c t io n . Th e ¯ r s t , anomalous substructure de-
tection, lo o ks fo r s p e c i¯ c , u n u s u a l s u b s t r u c t u r e s wit h in a g r a p h . In t h e s e c o n d m e t h o d ,
anomalous subgraph detection, t h e g r a p h is p a r t it io n e d in t o d is t in c t s e t s o f ve r t ic e s ( s u b -
g r a p h s ) , e a c h o f wh ic h is t e s t e d a g a in s t t h e o t h e r s fo r u n u s u a l p a t t e r n s . U s in g t h e c o n c e p t
o f c o n d it io n a l e n t r o p y a m e a s u r e o f g r a p h r e g u la r it y c a lle d conditional substructure entropy
h a s b e e n in t r o d u c e d t o d e ¯ n e t h e n u m b e r o f b it s n e e d e d t o d e s c r ib e a n a r b it r a r y s u b s t r u c -
t u r e s s u r r o u n d in g s . A s u b s t r u c t u r e is a c o n n e c t e d s u b g r a p h o f t h e o ve r a ll g r a p h . B y s u r -
r o u n d in g s , a u t h o r s a r e r e fe r r in g t o t h e e d g e s a n d ve r t ic e s a d ja c e n t t o t h e s u b s t r u c t u r e . Th e
s u r r o u n d in g s c a n b e t h o u g h t o f a s a s e t o f e xt e n s io n s t o t h e s u b s t r u c t u r e ; a n e xt e n s io n o f
a s u b s t r u c t u r e is d e ¯ n e d t o b e t h e a d d it io n o f e it h e r a s in g le ve r t e x ( a lo n g wit h t h e e d g e
c o n n e c t in g it t o t h e s u b s t r u c t u r e ) , o r a s in g le e d g e wit h in t h e s u b s t r u c t u r e .

L e t Y b e d e ¯ n e d t o c o n t a in a ll n-ve r t e x s u b s t r u c t u r e s wit h in t h e g r a p h , a n d X c o n t a in
a ll e xt e n s io n s o f t h e s u b s t r u c t u r e s in Y . Fo r a g ive n s u b s t r u c t u r e y 2 Y;P ( y ) is d e ¯ n e d a s
t h e n u m b e r o f in s t a n c e s o f y in G, d ivid e d b y t h e t o t a l n u m b e r o f in s t a n c e s o f a ll n-ve r t e x
s u b s t r u c t u r e s . Fo r p a r t ic u la r s u b s t r u c t u r e s x 2 X; y 2 Y , P ( xjy ) is d e ¯ n e d t o r e p r e s e n t t h e
p e r c e n t a g e o f in s t a n c e s o f y t h a t e xt e n d t o a n in s t a n c e o f x. B y a n a lo g y o f t h e c o n d it io n a l
e n t r o p y fo r s t r in g d a t a , t h e conditional substructure entropy is d e ¯ n e d a s

H ( X jY ) = ¡
X

x;y

p( y ) [p ( xjy ) lo g p ( xjy ) + ( 1 ¡ p ( xjy ) ) lo g ( 1 ¡ p ( xjy ) ) ]:

E n t r o p y a n d K L d ive r g e n c e m e t h o d s h a ve b e e n r e g a r d e d a s e ®e c t ive m e t h o d s fo r d e t e c t -
in g abnormal tra± c b a s e d o n IP a d d r e s s -d is t r ib u t io n s t a t is t ic s o r p a c ke t s iz e -d is t r ib u t io n
s t a t is t ic s [1 2 ] - [1 4 ].

In [1 5 ] t wo n e w a n d e ®e c t ive a n o m a ly-b a s e d d e t e c t io n m e t r ic s ( g e n e r iliz e d e n t r o p y a n d
in fo r m a t io n d is t a n c e ) we r e p r o p o s e d , wh ic h id e n t ify D D o S a t t a c ks e a r ly a n d a c c u r a t e ly. A n
e ®e c t ive IP t r a c e b a c k s c h e m e wa s p r o p o s e d b a s e d o n a n in fo r m a t io n d is t a n c e m e t r ic t h a t
c a n t r a c e a ll a t t a c ks b a c k t o t h e ir o wn lo c a l a r e a n e t wo r ks ( L A N s ) in a s h o r t t im e .

Th e Renyi or generalized entropy o f o r d e r ® is d e ¯ n e d a s fo llo ws :

H® ( x) =
1

1 ¡ ®
lo g 2 (

X

i

p®
i ) ; ® ¸ 0 ; ® 6= 1 :
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Th e Renyi divergence b e t we e n p r o b a b ilit y d is t r ib u t io n s P a n d Q is :

D® ( P jjQ ) =
1

® ¡ 1
lo g 2 (

X

i

p®
i q1¡®

i ) ; ® ¸ 0 :

Th e R e n yi d ive r g e n c e , a s t h e g e n e r a liz e d d ive r g e n c e , c a n d e d u c e m a n y c o n c r e t e d ive r -
g e n c e fo r m s a c c o r d in g t o d i®e r e n t va lu e s o f o r d e r ®.

Th e information distance is t h e s ym m e t r ic iz e d m e t r ic

D® ( P; Q) = D® ( P jjQ ) + D® ( QjjP ) :

It is s ig n ī c a n t t h a t t h is m e t r ic s c a n im p r o ve t h e s ys t e m s ' d e t e c t io n s e n s it ivit y b y a d -
ju s t in g t h e va lu e o f o r d e r ® o f t h e g e n e r a liz e d e n t r o p y a n d in fo r m a t io n d is t a n c e m e t r ic s . A s
t h e p r o p o s e d m e t r ic s c a n in c r e a s e t h e in fo r m a t io n d is t a n c e b e t we e n t h e a t t a c k t r a ± c a n d
t h e le g it im a t e t r a ± c , t h e y c a n e ®e c t ive ly d e t e c t lo w-r a t e D D o S a t t a c ks e a r ly a n d r e d u c e
t h e fa ls e p o s it ive r a t e c le a r ly. A s a r e s u lt [1 5 ] t h e p r o p o s e d in fo r m a t io n m e t r ic s im p r o ve
t h e p e r fo r m a n c e o f lo w-r a t e D D o S a t t a c ks d e t e c t io n a n d IP t r a c e b a c k o ve r t h e t r a d it io n a l
a p p r o a c h e s .

A s in [9 ], u n ive r s a l s o u r c e c o d in g h a s b e e n u s e d fo r a n o m a ly d e t e c t io n in va r io u s p a p e r s
m o s t ly b a s e d o n c o m p a r in g c o d e le n g t h , s e e fo r e xa m p le , [1 6 ] - [2 0 ]. Th e c o m p a r is o n is d o n e
b y a m e a s u r e o f e n t r o p y r a t e . Th e p r o b le m is t h a t t h e r e a r e m a n y d is s im ila r s o u r c e s t h a t
h a ve t h e s a m e e n t r o p y r a t e . To o ve r c o m e t h is is s u e a n e w a p p r o a c h b a s e d o n t h e n o t io n o f
atypicality is s u g g e s t e d in [2 1 ].

Mo s t o f t h e va lu e in t h e in fo r m a t io n in s o m e a p p lic a t io n s is in t h e p a r t s t h a t d e via t e fr o m
t h e a ve r a g e , t h a t a r e u n u s u a l, a t yp ic a l. A t yp ic a lit y is d e ¯ n e d a s d a t a t h a t c a n b e e n c o d e d
wit h fe we r b it s in it s e lf r a t h e r t h a n u s in g t h e c o d e fo r t h e t yp ic a l d a t a . In [2 1 ] t h e a u t h o r s
s h o w t h a t t h is d e ¯ n it io n h a s g o o d t h e o r e t ic a l p r o p e r t ie s a n d d e ve lo p a n im p le m e n t a t io n
b a s e d o n u n ive r s a l s o u r c e c o d in g . Th is id e a o f ¯ n d in g a lt e r n a t ive e xp la n a t io n s fo r d a t a
r a t h e r t h a n m e a s u r in g s o m e kin d o f d i®e r e n c e fr o m t yp ic a l d a t a is wh a t s e p a r a t e s t h is
m e t h o d fr o m u s u a l a p p r o a c h e s in o u t lie r d e t e c t io n a n d a n o m a ly d e t e c t io n . A t yp ic a lit y is
p u r e ly a p r o p e r t y o f d a t a a n d t h e r e fo r e t h e r e a r e n o m is s e s o r fa ls e a la r m s : d a t a is a t yp ic a l
o r n o t .

4 . Co n c lu s io n

Th e p r e s e n t wo r k s t u d ie d m a in in fo r m a t io n t h e o r e t ic a p p r o a c h e s fo r a n o m a ly d e t e c t io n a p -
p lic a t io n s . In fo r m a t io n t h e o r y p r o vid e s a u n ive r s a l a p p r o a c h in s t e a d o f lo o kin g a t s p e c i¯ c
s t a t is t ic s o f d a t a .

Th e a d va n t a g e s o f in fo r m a t io n t h e o r e t ic t e c h n iqu e s a r e a s fo llo ws : ( 1 ) Th e y c a n o p e r a t e
in a n u n s u p e r vis e d s e t t in g . ( 2 ) Th e y d o n o t m a ke a n y a s s u m p t io n s a b o u t t h e u n d e r lyin g
s t a t is t ic a l d is t r ib u t io n fo r t h e d a t a .
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Ý»ÛñáÝ³ÛÇÝ ó³ÝóÇ Ù»Ãá¹Ý»ñÁ ¨ ÇÝýáñÙ³óÇ³ÛÇ ï»ëáõÃÛ³Ý Ù»Ãá¹Ý»ñÁ: ²Ûë Ñá¹í³ÍáõÙ
ùÝÝ³ñÏíáõÙ »Ý ÑÇÙÝ³Ï³Ý ÇÝýáñÙ³óÇáÝ-ï»ë³Ï³Ý Ùáï»óáõÙÝ»ñÝ ³ÝáÙ³ÉÇ³Ý»ñÇ
Ñ³ÛïÝ³µ»ñÙ³Ý ÏÇñ³éáõÃÛáõÝÝ»ñÇ Ñ³Ù³ñ: ÆÝýáñÙ³óÇ³ÛÇ ï»ëáõÃÛáõÝÁ ï³ÉÇë ¿
Ñ³ÙÁÝ¹Ñ³Ýáõñ Ùáï»óáõÙ` ïíÛ³ÉÝ»ñÇ íÇ×³Ï³·ñáõÃÛáõÝÁ í»ñÉáõÍ»Éáõ ÷áË³ñ»Ý:

´³Ý³ÉÇ µ³é»ñ` ³ÝáÙ³ÉÇ³ÛÇ Ñ³ÛïÝ³µ»ñáõÙ, ¿ÝïñáåÇ³, Ñ³ñ³µ»ñ³Ï³Ý
¿ÝïñáåÇ³, ï»Õ³ÛÇÝ áñáÝÙ³Ý ¿íñÇëïÇÏ ³É·áñÇÃÙ LSA:

Èíôîðìàöèîííî-òåîðåòè÷åñêèå ìåòîäû äëÿ îáíàðóæåíèÿ
àíîìàëèé

Ìàðèàì Å. Àðóòþíÿí è Òèãðàí Ñ. Áàäàñÿ

Èíñòèòóò ïðîáëåì èíôîðìàòèêè è àâòîìàòèçàöèè ÍÀÍ ÐÀ
e-mail: armar@sci.am, tigranbadasyan@gmail.com

Àííîòàöèÿ

Îáíàðóæåíèå àíîìàëèé îçíà÷àåò îïîçíàâàíèå ðåäêèõ äàííûõ, êîòîðûå íå
ÿâëÿþòñÿ íîðìàëüíûìè èëè îòêëîíÿþòñÿ îò íîðìàëüíîãî ïîâåäåíèÿ â ñèñòåìå.
Îáíàðóæåíèå àíîìàëèé èìååò ðàçëè÷íûå ïðèìåíåíèÿ â áèîèíôîðìàòèêå,
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îáðàáîòêå èçîáðàæåíèé, êèáåðáåçîïàñíîñòè, áåçîïàñíîñòè äëÿ áàç äàííûõ è ò.
ä. Ñóùåñòâóåò ìíîãî ãðóïï ìåòîäîâ, êîòîðûå èñïîëüçóþòñÿ äëÿ îáíàðóæåíèÿ
àíîìàëèé, âêëþ÷àÿ ñòàòèñòè÷åñêèå ìåòîäû, ìåòîäû íåéðîííûõ ñåòåé è
òåîðåòèêî-èíôîðìàöèîííûå ìåòîäû. Â íàñòîÿùåé ðàáîòå ðàññìàòðèâàþòñÿ
îñíîâíûå òåîðåòèêî-èíôîðìàöèîííûå ïîäõîäû äëÿ ïðèëîæåíèé îáíàðóæåíèÿ
àíîìàëèé. Òåîðèÿ èíôîðìàöèè ïðåäîñòàâëÿåò óíèâåðñàëüíûé ïîäõîä âìåñòî
òîãî, ÷òîáû ñìîòðåòü íà êîíêðåòíûå ñòàòèñòè÷åñêèå äàííûå.

Êëþ÷åâûå ñëîâà: Îáíàðóæåíèå àíîìàëèé, ýíòðîïèÿ, îòíîñèòåëüíàÿ
ýíòðîïèÿ, ýâðèñòè÷åñêèé àëãîðèòì ëîêàëüíîãî ïîèñêà LSA.


