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 The main aim of the study is to give the reader the basic meaning of 

an “Internet of Things” itself, evaluate its main concepts, types, 

trends, and areas of application, as well as challenges. The study is a 

basic and fresh literature review from general sources and researches 

on the topic that has been done recently by the scientific community. 

Qualitative and quantitative methods of data collecting have been 

used. As a result, this paper can offer new interpretations, theoretical 

approaches, or other ideas. Mendeley referencing application was 

used to cite and give credits to the authors of a raw material used in 

this study. This term paper will give an excellent understanding to 

other researchers who are trying to build basic concepts within the 

topic, or to those who wish to begin their researches on “IoT” 

furthermore and will provide effective and accumulation knowledge. 

Also, can be useful as a raw material to the introductory courses 

regarding “IoT”. 
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1. INTRODUCTION  

The Internet of Things – (IoT) is a new concept in which the Internet is evolving from the 

unification of computers and people to the unification of (smart) objects/things (Gubbi et al., 2013). 

With the continuous advancement of Internet of Things technologies, potential innovations are 

"crashing down" on us, growing to a global computing network where everything and everyone 

will be connected via the Internet. IoT is constantly evolving and is a hot topic for research at the 

moment. The usual form of the Internet is moving into its modified and integrated version. The 

number of devices using Internet services is growing every day and connecting them all with wires 

or wireless technology will give us a powerful source of information at our fingertips. The concept 

of empowering interactions between smart machines is cutting-edge technology. But the 

technologies that make up the Internet of Things are nothing new. 
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IoT is an approach to connecting information received from various sources on any virtual 

platform or existing Internet infrastructure. The concept “Internet of Things” appeared in 1982, 

when a modified soda machine was connected to the Internet and was able to report the presence of 

drinks in it and their temperature. Later, in 1991, Mark Weiser was the first to give a modern 

assessment of the Internet of Things.  

Moreover, in 1999, Bill Joy gave a hint about the connection between devices in his 

Internet taxonomy (Said & Masud, 2013). In the same year, Kevin Ashton proposed the term 

"Internet of Things" for connected devices. The basic idea of IoT is to provide the possibility of 

autonomous exchange of useful information. These devices are equipped with the latest technology 

such as radio frequency identification (RFID) and wireless sensor networks (WSN) and in the 

ability to get the opportunity to make independent decisions depending on which automated 

execution is being performed. 

2. CONCEPT 

In 2005, the International Telecommunications Union (ITU), heralds an era of pervasive 

networks, the main hallmark of which is connectivity networks among themselves. The main 
concept of the Internet of Things is the environment in which things can obey control, and data 

about things can be processed to perform the desired task by training the devices (Alam et al., 

2020). Practical implementation of IoT is well demonstrated in Twine, compact and low-power 

hardware that works melting with real-time network software and allowing make this concept a 

reality (Arndt, 2017).  

However, different people and organizations have differing concepts of the Internet of Things. 

In connection with the rapid development of packet-switched networks, and above all the Internet, 

in the early 2000s, the global telecommunications community first developed, and then it began to 

implement a new paradigm for the development of communications – next-generation networks 

(NGN). NGN technologies have already passed the evolutionary path of development from flexible 

switches (Softswitch) to multimedia communication subsystems IMS (IP Multimedia Subsystem) 

and long-term wireless networks evolution of LTE. It has always been assumed that the main users 

of NGN networks will be people and, therefore, the maximum number of subscribers in such 

networks will always be limited by the population of planet Earth (Singh et al., 2020). However, in 

recent years, RFID (Radio Frequency Identification) methods, WSN (Wireless Sensor Network), 

short-range communications NFC (Near Field Communication) and M2M (Machine-to-Machine) 

communications have received significant development. integrating with the Internet, they make it 

possible to provide a simple connection between various technical devices ("things"), the number 

of which can be huge.  

Thus, there is an evolutionary transition from the "Internet of people" to the "Internet of things" 

(Miranda et al., 2015). In the general case, the Internet of Things is understood as a set of various 

devices, sensors, devices connected into a network through any available communication channels 

using various protocols of interaction with each other and a single protocol for accessing the global 

network. The Internet is currently used in the role of the global network for the Internet of Things. 

The common protocol is IP. 

3. ARCHITECTURE 

Cisco believes that in 2020 there will be more than 50 billion connected objects with a 

population of 7 billion people (Cisco, 2015). The existing Internet architecture with its TCP/IP 

protocols cannot cope with such a large network as IoT. Therefore, there is a need for a new open 
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architecture that can send reports on the safety, quality, and class of data transmission services with 

quality of services (QoS) provided, while at the same time supporting existing network applications 

using open protocols. The Internet of Things cannot be implemented without proper security 

guarantees. Therefore, data protection and privacy are key tasks for IoT.  

 

 
Figure 1. Timeline of changes in the number of people and objects, connected to the internet 

(evans, 2011) 

 

For further development, IoT offers several multi-level architectures. The Internet of 

Things conceptually belongs to the next generation of networks, so its architecture is in many ways 

similar to the well-known four-layer of NGN architecture (Singh et al., 2020). IoT consists of a set 

of various information and communication technologies that ensure the functioning of the Internet 

of Things, and its architecture shows how these technologies are connected. The architecture 

includes four functional layers (Figure 2) described below. 

 

 
  

Figure 2. Four functional layers of iot (rad et al., 2015) 

The level of sensors and sensor networks. The lowest level of the IoT architecture 

consists of smart objects integrated with sensors (sensors). Sensors realize the connection of the 
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physical and virtual (digital) worlds, providing the collection and processing of information in real-

time. Miniaturization, which led to a reduction in the physical size of hardware sensors, made it 

possible to integrate them directly into objects of the physical world. There are various types of 

sensors for specific purposes, for example, for measuring temperature, pressure, speed, location, 

etc. Sensors can have small memory, making it possible to record several measurement results. The 

sensor can measure the physical parameters of the monitored object/phenomenon and convert them 

into a signal that can be received by the corresponding device. Sensors are classified according to 

their purpose, for example, environmental sensors, body sensors, home appliance sensors, vehicle 

sensors, etc. (Ratnaparkhi et al., 2020). Most sensors require a connection to a sensor aggregator 

(gateway), which can be implemented using a Local Area Network (LAN) such as Ethernet and 

Wi-Fi or a Personal Area Network (PAN) such as ZigBee, Bluetooth, and Ultra-Wide Band 

Wireless (UWB). For sensors that do not require a connection to the aggregator, their connection to 

servers/applications can be provided using wide-area wireless WANs such as GSM, GPRS and 

LTE. Sensors, which are characterized by low power consumption and low data rates, form the 

well-known Wireless Sensor Networks (WSN). WSNs are gaining in popularity as they can contain 
many more battery-enabled sensors and cover large areas. 

Gateway and network layer. The large amount of data generated at the first layer of the 

IoT by multiple miniature sensors requires a reliable and high-performance wired or wireless 

network infrastructure as a transport medium. Existing networks communications using different 

protocols can be used to support M2M machine-to-machine communications and their applications. 

To implement a wide range of services and applications in the IoT, it is necessary to ensure that 

many networks of different technologies and access protocols work together in a heterogeneous 

configuration. These networks must provide the required values of the quality of information 

transmission, and above all in terms of delay, bandwidth, and security. This level consists of 

converged network infrastructure, which is created by integrating heterogeneous networks into a 

single network platform. Converged Abstract Network Layer in IoT allows multiple users to share 

resources on the same network independently and jointly through appropriate gateways without 

compromising privacy, security, or performance (Divarci & Urhan, 2018). 

Service level (Analyzing). The service level contains a set of information services 

designed to automate technological and business operations in the IoT: support for operational and 

business activities (OSS / BSS, Operation Support System / Business Support System), various 

analytical processing of information (statistical, data mining and text mining, predictive 

analytics, etc.), data storage, information security, business rule management (BRM), 

business process management (BPM), etc. 

Application layer. At the fourth level of the IoT architecture, there are various types of 

applications for the respective industrial sectors and spheres of activity (energy, transport, trade, 

medicine, education, etc.). Applications can be "vertical" when they are specific to a particular 

industry, as well as "horizontal" (eg, fleet management, asset tracking, etc.) that can be used in 

different sectors of the economy. 

 

4. INTERNET OF “NANO” THINGS 

Nanotechnology has led to the development of miniature devices, the sizes of which range 

from one to several hundred nanometers. At this level, nano-machines consist of nano components 

and represent themselves as separate functional units capable of performing simple measuring, 

regulating, or controlling operations. Coordination and information exchange between nano-

devices allow the formation of so-called nano-networks. In the case of connecting nano-devices to 
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existing networks and a new network paradigm is emerging on the Internet, called the “Internet of 

Nano-things”. The interaction of nano-devices with existing networks and the Internet require the 

development of new network architectures (Nayyar et al., 2017). Figure 3 shows the architecture of 

the Internet of nano-things in two different implementations – a network on the human body for 

monitoring health indicators and sending them to a medical centre, and a modern office network 

connecting many different devices. 

 

 
  

Figure 3. Internet of nano-things example architecture 

 

The network on the human body consists of nano-sensors and nano actuators that can send 

information through an external gateway to a medical facility. In this case, at the nano-level, 

molecules, proteins, DNA, organic substances, and basic components of cells. Thus, biological 

nano-sensors and nano-actuators provide an interface between the human biological environment 

and electronic nano-devices that can be used in a new network paradigm - the Internet of Nano-

Things. The intraoffice network connects many even the smallest devices with nano-transceivers 

that provide an Internet connection. As a result of this interaction, the user can track the status and 

location of things, without any effort and time. When developing new miniature devices, the most 

advanced energy-saving technologies can be used to obtain mechanical, electromagnetic, and other 

types of energy from the environment. 

Regardless of the field of application, the main components of the architecture of the 

Internet of nano-things are: 

1. Nano-nodes are miniature and simplest nano-devices. They allow us to perform the 

simplest calculations, have limited memory and a limited signal transmission range. 

Examples of nano-nodes can be biological nano-sensors on or inside the human body or 

nano-devices embedded in everyday things around us – books, watches, keys, etc. 

2. Nano-gateways - these nano-devices have relatively high performance compared to nano-

nodes and perform the function of collecting information from nano-nodes. In addition, 

nano-gateways can control the behaviour of nano-nodes by executing simple commands 

(on/off, sleep mode, transmit data, etc.).  
3. Nano-micro interfaces are devices that collect information from nano-gateways and 

transmit it to external networks. These devices include both nano-communication 

technologies and traditional technologies for transmitting information to existing networks.  

4. Gateway – this device monitors the entire nano-network via the Internet. For example, in 

the case of a network with sensors on the human body, this function can be performed by a 
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mobile phone that transmits information about the necessary indicators to a medical 

institution. 

 

5. DIRECTIONS OF THE PRACTICAL APPLICATION OF IOT 

Based on the Internet of Things, all kinds of "smart" applications can be implemented in 

various spheres of human activity and life (Figure 4):  

a. "Smart Planet" - a person can literally "keep his finger on the pulse" of the planet: respond 

promptly to omissions in household planning, pollution, and other environmental 

problems, and therefore effectively manage non-renewable resources. Individual large-

scale projects in the direction of creating a "smart" planet, a kind of "Intranet of things", 

have been developing vigorously in recent years. Thus, the US National Aeronautics and 

Space Administration (NASA), with the support of Cisco, is creating a system for global 

data collection about the Earth - the "Skin of the Planet" (Planetary skin) (NASA, Cisco 
Partnering for Climate Change Monitoring Platform, n.d.). It is planned to develop an 

online platform for collecting and analyzing data on the environmental situation coming 

from space, air, sea, and ground sensors scattered throughout our planet. This data will be 

made available to the general public, Governments, and commercial organizations. They 

will make it possible to measure, report and verify environmental data in near real-time, to 

recognize global climate changes promptly and adapt to them (NASA, Cisco Partnership 

on Climate Change Monitoring Platform | The Network, n.d.). The development of the 

platform began with a series of pilot projects, including the Rainforest Skin project (lit. - 

"the skin of the tropical jungle"), during which the process of destruction of tropical forests 

on a global scale will be investigated. Individual large-scale projects in the direction of 

creating a "smart" planet, a kind of "Intranet of things", have been developing vigorously 

in recent years. Thus, the US National Aeronautics and Space Administration (NASA), 

with the support of Cisco, is creating a system for global data collection about the Earth - 

the "Skin of the Planet" (Planetary skin) (How NASA, Cisco, And A Tricked-Out 

Planetary Skin Could Make The World, n.d.). It is planned to develop an online platform 

for collecting and analyzing data on the environmental situation coming from space, air, 

sea, and ground sensors scattered throughout our planet. This data will be made available 

to the general public, Governments, and commercial organizations. They will make it 

possible to measure, report and verify environmental data in near real-time, to recognize 

global climate changes promptly and adapt to them. The development of the platform 

began with a series of pilot projects, including the Rainforest Skin project (lit. - "the skin of 

the tropical jungle"), during which the process of destruction of tropical forests on a global 

scale will be investigated (Juan Carlos Castilla-Rubio & Simon Willis, 2009). 

b. "Smart City – urban infrastructure and related municipal services, such as education, 

healthcare, public safety, housing, and communal services, will become more connected 

and efficient. In recent years, information systems have been intensively created in cities to 

automate certain areas of urban life: urban environment security, transport, energy and 
housing, healthcare, education, public and municipal administration, etc. The principles 

and technologies of IoT make it possible to create a fully connected integrated solution 
necessary for the functioning of the urban and accessible to all residents of the city, 

employees of city services, officials, and managers of different levels (Javed et al., 2020). 

The most effective U-systems (connected based on the Internet of Things) are municipal, 

transport, parking services, as well as the service for combating street and domestic crime. 
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These are, in fact, the key problems of urban life that can be solved based on a unified 

monitoring and control system. So, in a Korean city, Yeonpyeong New Town effectively 

operates a U-system in the field of trade in the form of a portal with information about 

shops, cafes, etc., as well as a system for monitoring the location of children, designed for 

parents. 

c. "Smart home" - the system will recognize specific situations occurring in the house and 

respond to them accordingly, which will provide residents with safety, comfort, and 

resource conservation. "Smart home" is designed for the most comfortable life of people 

through the use of modern high-tech tools. The principle of operation of the smart home 

system is to automate everything that a residential building consists of lighting, air 

conditioning, security system, electricity, heating, water supply and sanitation, and so on. 

The main subsystems of the "smart home" include climate control, lighting, multimedia 

(audio and video), security systems, communications, and others (Al-Mutawa & Eassa, 

2020). 

d. "Smart energy" – reliable and high-quality transmission of electrical energy from the 

source to the receiver will be provided at the right time and in the required amount. 

Currently, the most developed application of IoT technologies is "Smart Grids" in the 

energy sector (Abir et al., 2021). The operation of such a network is based on the fact that 

the supplier and the consumer get an objective picture of the use of energy resources 

through monitoring all sections of the network and, as a result, get the opportunity for 

operational management. In case of accidents, such networks can automatically identify 

problem areas and, within a short time, direct electricity through backup circuits, restoring 

the power supply. For consumers, "smart" networks mean opportunities for flexible 

regulation of electricity consumption, both in "manual" and automatic mode. 

e. "Smart transport – moving passengers from one point of space to another will become 

more convenient, faster and safer. Intelligent transport systems (ITS) based on IoT 

technologies allow for automatic interaction between infrastructure facilities and a vehicle 

V2I (Vehicle to Infrastructure) or between different vehicles V2V (Vehicle to Vehicle) 

(Dey et al., 2016). V2V systems exchange data wirelessly between machines at a distance 

of up to several hundred meters. V2I systems carry out the exchange between the vehicle 

and traffic control centres, road operators and service companies. The data transmitted by 

infrastructure objects are integrated into a common system and transmitted to nearby 

vehicles. Technologies of both groups can significantly increase the safety and efficiency 

of transport (Gupta et al., 2020). 

f. "Smart Medicine– - doctors and patients will be able to get remote access to expensive 

medical equipment or electronic medical history anywhere, a remote health monitoring 

system will be implemented, the delivery of medicines to patients will be automated, and 

much more. "Smart medicine" based on the Internet of Things is usually implemented in 

practice in the form of human health monitoring systems using a variety of biosensors and 

sensors and remote medical care systems. Possible applications of sensor network-based 
monitoring systems in medicine:      

g. Monitoring of the physiological state of a person: physiological data collected by sensory 
networks can be stored for a long period and can be used for medical research. Installed 

network nodes can also track the movements of the elderly, disabled people and, for 

example, prevent falls. These nodes are small and provide the patient with greater freedom 

of movement, while at the same time allowing doctors to identify the symptoms of the 

disease in advance. In addition, they contribute to providing a more comfortable life for 

patients in comparison with hospital treatment.  
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h. Monitoring of doctors and patients in the hospital: each patient has a small and light 

network node. Each node has its specific task. For example, one can monitor the heart rate, 

while the other takes blood pressure readings. Doctors may also have such a node; it will 

allow other doctors to find them in the hospital.  

i. Monitoring of medicines in hospitals: sensor nodes can be attached to medicines, then the 

chances of issuing the wrong medicine can be minimized. So, patients will have nodes that 

determine their allergies and the necessary medications. (Farahani et al., 2018) 

Computerized systems have shown that they can help minimize the side effects of erroneous 

drug administration. One of the stages of improving modern medicine is the personalization of data 

and increasing communication between doctors. Easy access to the medical history, allows you to 

prescribe timely effective treatment. The management of medical records may gradually move to 

the network. "Cloud" solutions are used to store large amounts of information on the Internet. 

Thanks to the Internet, doctors from different clinics get access to patient data. Electronic medical 
records make it possible to find out about the patient's health promptly, prescribe effective 

treatment. Linking the equipment of a medical institution into a single network will allow you to 

receive the necessary data on portable devices of doctors, which receive information about the 

patient: what medications are prescribed, test results, etc. The introduction of Internet technologies 

saves time for the patient and the doctor. There is no need to get to the polyclinic, it is only 

necessary to turn on the computer and you can contact the medical institution. Video calls make it 

possible not only to make a survey but also to make a general examination, which is often enough 

for a general idea of human health. If you still need to see a doctor, then you can also make an 

appointment via the Internet. Pressure measuring devices, scales and other portable equipment are 

equipped with wireless transmitters that allow you to immediately transfer data to a computer and 

keep records of your health. A "smart clothing" is being developed that collects data on a person's 

condition: heart rate, body temperature, respiratory rate. Chips are sewn into such smart clothes at 

the development stage, which not only carries out measurements but also allows transmitting data 

to a mobile phone (Espinosa et al., 2021). 

 

 
 

Figure 4. Smart applications on the base of the internet of things 



IT Jou Res and Dev, Vol.7, No.2, March 2023 : 1 - 12  

 

Concepts, applications, and challenges of the internet of things, Patrick Siegfried 

 

 

 

 

 

 

 

9 

6. PROBLEMS OF IOT IMPLEMENTATION 

The widespread adoption of the Internet of Things is hindered by complex technical and 

organizational problems, in particular, related to standardization. There are no uniform standards 

for the Internet of Things yet, which makes it difficult to integrate the solutions offered on the 

market and largely constrains the emergence of new ones. The vagueness of the formulations of the 

concept of the Internet of Things and a large number of regulators and their regulations hinder 

global implementation the most. 

The factors slowing down the development of the Internet of Things include the difficulties 

of the transition of the existing Internet to the new, 6th version of the IP network protocol, 

primarily the need for large financial costs on the part of telecommunications operators and service 

providers to modernize their network equipment. If technological platforms for the Internet of 

Things have already been practically created, then, for example, legal and psychological ones are 

still only in the formative stage, as well as problems of interaction between users, data, devices. 

One of the problems is data protection in such global networks. There is also a serious problem 

associated with the invasion of privacy by the Internet of Things. The ability to track the location of 

people and their property raises the question of who will have this information at their disposal. 

Who will be responsible for storing the information collected by "smart things"? To whom and 

under what conditions will this information be provided? Is it possible to collect it without a 

person's consent? All these questions remain open for now. Also, for the full functioning of such a 

network, the autonomy of all "things" is necessary, i.e., sensors must learn to receive energy from 

the environment, and not work from batteries, as is happening now. In addition, with the advent of 

the Internet of Things, there will be a need to change generally accepted and proven business 

processes and strategies, which can lead to significant financial costs and risks (Kao et al., 2019). 

The main drivers and problems of implementing the Internet of Things are given in Table 1. 

However, all of these disadvantages are not significant compared to what opportunities the Internet 

of Things can provide for humanity. Therefore, sooner or later humanity will inevitably make 

extensive use of IoT technologies. But to successfully implement these technologies, we need to 

know them. As a present future scope, it is highly recommended to develop italicized ideas and 

answer the questions. 

 

Table 1. Drivers and barriers of iot (ingle & ghode, 2017; padyab et al., 2020) 

 

Drivers Barriers 

The rapid development of info-communication 

technologies 

Fashion for smartphones, tablets, and other mobile 

devices 

Logistics and supply management 

Improving the safety and convenience of vehicles 

The need to preserve the environment and reduce 

energy costs 

Development of the sphere of control over counterfeit 

products and protection against theft 

State support and actions of innovators  

The need to adopt common standards 

Slow transition to IPv6 

Risk of closure of private networks 

Incompatibility of several components 

The problem of personal data protection and 

security 

Relatively high cost of implementation 
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7. CONCLUSION 

The Internet of People (IoP) that exists today brings real benefits to many individuals, 

companies, and entire countries. The web drives economic growth through e-commerce and 

accelerates business innovation by fostering collaboration. The Internet has helped improve the 

education system by democratizing access to information resources (Siegfried, 2015, Siegfried, 

2014). Almost all of our daily life (work, education, leisure, entertainment and much more) is 

already unthinkable without the Web. But today we are entering an era when the new Internet of 

Things (IoT) can radically improve the lives of everyone on our planet - to help solve climate 

problems, heal serious diseases, improve business processes, and make every day of our lives 

happier. 

Cisco predicts that we will inevitably move to the Internet of Everything (IoE), where all 

sorts of inanimate objects will begin to take into account the context and take advantage of wider 

computing resources and sensory capabilities. Cisco defines IoE as connecting people, processes, 

data, and things that add value to network connections to unprecedented levels. IoE transforms 

information into concrete actions that create new opportunities, enhance the user experience, and 

create an enabling environment for the development of countries, companies, and users. 

This definition highlights an important aspect of IoE that distinguishes it from IoT - the so-

called "network effect". As we connect to the Internet, more and more new items, of people and 

data, the power of the Internet (as a network of networks) grows, according to Matcalfe's law, in 

proportion to the square of the number of users. This means that the value of the network is a 

higher arithmetic sum of its components. Because of this, the possibilities of the Universal Internet 

IoE should become truly limitless, and this is currently the biggest challenge for IoT, to become 

IoE. 
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