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Abstract—Advancement of mobile technologies such as smartphones and 
PC tablets has given a great impact on healthcare systems. The mobile technol-
ogy offers innovative approaches to addressing complex health concerns. Many 
mobile health applications (mHealth apps) are currently available on market-
places. These apps are designed to facilitate various health issues and problems, 
and are intended to be used outside clinics.  However, very little research has 
been conducted to address trend, opportunities, and challenging issues of the 
apps. The purpose of this study is to investigate the current state of mHealth. A 
literature survey was conducted. Major findings of this study include, 
smartphones will be the major platform for mHealth apps, the number of pub-
lished software is much higher than published scientific research, current 
mHealth apps lacking in grounded based theory and evaluation, and security 
and usability issues are still vulnerable. The findings suggest that involvement 
of all healthcare stakeholders is critical to the success of mHealth apps. 
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1 Introduction  

Mobile technology has changed and will continue to change the life of millions of 
people around the globe. It is a technology which allows a computing device not to be 
connected to any fixed physical link. Examples of mobile computing devices are 
smartphones, laptops, tablets, e-book readers, cameras, and so on; the most powerful 
and attractive one is smartphones. It incorporates all aspects of computing application 
and wireless communications.   

Nearly 85% of the world population will have access to 3G wireless coverage, with 
the half of the population living in areas with 4G networks in year 2017 [1]. The 
growth of smartphones has far-reaching implications for eHealth [2]. The word 
eHealth was defined in  [3] as "a  relation to health services delivery such as 
healthcare, health system,  health sector or health industry which suggests that 
eHealth refer more to services and systems rather than to the health of people". 
Smartphones have become a common device in healthcare settings; leading to rapid 
growth in the development of mHealth apps [4].  
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In this paper, the term ‘mHealth’ is used to refer to clinical and public health ac-
tivities involving mobile devices such as smartphones. mHealth apps offer health-
related services which are accessible to patients both at home and on-the-go [2]. 
mHealth apps also allow patients and health provider to be connected to services 
which include information on demand, health record management, real-time monitor-
ing of chronic conditions such as diabetes, asthma, stress management, nutrient man-
agement, and so on [5]. mHealth has attracted researchers from various fields, and the 
number of research publications has increased. However, to the best of our 
knowledge, very few literatures have reported on trend, opportunities and challenges 
in developing and deploying mHealth apps.   

The aim of this study is to get an overview of the current state of mHealth apps by 
addressing its progression, opportunities, and challenges. This paper is organized as 
follows. Section 2 presents methods of how this study is carried out, section 3 pre-
sents result analysis and discussion, and section 4 presents a conclusion of the study. 

2 Materials and Methods 

This study has been conducted using two methods; a survey of published academic 
literature and a survey of existing mHealth applications on Google Play. A literature 
survey was conducted by searching, retrieving, and analyzing documents from three 
scientific databases: Web of Science, Scopus, and IEEE. The search has been made 
using 3 search keywords: mHealth applications, opportunities of mHealth applica-
tions, and challenging issues in mHealth applications, in January – February 2017.  

With the keyword `mHealth applications', 1075 documents had been retrieved from 
Scopus database. Fig. 1 shows the numbers of literature from year 2013 till 2017. 
Only 586 documents were retrieved from Web of Science and 216 articles were re-
trieved from IEEE database, using the same keyword. Some of the documents ap-
peared in both, Scopus and Web of Science databases. However, when a search key-
word "opportunities and challenging issues of mHealth ", was used only 100 docu-
ments had been retrieved (Fig. 2) from the Scopus database.  

The number of retrieved articles in the year of 2017 does not reflect the real situa-
tion as the search was made at the beginning of the year. Besides those databases, 
Google and google scholar search engines had been used also. Google was used be-
cause it is the most widely used search engine and it has the capability of retrieving 
scholarly literature from any open access databases regardless publishing formats and 
disciplines. With a search keyword "mHealth application" on Google scholar, about 
22,900 results have been retrieved within 0.28 seconds (as of 16 March 2017).  
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Fig. 1. Number of retrieved documents from Scopus database for a search keyword, mHealth 

applications 

 
Fig. 2. Number of retrieved documents from Scopus database for a search keyword challeng-

ing issues in mHealth applications 

The process of selecting and analyzing relevant documents involved with scanning 
the title and abstracts of all retrieved documents. Then, knowledge extraction is con-
ducted on each relevant document.  
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3 Result analysis and discussions 

3.1 Trends of mHealth apps 

A personal organizer (PDA) with email and Internet access had become the most 
popular gadget in the years before 2007. At that time, mHealth research focused on 
the use of PDA. Then in the year 2007-2012, mobile phones started to gain popularity 
and there was a shifting movement from PDA to mobile phones. In the most recent 
years, people have focused more on smart devices along with the penetration of 
smartphones around the globe [6]. The recent explosion of work in mHealth apps has 
coming from research in health sciences, human-computer interaction, as well as 
software developer industries [2]. Based on a survey report [7], there are 58,000 
mHealth apps publishers, where 75% of mHealth publishers are developing their 
mHealth apps on both iOS and Android platforms. The survey also published that 
88% of the mHealth publishers developed mHealth apps for Android while 84% for 
iOS. The android platform is becoming more popular to newcomer publishers with 
86% of them using the Google operating system compared to 81% for Apple. As 
stated in [8], more than 50% of American adults own smartphones and half of those 
owners use their phones to search for health information. Approximately 50% of 
mobile subscribers use fitness apps. The apps focus on tracking fitness, weight, diet, 
food and sleep, calorie counter, tracking stress, improving fat loss and skin hair, just 
to name a few. Self-health management includes monitoring blood pressure, heart 
rate, breath rate, providing awareness on some deadly virus, keeping health record, 
among others. 

A conducted survey [7] over 2600 respondents in the year 2016 concluded that 
smartphones remain the main preferred device for mHealth apps. The statistics Portal 
(2016) estimated that 3.2 billion of downloads for mHealth applications. The statistic 
data also shows that the number of downloads keeps on increasing from 1.7 billion in 
2013 to 3.2 in 2016 (Fig. 3). The mobile health market is expected to reach 23 billion, 
in 2017 while monitoring diagnosis and treatment related program will be half of the 
market within the next four years [9]. Currently, there are more than 60,000 health-
related apps available in the Apple App Store and the Google Play Store [10], which 
most of these applications had been developed for health fitness and self-health moni-
toring [11] as illustrated in Fig. 4. The current mHealth applications achieve their 
functions with the help of mobile networks, by using simple techniques which are 
easily accepted by common users and health care without the need of high-level tech-
nology knowledge. Normally they are used to fulfill people immediate need and bene-
fit mobile phone users directly [12]. Correspondingly, mHealth apps are moving to-
wards consumer health informatics. It is increasingly becoming a key platform for 
delivering health interventions; from encouraging physical activity, to assisting cancer 
patients with the management of chemotherapy side effects [2]. mHealth apps have 
been used for giving treatment, making the diagnosis, illness monitoring, self-
management, or promoting healthy lifestyle behaviors. Ventola [13] noted that 24% 
of mHealth apps are used as medical information, 22% are dedicated to the monitor-
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ing of physical parameters, 18 % to track disease, 16% for education and manage-
ment, and 6% to diagnosis. 

Correspondingly, mHealth apps are moving towards consumer health informatics; 
the apps have been used for giving treatment, making the diagnosis, illness monitor-
ing, self-management, or promoting healthy lifestyle behaviors. 

Ali and co-researchers [6] classified the purpose of mHealth intervention into five 
major classes: health promotion and disease prevention, diagnosis, treatment, moni-
toring and support for health services.  According to [2], mHealth applications use 
four main strategies to encourage healthy behaviors: tracking and feedback, goal set-
ting and social influence.   

A survey report in [7] disclosed that diabetes remains the number one chronic ill-
ness and health care expenditures are always expensive.  For an instance, to treat and 
prevent diabetes and its complications can exceed billions of dollars. Thus, mHealth 
technology is an alternative for cost effective health support.  

 
Fig. 3. Numbers of mHealth application downloads (in billions) 

 
Fig. 4. A screenshot of  Google Play for mHealth apps.  
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The review of this study also discover that mHealth researchers and publishers 
have focused more on individual prevention diseases (Table 1) such as self-
management for diabetes [14, 15], gout [16], chronic obstructive pulmonary disease 
[17], bipolar disorders [18] and  bowel disease [19],  stroke [20,21] heart disease [22] 
and  flu [23].   

Table 1.  Examples of available mHealth apps on Google Play as of April 2017 

Diseases Apps on Google Play for individual prevention diseases  

Diabetes Diabetes Journal, Diabetes Monitor, Diabetes Connect, Diabetes Tracker, Diabetes 
Recipes, Diabetes Symptom, Diabetes Tracker Free, Calorie Counter and  Food Diary  

Stroke Stroke Riskometer, Stroke Disease & Symptoms, Stroke Guidelines, Neurology- Stroke 
localization, Stroke Box 

Flu Cold or Flu Test, Home Remedies, Swine Flu 
Swine Flu Disease & Symptoms, Cold and Flu 

Gout Gout, Gout Calculator, Inside Gout, Gout Symptoms, Managing Gout, Dr. Gout, Gout 
Diet  

Bowel disease Poocount, My IBD+, IBD, GI Buddy,  IBD Diary 

 
Article [23] presented HHeal, an app which integrates flu risk information and flu 

preventive behaviors, which provide a personal flu risk bar that arises when a user is 
near someone with flu-like symptoms and drops when the user finishes one of the 
suggested flu-preventive behaviors. The app was designed for assisting elderly pa-
tients and their caregivers in the medication management at their homes.  

Another important mHealth intervention is to promote personal health safety in 
sex-related apps and dating apps as stated by [24] that majority of these apps con-
tained no sexual health content. According to their survey, out of out of 137 apps 
identified, only 15 had sexual health content. 

The work of Peyton [25] is an example of mHealth apps for improving health. Pey-
ton (who is a women's specialist) with two HCI researchers have made a preliminary 
study to design and build an mHealth app that treats pregnancy as a teachable moment 
for health wellness, and social support throughout the life course.   

Researchers and software developers in behavior change also have explored the 
possibility of mHealth technologies. Their aim was to promote behavior change for 
improving well-being.  Studies of [26,27, 28] disclosed that healthy adults have some 
interests in mHealth apps that attempt to support health-related behavior change. 
However, there are still a number of unresolved challenges such as how to make the 
behavior change techniques appealing to users, and how to incorporate these tech-
niques into health behavior change apps while avoiding content and features which 
may embarrass, irritate, upset, worry, or burden users [26,27].  

Another interesting research of mHealth apps for improving well-being is a mood 
detector. The purpose of any mood study is to accurately capture user's perception and 
feelings, such as angry, sad, happy, and so on. In basic research and in clinical prac-
tice, pen-and-paper mood scales are normally used. Research work of [29)] presented 
the used mobile technology to extend mood self-assessment from lab to real life, by 
introducing mobile mood scales (MMS). MMS uses visual effects such as color, 
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changing brightness, animation, and photos. Having MMS on a smartphone allows 
mood data to be collected frequently over a long period in a variety of life situation. 
In their evaluation survey, 61% of 48 participants found special features such as the 
use of color, brightness, and photos are helpful in reflecting on a person's mood; 83% 
of 48 participants preferred mobile mood scales over pen-and-paper scales. 

Depression is a common problem in every nation and is known as a silent killer. 
Normally, depression patients are treated using antidepressant medication. However, 
outcomes of this treatment are poor due to lack of communication between patient 
and physician and monitoring system. Having mHealth apps which can advise on 
response to treatment may reduce depressive severity.  Mohr and co-researchers [30] 
reported on the 4-week pilot deployment MedLink; an app which provides the depres-
sion patients with information, and collects data on symptoms and side-effects. In this 
app, a cellularly-enabled pill bottle monitors medication adherence. Then, collected 
data is shared among a physician and patient to assist communication and adjust med-
ication. By using the app, depressive symptom severity was reported significantly 
reduced.  

3.2 Opportunities for mHealth apps 

There is no doubt mHealth apps can be very useful tools for all parties including 
healthcare institutions, physicians, community healthcare workers, and individual in 
developing countries. mHealth apps can provide a better health care system in the 
developing countries by being great assistants to the community health workers; the 
most cost effective way to save lives and improve healthcare outcomes [31,32,33]. 
This is achieved as mHealth apps are able to improve performance and motivation by 
reducing the time need for travel from place to place. The apps are able to facilitate 
feedback and information and improve communication between supervisors and 
health workers in identified communities [34].  

Several studies have reported on the effectiveness of diabetes self-management 
[14,15,35]. The diabetes management app is considered effective if it is able to re-
mind diabetes patients to take medications at appropriate times [15] .The success of 
the app for adults with type 2 diabetes had been reported in [35]. It was reported that 
costs associated with the patients failing to take their medication properly have 
reached $300 billion annually.  

Currently, the mean price of the most downloaded apps is only 2.24 US dollars 
[36]. This suggests that mHealth apps which are able to alert diabetes patients may 
potentially reduce such huge costs, and offer clinical staff with convenient tools 
which are ready to access resources and communication mechanism at anywhere and 
anytime. Old things can be done in new ways, such as recording health measures 
digitally, rather than on paper.  

With mHealth apps installed on smartphones, patients are encouraged to monitor 
their disease states. More medical data will be generated by patients and processed by 
computers. The quality and efficiency of existing healthcare delivery models can be 
improved, and medicine's diagnostic and monitoring aspects will be shifted from a 
human doctor to a software doctor [37]. It is exciting to see mHealth apps are doing 
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things in entirely new ways and driving real innovation in health care delivery such as 
an eye examination using a smartphone as presented in [38]. 

3.3 Challenging Issues of mHealth apps 

The mHealth interventions have encouraged healthcare institutions, mHealth pub-
lishers, and public users to disseminate and exchange health information. However, it 
is very crucial to identify how this information is constructed, developed and deliv-
ered, to ensure that it is understandable and can be acted on. One of the major issues 
to consider is health literacy. Health literacy was defined in [39] as "the degree to 
which individuals have the capacity to obtain, process and understand basic health 
information and services they need to make appropriate health decisions". The suc-
cess of the intervention of mHealth apps is only for high health literacy, while low 
health literacy still remains a problem. Thus, mHealth apps have "to be developed 
using best practice strategies to present information in ways that are understandable to 
each intended audience [39]".  

Currently, many released mHealth apps are not grounded in theory. For example, 
behaviour change principles are not adapted for mHealth apps [40]. Some of the 
mHealth apps are not thorough enough and many mHealth app's developers or pub-
lishers fail to conduct need assessments of their end-users [41]. For example, [42] 
addressed that early pregnancy education and social support is crucial for women to 
enable them to achieve a healthy pregnancy weight, and mHealth apps can be used to 
aid to aid in pregnancy health management. However, their preliminary study in uti-
lizing mHealth apps for lower-income pregnant American women, discover that exist-
ing apps ignore the crucial role of the spouse, overstate the need for social sharing 
with strangers, and fail to provide targeted and individualized information about early 
pregnancy.   

Furthermore, not everyone has enough digital knowledge to participate in mHealth 
activities. An exploratory mHealth pilot program was conducted at a local clinic in 
Canberra, Australia [43]. The pilot program was conducting on mobile tablet devices 
and applications to help type 2 diabetes patients in self-management of their disease. 
Their study concluded that users must be equipped with an appropriate level of digital 
literacy in order to successfully and effectively use mHealth apps. A weight loss pro-
gram so called Myfitnesspal (an app for daily tracking of caloric input and energy 
expenditure) has been claimed in a recent research as the most popular mHealth app 
[44]. Therefore, [45] has utilized the app for weight loss program, on American Indi-
an and Alaska Native (AI/AN) women. The major challenge that they discovered was 
only 1 out of 17 participants own a smartphone. This indicates not everyone on the 
earth owns a smartphone. Thus the cost of smartphones (although it can be argued 
that the cost of smartphones is getting less) can be a barrier to those unfortunate peo-
ple who cannot afford to have ones. The rapid increase of mHealth apps also requires 
health agency to pay attentions for regulations on mHealth app risk assessment. Un-
fortunately, these existing and upcoming regulations have not yet been accompanied 
by a mobile auditing framework, which provides real-time monitoring of mHealth 
apps' resource usage and triggers alerts to users if abnormal resource usage patterns 
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are detected [46].  An app risk assessment is a critical issue, which requires many 
agencies to put effort on it.  Despite mHealth apps can facilitate any diseases self-
management as previously mentioned, they are more towards physical activity self-
support rather than decision supports for the self-initiation of medical therapy. Re-
search findings of [18] pointed out that out of the 238 apps screened, none of the apps 
facilitates a decision support.  Usability is another critical issue in mHealth applica-
tions. Usability testing conducted by Ben-Zeev and co-researchers [47] on mHealth 
apps for illness self-management system for people with schizophrenia also revealed 
several design vulnerabilities. Security is also an issue in mHealth apps because, 
without security concern, patient privacy is vulnerable. For example ``the patient’s 
physiological vital signals are very sensitive (i.e., if a patient has some embarrassing 
disease), so any leakage of individual disease data could make him/her embarrassed 
[48]".  

Evaluation is a vital component to any policy and program including mHealth 
apps. Unfortunately, an effort made for evaluation of mHealth apps especially in 
developing countries is still low. The World Health Organization conducted a survey 
on eHeatlh and mHealth [49] and found out that only 7% of responding developing 
countries reported conducting mHealth evaluation.  The survey also uncovered that 
mHealth research in the developing countries does not include adequate evaluation on 
intervention, and insufficient evidence on health impact. As reported in [50], the cur-
rent state of mHealth apps is that mHealth effort requires monitoring and evaluation.  
Despite mHealth intervention can be very helpful for health care workers and individ-
ual in developing countries, the cost of mobile technologies such as smartphones and 
internet access are very expensive. Furthermore, current mHealth interventions do not 
meet standards for scale up mHealth projects as argued in [50]. Besides insufficient 
clinical evidence [48, 49], most of the mHealth apps are developed in the English 
language, thus it can be a challenge to those people who are not eloquent in this lan-
guage. Above all, the majority mHealth publishers are not making money with 
mHealth apps;  79% of mHealth publishers are reported to have made less than 
US$100,000 from their entire mHealth app portfolio business in 2015 [7]. 

4 Conclusion 

This study has addressed the current state of mHealth apps' research and develop-
ment, starting from its current trend towards challenges. Current mHealth apps can be 
categorised in terms of individual prevention disease [14-23], personal health safety 
[24], improving health [25,], improving well-being [26-29], and giving advice on 
response to treatment [30]. Evidently, many of available mHealths apps on the market 
are not grounded in theory. This may suggest why current mHealth apps are not able 
to provide great clinical impact on users. Furthermore, security issues have been also 
neglected, and usability needs more attention.  In spite of clinical evidences on 
mHealth apps have not been reported so far [50], it is no doubt that mHealth apps 
have great potential for more successful prevention and chronic disease management 
strategies. The smaller number of published scientific articles compared to the num-
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ber of mHealth apps on the market reflects that the movement made by mHealth apps 
publishers is faster than the scientific researchers in the field. Nevertheless, the 
mHealth apps market is still at the beginning stage; just 7 years [7].  Despite barriers 
and challenging issues, many great opportunities are still waiting ahead. The in-
volvement of all healthcare stakeholders such as healthcare institutions, physicians, 
health care workers, individuals, and scientific researcher, software publishers, and 
public citizens is considered critical to the success of mHealth apps. Finally, this pa-
per can be a great starting point to any individuals including researchers, mHealth 
apps publishers, health practitioners, health provider and public citizens to take part in 
mHealth apps intervention. 
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