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Abstract—The demand for better intrusion detection and prevention solu-
tions has elevated due to the current global uptick in hacking and computer net-
work attacks. The Intrusion Detection System (IDS) is essential for spotting net-
work attacks and anomalies, which have increased in size and scope. A detection 
system has become an effective security method that monitors and investigates 
security in cloud computing. However, several existing methods have faced is-
sues such as low classification accuracy, high false positive rates, and low true 
positive rates. To solve these problems, a detection system based on Support Vec-
tor Machine (SVM) is proposed in this paper. In this method, the SVM classifier 
is utilized for network data classification into normal and abnormal behaviors. 
The Cloud Intrusion Detection Dataset is used to test the effectiveness of the 
suggested system. The experimental results show which the suggested system 
can detect abnormal behaviors with high accuracy. 

Keywords—detection system, Machine Learning, network intrusion detection, 
Cloud computing, SVM, normal and abnormal behaviors 

1 Introduction 

In recent decades, cloud computing has become one of the most significant and fa-
mous technologies because of the important services it provides to companies and or-
ganizations, which have become completely dependent on cloud computing systems. 
The spread of this concept began when Google, the pioneering company in this field, 
introduced this concept, which revolutionized the world of information and communi-
cation technology. Subsequently, this technology quickly became the best choice for 
all companies and individuals whose work is based on information technology. With 
the increasing spread of the concept of cloud computing, it is vital to detect and prevent 
any potential attack on cloud computing systems. 

Universal, on-demand, easy access to a wide range of configurable computing re-
sources (e.g., storage, network, servers, and other services) is provided by this technol-
ogy with minimal technical effort [1]. For example, it provides virtual, scalable, varia-
ble resources quickly and easily and gives users a high sense of security. In addition, 
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users of this technology only pay for services that are requested, such as systems, ap-
plications, servers and storage resources that are provided by cloud computing. Accord-
ingly, excessive spending is avoided for companies, organizations and individuals, 
which can increase their economic success [2]. 

Despite the success and spread of cloud computing, it suffers from several issues, 
the most important of which is data security. This raises concerns among people, or-
ganizations and companies that utilize cloud computing due to the cloud work environ-
ment, which is open and fully distributed, making it more vulnerable to intrusion. 
Therefore, it may be possible to penetrate it, or the devices associated with it [3]. Pre-
vious surveys related to cloud computing, such as IDG 2013 survey [4], have found 
that the second major problem is the lack of control. 

In the past decade, the emergence and complexity of attacks have increased signifi-
cantly. There are different sources of hosts and different networks, and it is difficult to 
detect attacks due to the spread of evidence across many different distributed cloud 
computing sites. Because of the very powerful capabilities of the resources provided by 
cloud computing, they can become highly desirable targets and tempt hackers. There-
fore, these potential attacks should be prevented by a Collaborative Intrusion Detection 
System (CIDS), which is an applicable and effective method [5] [6] [7]. The cloud 
architecture is divided into three layers, namely the system layer, the basic system layer, 
and the application layer, as shown in Figure 1. The implicit hardware is not considered 
a part of the cloud but as a fundamental basis. Amazon EC is an example of these layers 
[8].  

 
Fig. 1. Architecture of cloud computing [8] 

In this paper, a detection system based on SVM is proposed. SVM is chosen as a 
classifier since it provides an effective rate of accuracy in detection. The remainder of 
this paper is organized as follows. Section 2 presents the literature review, and section 
3 provides an overview of cloud computing. In section 4, the proposed detection system 
is presented. Sections 5 and 6 present the results and conclusion, respectively. 
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2 Literature review 

In the past few years, many research studies have been conducted to address numer-
ous security problems, including those related to cloud computing. It has become es-
sential to have an organized security architecture, especially with the increasing spread 
of cloud computing. 

The best security training methods in cloud computing, such as a security as a service 
model for the cloud computing environment, are available from the Cloud Security Al-
liance (CSA). Therefore, many research studies have been conducted in the field of 
cloud security, and they have presented intrusion detection systems as a defense ap-
proach to alert the system or cloud administrator about any suspicious activity [9] [10]. 

Mobile devices, tablets and other devices connected to the cloud are registered with 
the intrusion detection system. Other cloud-related services are proposed by Hou-
mansadr et al. [11] via copying these devices to the Virtual Machines (VMs) in the 
cloud, thus monitoring the data traffic of these devices and determining whether these 
devices are intrusive or not and sending an alert to the system administrator through the 
known mechanisms of intrusion systems. 

Other studies such as [12] [13] [14] [15] have presented a set of techniques for de-
tecting intrusion and anomalies in different layers in the cloud. This is due to the use of 
anomaly detection techniques and unknown attacks at different levels in the cloud, such 
as network level and system level, to monitor and control suspicious processes. To 
solve the problem in this work [16] for multi-instance distribution and identification of 
intrusion coming from the external network, Mazzariello et al. [17] introduced a cloud-
based intrusion detection system that relies on deploying Snort on physical devices, 
which is a fast system and a low-cost solution. 

Garfinkel y Rosenblum [12] introduced a hypervisor-based intrusion detection sys-
tem to allow users to analyze and monitor communications with the virtual interface, 
which is one of the most important techniques used to detect intrusion in virtual envi-
ronments, especially the cloud. 

To protect VMs outside the organization, Dastjerdi et al. [14] proposed an effective 
method for detecting intrusion regardless of the place using a mobile phone in the cloud 
environment. This model allows intrusion detection for VMs that are outside the organ-
ization. 

The problem of trust in transmitting the alert message was solved by Ahmed et al. 
[18] by introducing a network-based intrusion detection system, which does not require 
the distribution of this system to all devices that are connected to the network, with the 
lowest cost and no false alarm rate. 

The process of distributing the Network-based Intrusion Detection Systems (NIDSs) 
module to all sides of the cloud was introduced by Lo et al. [19]. This helps in the 
detection and prevention of attacks on the cloud. This process involves notifying all 
parties if an attack occurs on other parties. This helps add new species to the blocking 
list. Figure 2 illustrates this process.  
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Fig. 2. Block diagram of cooperative agent-based approach [19] 

To detect attacks at the hypervisor level, Zhang et al. [20] introduced a virtualization-
based security system called Cloud Visor by adding a security layer to the Virtual Ma-
chine Monitor (VMM) without the need for Cloud Visor to modify the hypervisor pro-
gram and add additional protection to VMs. 

Our proposed detection system is different to previous works by utilizing SVM to 
enhance detection system accuracy in the environment of cloud computing. SVM is 
robust, accurate, and effective for detection. 

3 Cloud computing overview 

Cloud computing is defined as a computing paradigm to connect a large pool of 
systems in private/public networks to provide a dynamically adaptable framework for 
application, file and information storage. With the advent of cloud computing, applica-
tion hosting, computation cost, delivery and content storage have been reduced effi-
ciently. There are many benefits of cloud computing, such as those presented in Figure 
3. 
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Fig. 3. Cloud computing benefits 

Cloud computing is based on the concept of “reusability of IT capabilities”. The 
difference that cloud computing brings compared to traditional concepts of “grid com-
puting,” “distributed computing,” “utility computing,” or “autonomic computing” is 
that is expands horizons over organizational limits. The cloud services can be catego-
rized into three groups [21], as shown in Table 1.  

Table 1.  Cloud Services Categories 

Cloud Services Category Description 

Software as a Service (SaaS) 

A full application is presented to the customer by this category as a ser-
vice on demand.  
Today, SaaS is provided by companies such as Google, Microsoft, 
Salesforce, and Zoho. 

Platform as a Service (PaaS) 
A layer of the development environment or software is encapsulated 
and presented as a service. The customer has the option to build their 
own applications. To meet scalability and manageability requirements.  

Infrastructure as a Service (IaaS) 
IaaS offers computing capabilities as standardized services over the 
network. Servers, networking data center space and equipment are 
gathered and made available to solve workloads.  

 
Mainly, there are four types of cloud [22]: 

• Public cloud 
• Private cloud 
• Community cloud 
• Hybrid cloud. 

4 Proposed detection model 

In this paper, a detection model based on an SVM classifier is proposed to provide 
security for the cloud computing environment. The proposed model is discussed in the 
following sections. 
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4.1 Overview 

The detection model is proposed to address the challenges in providing security for 
the cloud. SVM techniques are utilized within a cloud to present a secure system. SVM 
can improve the security of cloud systems. The basic architecture of the proposed model 
is presented in Figure 4. 

 
Fig. 4. Block diagram of the proposed system 

The security system is considered very important issue for any model [23]. The pro-
posed security model consists of several steps. In the first step, the dataset is collected 
from the source. In the second step, the encoding phase, all the letters and symbols in 
the dataset are converted into numbers, as SVM only works with numeric values. In the 
third step, the dataset is trained by using SVM as the classifier in the detection model. 
To determine the accuracy rate of detection, the testing phase is exploited for evaluation 
of the proposed approach.  

Dataset description. The Cloud Intrusion Detection Dataset (CIDD) includes the 
audit parameters for detection of more than 100 instances of attacks in different classes 
[24]. The CIDD includes both knowledge and behavior based on two sets of audit data: 

1. Unix Solaris audits and their identical tcpdump data. 
2. Windows NT audits and their identical tcpdump data. 
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The CIDD contains training and testing data. The CIDD audit training data include 
tcpdump data and Unix Solaris audits with labeled attacks that can be utilized for train-
ing any detection system with attack signatures set, as shown in Figure 5. The CIDD 
audit testing data are shown in Figure 5. 

 
Fig. 5. CIDD audit training data [25] 

The CIDD audit testing data are shown in Figure 6. 
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Fig. 6. CIDD audit testing data [24] 

5 Results 

In this research, SVM is utilized as an intelligent classifier to obtain more accurate 
results. The dataset for the training and testing phases was selected to evaluate the per-
formance of the proposed system, and the total accuracy of the training is 99.92 %. The 
metrics used to calculate the accuracy, precision, recall and F1-score to evaluate the 
efficiency of the proposed system are presented below [26] [27] [28]: 

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 = 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑜𝑜𝑜𝑜 𝑐𝑐𝑜𝑜𝑁𝑁𝑁𝑁𝑁𝑁𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑜𝑜𝑐𝑐𝑁𝑁𝑐𝑐 𝑝𝑝𝑐𝑐𝑐𝑐𝑐𝑐𝑁𝑁𝑁𝑁𝑐𝑐
𝑇𝑇𝑜𝑜𝑐𝑐𝑐𝑐𝑐𝑐 𝑛𝑛𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑜𝑜𝑜𝑜 𝑝𝑝𝑐𝑐𝑐𝑐𝑐𝑐𝑁𝑁𝑁𝑁𝑛𝑛𝑐𝑐

 = TP+TN/TP+FP+TN+FN (1) 

Precision was calculated according to Equation 1: 

 𝑃𝑃𝐴𝐴𝑃𝑃𝐴𝐴𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 = 𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝑇𝑇 

 (2) 

Recall was calculated as follows: 

 𝑅𝑅𝑃𝑃𝐴𝐴𝐴𝐴𝑅𝑅𝑅𝑅 = 𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝑁𝑁

 (3) 

F1-score was calculated according to Equation 4 as a metric for further evaluation 
of the proposed system: 

 𝐹𝐹1 − 𝑃𝑃𝐴𝐴𝑃𝑃𝐴𝐴𝑃𝑃 = 2 𝑋𝑋 𝑁𝑁𝑁𝑁𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑋𝑋 𝑝𝑝𝑁𝑁𝑁𝑁𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑜𝑜𝑛𝑛
𝑁𝑁𝑁𝑁𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐+𝑝𝑝𝑁𝑁𝑁𝑁𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑜𝑜𝑛𝑛

 (4) 

These metrics define four types of alarm (confused matrix) that are necessary for 
evaluation of the proposed system’s performance. 
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The performance for precision, recall and F1 score of the proposed system is calcu-
lated. In Tables 2, 3, 4, 5, 6, and 7, we show the precision, recall, F1-score, support 
(features numbers), micro average, macro average, and weighted average of SVM for 
the test set to show how the classifier performed on our proposed system. Precision 
means the percentage of the results that are relevant. Recall means the percentage of 
total pertinent results to classify the selected model precisely. F1-score is the measure 
of the test accuracy (the harmonic mean of precision and recall). 

Table 2.  Performance metrics of the first round 

Class name Precision Recall F1-score Support 
0 0.96 0.92 0.94 25 
1 0.1 0.1 0.1 961 
Micro Average 0.1 0.1 0.1 986 
Macro Average 0.97 0.96 0.99 986 
Weighted Average 0.1 0.1 0.1 986 

Table 3.  Accuracy rate with number of records for the first round 

 Number of records  Accuracy 
Normal  961 99.89% 
Abnormal  25  92.00% 

Table 4.  Performance metrics of the second round 

Class name Precision Recall F1-score Support 
0 0.1 0.94 0.97 32 
1 0.1 0.1 0.1 954 
Micro Average 0.1 0.1 0.1 986 
Macro Average 0.1 0.97 0.98 986 
Weighted Average 0.1 0.1 0.1 986 

Table 5.  Accuracy rate with number of records for the second round 

 Number of records  Accuracy 
Normal  954 100.00% 
Abnormal  32  93.75% 

Table 6.  Performance metrics of the third round 

Class name Precision Recall F1-score Support 
0 0.96 0.1 0.98 22 
1 0.1 0.1 0.1 964 
Micro Average 0.1 0.1 0.1 986 
Macro Average 0.98 0.1 0.99 986 
Weighted Average 0.1 0.1 0.1 986 
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Table 7.  Accuracy rate with number of records for the third round 

 Number of records  Accuracy 
Normal  964 98.89% 
Abnormal  22  100% 

 
Figure 7 shows the accuracy rate for normal/abnormal in three rounds.  

 
Fig. 7. Accuracy rate for normal/abnormal in three rounds 

Figures 8, 9, and 10 show precision, recall, and F1-score rate comparisons in three 
rounds, respectively 

 
Fig. 8. Precision rate comparisons in three rounds 
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Fig. 9. Recall rate comparisons in three rounds 

 
Fig. 10.  F1-score rate comparisons in three rounds 

6 Conclusions 

In this paper, intelligent system is proposed for an improved detection rate at cloud 
environment. This mechanism provides a detection system by utilizing the SVM clas-
sifier. The proposed model comprises three phases. The first phase aims to collect the 
dataset. The second phase is the encoding phase. It is necessary to convert all the letters 
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and symbols in the dataset into numbers, as SVM only works with numeric values. The 
third phase involves training the dataset using SVM as the classifier in the detection 
model. To determine the accuracy rate of the detection, the testing phase was exploited 
for evaluation of the proposed approach. Various evaluation metrics, such as accuracy, 
precision, recall and F1-score, are calculated. The results indicate that the proposed 
method is suitable for achieving high detection accuracy, and therefore it can be utilized 
for anomaly detection in the cloud environment. 
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