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Abstract—Remarkable success has been recorded in the usage of digital wa-
termarking which is aimed at protecting the intellectual property of multimedia 
content. In this paper, a new tone mapping attack-resistant high dynamic range 
(HDR) image zero-watermarking algorithm is proposed. In this algorithm extrac-
tion of stable and invariant features are extracted for efficient zero-watermarking 
through the application of the redundant discrete wavelet transform (RDWT) to 
the HDR image. The first step involves transforming the HDR image to HVS 
color space, and RDWT is implemented using the V-channel so that the LL sub-
band which contains the strong structure contents of the image is obtained. The 
second step involves dividing the LL sub-band into non-overlapping blocks, 
which are afterwards subjected to the process of transformation through the use 
of the singular value decomposition (SVD) so that the U matrix can be extracted. 
Third, the use of an Auto-Regressive (AR) prediction technique was employed 
in generating a local relationship model and comparison is done to facilitate the 
production of a binary feature mask. In the fourth process, hybrid chaotic map-
ping (HCM) is used to generate blended watermark so that the security of the 
watermark can be fortified. Lastly, the computation of an effective zero-water-
mark is achieved through the implementation of an exclusive-or operation on the 
blended watermark and the binary feature mask. Based on the results, the ap-
proach presented in this study demonstrated superior performance in terms of 
withstanding TM attacks and other attacks associated with image processing.  
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1 Introduction 

Today, humans have higher expectations in terms of the quality of mages and visual 
perception. There is a huge constraint on the ability to capture the wide dynamic range 
in conventional low dynamic range (LDR) images, which in turn makes the dark areas 
underexposed and the light areas overexposed in the actual scene[1-4]. The low dy-
namic range (LDR) imaging is replaced with the high dynamic range (HDR) imaging 
technology so that actual scenes can be described accurately, while more details in both 
light and dark areas can be well captured [5-7]. The attentions of both professionals and 
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academics have been drawn to the protection of HDR images ownership due to their 
constant practical use [8-11]. The usage of watermarking technology is critical to in-
formation security as it facilitates the effective protection of multimedia data’s copy-
right [12-17]. The dynamic range constraint that accompanies the present LDR display 
device makes it necessary perform tone mapping (TM) when HDR images are dis-
played on LDR display [18, 19]. Unlike in LDR image, TM operation is a kind of attack 
that cannot be avoided when the protection of HDR image ownership is taken into con-
sideration. Despite the importance of watermarking of HDR images, only little attention 
has been given to it, with few techniques of watermarking for HDR image presented 
[20-30]. The watermarking algorithms presented by some authors majorly focuses on 
the ability of the watermark to blend in and be concealed within the image, and these 
algorithms have only been implemented within the image’s spatial domain. In the work 
of Wang et al. [20] and Yu et al. [21], the exponential channel of HDR image stored in 
RGBE format was used to achieve direct guidance of the lossless watermark embed-
ding. In another study, the authors, Li et al. [22] and Cheng et al. [23], embedded wa-
termark within the image using least significant bit (LSB) method with RGBE and 
LogLuv (TIFF) storage formats. The use of 10-digit mantissa in OpenEXR format was 
employed in the sudy carried out by Lin et al. to convey secret data [24]. Apart from 
the aforementioned cases of embedded watermarking, there are other works where 
other forms of HDR watermark algorithms have been employed within the domain of 
transformation, paying attention to the structural properties of the HDR images. In the 
study carried out by Guerrini et al. watermarking was embedded through the use of 
quantization index modulation (QIM) in the discrete wavelet transformation (DWT) 
domain's low-frequency band [25]. Despite the fact that good imperceptibility was 
demonstrated by their algorithm, significant bit error rate was observed for the extrac-
tion of watermark. The use of bracketing process was employed by Solachidis et al. for 
the decomposing of the HDR image into a range LDR images that were exposed in 
different ways, with the watermark embedded image sequence's DWT domain [26, 31]. 
Nevertheless, the process did not demonstrate the needed imperceptibility. Based on 
the extraction of feature map, an approach for the watermarking of a HDR image was 
introduced by Luo et al. in study [27]. The approach which they presented has the abil-
ity to resist different kinds of TM attacks as well as several other traditional attacks 
associated with image processing so that the robust relationships among the three col-
our components of an HDR image can be maintained. Through the deployment of the 
above-mentioned techniques of watermarking, the strength of watermarking can be en-
hanced, thereby increasing the robustness of the watermarking method and deforming 
the image. Consequently, the struggle to achieve, watermarking, robustness, and im-
perceptibility becomes a challenge for professionals. In addition, it is sometimes not 
necessary to make modifications to certain HDR remote sensing and HDR medical im-
ages, and it is also important to create a technique that does not distort those images. In 
an attempt to solve this problem, a lossless zero-watermarking approach was proposed 
in the work done by Wen et al.; their result shows that the performance of their proposed 
method was better than those of traditionally-used watermarking algorithms in terms of 
the quality of the image [32-34]. Typically, when the zero-watermarking technique is 
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used, the in-built characteristics of the HDR images are retrieved to enable the compu-
tation of the robust zero-watermark while the quality of the image is maintained, and a 
balance between the invisibility and robustness of the watermark are balanced. Similar 
to zero-watermarking, is the process of image hashing which involves the extraction of 
the characteristics from the HDR images and converting it into a brief numerical format. 
Nevertheless, it is majorly used for the verification of image integrity [35, 36]. More 
so, the process of image hashing is that which supports, effectively, the content of the 
image and can be deployed to facilitate zero-watermarking [37-39]. 

There are two broad categories of zero-watermarking algorithms, which include, 
transform domain-based and spatial domain-based. The later involves the direct extrac-
tion of the characteristics from the spatial domain to enable the creation of the feature 
matrix. In the study carried out by Xiong et al. a reliable zero-watermarking based on 
the spatial domain was presented, and the feature matrices were constructed through a 
comparison of the size of block mean and the whole mean of the image [40]. In com-
parison with the spatial domain-based technique, the transform domain-based algo-
rithms are more reliable as a wide variety of such algorithms are used in creating robust 
zero-watermarking. A technique for zero-watermarking was presented in the research 
work carried out by Cui et al.; the technique was based on DWT that creates water-
marking through the selection of image wavelet coefficients [41], which is resistant to 
a wide range of image attacks. A number of multiscale transforms like Shearlet and 
Contourlet are regarded as extensions of the wavelet transform, and have been applied 
in zero-watermarking to enable the realization of high watermarking robustness. A 
zero-watermarking techniques which is based on Schur decomposition and contour-let 
transform was presented by Zhu et al. [42]; the proposed technique demonstrated high 
efficiency in resisting compression and rotation attacks. In the study by Maiorana et al. 
[43], a blind multi-bit watermarking method that is based on the characteristics of the 
Radon-discrete cosine transform (RDCT) and the QIM nonuniform quantizer was pre-
sented, but the experimental results revealed that a high BER of 22% was recorded for 
the technique. Regardless of the challenges and disadvantages of using the redundant 
discrete wavelet transform (RDWT), it is also accompanied by some advantages in-
cluding, optimal spatial localization and it is a transform that is compactly supported. 
The decomposition of multiscale, results in the efficient extraction of stable information 
from images by RDWT, without engaging in a procedure of downsampling. In this 
paper, the RDWT has been used for the extraction of stable and invariant structure fea-
tures from the HDR image so that a dependable zero-watermark can be created for the 
protection of copyright.  

In this work, an algorithm for HDR image zero-watermarking based on SVD and 
RDWT was proposed.  

RDWT was applied on HDR so that the LL sub-band can be computed, while its 
invariant geometrical structures are extracted. The decomposition of the LL sub-band 
is done consecutively through the use of the SVD so that the stability of the feature 
matrix can be achieved. In the study carried out by the authors [44] an Auto-Regressive 
(AR) prediction approach was used to generate a local correlation model. Subsequently, 
a comparison was done to enable the construction of a binary feature mask, and this in 
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turn increases the robustness of zero-watermarking. Meanwhile, a hybrid chaotic map-
ping (HCM) method of security is used to create scrambled watermark, while the zero-
watermark is created through the implementation of an exclusive or operation on the 
scrambled watermark and binary feature mask. The contributions of this article are 
listed as follows:  

1. It proposes a robust approach for zero-marking of HDR images.  
2. The transformation of HDR image is performed using the RDWT to enable the ex-

traction of stable and invariant characteristics.  
3. Based on the results obtained in this study, the HDR image zero-watermarking ap-

proach presented in this work demonstrates higher reliability than some of the exist-
ing HDR image zero-watermarking approaches.  

The remaining of this article is organized as follows: Section 2 contains a brief in-
troduction of the RDWT, SVD, AR prediction approach and HCM method. Section 3 
presents the process through which the embedding and extraction of watermarking is 
carried out. Section 4 presents the discussion of results and the analysis performed. 
Section 5 report presents the study conclusions. 

2 Background 

In this part of the paper, redundant discrete wavelet transforms (RDWT), singular 
value decomposition (SVD), Auto-Regressive (AR) prediction method and hybrid cha-
otic mapping (HCM) which were used in the presented approach are presented and 
described subsequently. 

2.1 RDWT and SVD property 

The use of the RDWT in this work is due to the resolution properties which it pos-
sesses as well as the frequency spread, and optimal spatial localization which are almost 
the same as those of the HVS theoretical models. All these characteristics enable the 
extraction of the invariant and stable structure features from the HDR image so that a 
trusted zero-watermark can be produced for copyright protection of HDR images. The 
Eq 1. below explains the analysis and synthesis of RDWT [45]. 

 �
𝑏𝑏𝑗𝑗[𝑘𝑘] = 𝑏𝑏𝑗𝑗+1[𝑘𝑘] ∗ 𝑙𝑙𝑗𝑗[−𝑘𝑘]
𝑐𝑐𝑗𝑗[𝑘𝑘] = 𝑐𝑐𝑗𝑗+1[𝑘𝑘] ∗ ℎ𝑗𝑗[−𝑘𝑘]  (1) 

 𝑏𝑏[𝑘𝑘] = 1
2
�𝑏𝑏𝑗𝑗[𝑘𝑘] ∗ 𝑙𝑙𝑗𝑗[𝑘𝑘] + 𝑐𝑐𝑗𝑗[𝑘𝑘] ∗ ℎ𝑗𝑗[𝑘𝑘]�  (2) 

Where l[k], l[-k] represent the lower-pass synthesis filter and corresponding lower-
pass analysis filter, respectively. h[k], h[-k] denotes the high-pass synthesis filter and 
the corresponding high-pass analysis filter. bj and cj are the coefficients of the output 
for lower-band and higher-band at level j. The symbol ∗ denotes convolution. 
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Fig. 1. 1D RDWT analysis and synthesis filters 

2.2 SVD 

An image’s basic algebraic characteristics are effectually represented by the singular 
value decomposition (SVD), where the image geometry is reflected by the singular 
vectors and singular values match with image brightness. SVD of a matrix is a term 
used to describe the decomposition of the matrix into a product of three matrices. The 
following defines the SVD representation of matrix A [46]. 

𝐴𝐴 = 𝑈𝑈Ʃ𝑉𝑉𝑇𝑇 = [𝑈𝑈1,𝑈𝑈2, …𝑈𝑈𝑁𝑁] �

𝜆𝜆1 0 0 0
0 𝜆𝜆2 0 0
⋮
0

⋮
0

⋱ 0
⋯ 𝜆𝜆𝑁𝑁

�  [𝑉𝑉1,𝑉𝑉2, …𝑉𝑉𝑁𝑁]𝑇𝑇 (3) 

                                 =λ1U1V1
T+ λ2U2V2

T +…+λNUNVN
T 

Where U and V denote the orthogonal matrices, the columns that are represented as 
left and right vectors, respectively. Σ denotes a diagonal matrix, the diagonal items 
whose arrangement is done in a descending manner and represent non-negative singular 
values.  

2.3 Arnold transform 

The method through images are scrambled is referred to as Arnold transform, and is 
also regarded as a 2D chaotic mapping [47]. This method of watermarking is used fre-
quently with the aim of increasing the security of images with embedded watermark 
while enhancing the robustness of the algorithm [48]. Subsequent to subjecting an im-
age to the process of Arnold transform, different positions of pixels can be altered. The 
illustration of the 2D transform is given as follows:  

 �𝑎𝑎′𝑏𝑏′� = ��1   2
1   1��

𝑎𝑎
𝑏𝑏�� 𝑚𝑚𝑚𝑚𝑚𝑚 𝑃𝑃 (4) 

Where P is the size of the watermark, (a, b) represents the position coordinates of 
the original pixels of the image, and (a′, b′) denotes the locus coordinates of the image’s 
blended pixels. Subsequent to the transformation of all the pixels of the image, the 
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blended image is derived. The process of Arnold blending is initiated occasionally. 
Once T iterations is completed, where T is regarded as the period of transformation, the 
image can return to its original state [49]. The secret key could be the number of images 
blending iterations and T. It is not possible to achieve the recreation of the authentic 
image in the absence of the keys. The technique presented in this work uses the Arnold 
transform method to distort the initial watermark image. 

2.4 Hybrid chaotic mapping (HCM) 

Basically, there are two kinds of chaotic approaches that constitute the HCM: the 
first is referred to as the logistic map (LM) [50] and it is represented as follows:  

 𝑥𝑥𝑚𝑚+1 = 𝜇𝜇𝑥𝑥𝑚𝑚(1 − 𝑥𝑥𝑚𝑚) (5) 

Where x0 ∉ {0, 0.25, 0.5, 0.75}, xm denotes chaotic map sequence, and μ ∈ [0, 4] is 
representative of the control variable. The second one is the piecewise linear chaotic 
map (PWLCM)[51], and is also employed in watermark encryption due to the charac-
teristics it possess. These characteristics include diffusion, confusion, distribution uni-
formity, and good ergodicity. Piecewise linear chaotic map is represented in the fol-
lowing manner:  

 𝑥𝑥𝑚𝑚+1 = 𝐹𝐹(𝑥𝑥𝑚𝑚,𝑝𝑝) =

⎩
⎨

⎧
𝑥𝑥𝑚𝑚
𝑝𝑝

,                            𝑥𝑥𝑚𝑚 ∈ [0,𝑝𝑝]
(𝑥𝑥𝑚𝑚−𝑝𝑝)
(0.5−𝑝𝑝)

,                 𝑥𝑥𝑚𝑚 ∈ [𝑝𝑝, 0.5]

𝐹𝐹(1 − 𝑥𝑥𝑚𝑚,𝑝𝑝),        𝑥𝑥𝑚𝑚 ∈ [0.5,1]

 (6) 

Where p ∈ (0, 0.5) and xm ∈ (0, 1) �1   0
0   1� . The above mentioned PWLCM technique 

has a control variable p which is converted to a control variable pm so that the security 
of the presented approach can be achieved; pm is depends on the random sequence that 
emerges from xm. The condition p (0, 0.5) can be satisfied by making pm to be one-third 
of xm. The definition of the mixed chaotic map method can be as follows: 

 

⎩
⎪
⎨

⎪
⎧

𝑥𝑥𝑚𝑚+1 = 𝜇𝜇𝑥𝑥𝑚𝑚(1 − 𝑥𝑥𝑚𝑚,𝑝𝑝𝑚𝑚 = 𝑥𝑥𝑚𝑚 3⁄ )
𝑦𝑦𝑚𝑚
𝑝𝑝𝑚𝑚

,                            𝑦𝑦𝑚𝑚 ∈ [0,𝑝𝑝]

𝑦𝑦
𝑚𝑚+1= (𝑦𝑦𝑚𝑚−𝑝𝑝𝑚𝑚)

(0.5−𝑝𝑝𝑚𝑚)
,                 𝑦𝑦𝑚𝑚 ∈ [𝑝𝑝𝑚𝑚, 0.5]

𝐹𝐹(1 − 𝑦𝑦𝑦𝑦𝑚𝑚,𝑝𝑝𝑚𝑚),        𝑦𝑦𝑚𝑚 ∈ [0.5,1]

 (7) 

The watermark image encryption of the proposed watermarking technique can be 
realized by using equation (5) to produce hybrid sequences.  

2.5 Auto-regressive (AR) prediction method and Feature matrix construction 

AR prediction is defined as a time-series statistical method with extensive applica-
tion in the areas of signal processing, state estimation, recognition of patterns, and re-
lated areas of prediction. In AR, the probability of a Bayesian condition between the 
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values of input value and its surrounding values is maximized so that the objective of 
error ɛ minimization can be realized. In addition, it has demonstrated superior perfor-
mance as compared with the conventional four or eight adjacent forecasting techniques 
in terms of accuracy [52]. In this article, optimal representation of image and the pre-
vention of a wide range of image attacks are realized by denoting AR coefficients as 
the image’s local correlation model. The use of AR prediction is employed in determin-
ing the local correlation between the center value Ai,j of a block and its neighbors values 
Ai+h,j+k of the orthogonal matrix U matrix of SVD. The feature matrix is constructed 
using the predicted center value with the local correlation model by comparing it with 
the initial center value of the block. The definition of the AR model is given as follows:  

 𝐴𝐴𝑖𝑖.𝑗𝑗 = ∑ ∑ 𝐴𝐴i+h,j+k
𝑡𝑡
𝑘𝑘=−𝑡𝑡

𝑡𝑡
ℎ=−𝑡𝑡  × 𝛼𝛼𝑚𝑚,𝑛𝑛 + 𝜀𝜀 (8) 

where h,k denotes the AR coefficients of the corresponding position and reflects the 
relationship between Ai,j and its neighbor values Ai+h,j+k, where m , n are both not zero 
at the simultaneously, Ai,j denotes the pixel value of the position (i, j) in the U matrix, t 
is representative of the neighbor range deployed in the prediction of Ai;j and it is equal 
to 2 in this paper; Ɛ is the error term. 

3 Proposed zero-watermarking algorithm 

In this section of the article, a blind-watermark is introduced. The introduced water-
mark is a blind-watermark which uses RDWT and SVD. Also, the section touches on 
the creation of zero watermark and the process of extracting the watermark; the char-
acterization of extraction process is done in details as follows:   

3.1 Zero-watermark creation 

Assuming W is the authentic binary watermark, and possesses a size of N×N, and I 
denotes the original HDR image with the size of M×M, where N=M÷ n. Figure 2 shows 
the process through which zero-watermark is produced, and details of the basic steps in 
this process are described below:  

Step 1. HDR image should be converted into HSV color space.  
Step 2. RDWT should be applied on V channel of the HDR image, and the LL sub-

band is divide into n × n non-overlapping blocks. 
Step 3. Apply SVD on each block in order to obtain the orthogonal matrix U.  
Step 4. Compute the predicted center value with the local correlation technique 

through the use of Eq. (8) for all blocks. 
Step 5. The authentic center values of all blocks should be arranged in a matrix R1, 

and the predicted center values are arranged in a matrix R2. 
Step 6. The feature matrix T should be constructed through a comparison of the real 

value with the predicted value of the center pixel as follows: 

 𝑇𝑇(𝑎𝑎, 𝑏𝑏) = �1, |𝑅𝑅1(𝑎𝑎, 𝑏𝑏)| ≥  |𝑅𝑅2(𝑎𝑎, 𝑏𝑏)|
0, |𝑅𝑅1(𝑎𝑎, 𝑏𝑏)| <  |𝑅𝑅2(𝑎𝑎, 𝑏𝑏)| (9) 
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Step 7. Scramble the authentic watermark W by using the Arnold transform to get 
W1, with the secret key k1: 

 𝑊𝑊1 = 𝐴𝐴𝐴𝐴𝐴𝐴𝑚𝑚𝑙𝑙𝑚𝑚(𝑊𝑊) (11) 

Step 8. Use equation (9) to generate random series S1. S1 is transformed into a binary 
image represented by G. The encrypted watermark, W2, is obtained by applying X-OR 
operator between W1 and G1: 

 𝑊𝑊2 = 𝑋𝑋𝑋𝑋𝑅𝑅(𝑊𝑊1,𝐺𝐺1) (12) 

Step 9. Generate zero-watermark W∗ by using X-OR operator between the encrypted 
watermark W2 and T. 

 𝑊𝑊∗ = 𝑋𝑋𝑋𝑋𝑅𝑅(𝑊𝑊2,𝑇𝑇) (13) 

Step 10. The protection of copyright was achieved by using an intellectual rights 
property (IPR) of a third-party dataset to register the acquired zero-watermark W∗ and 
secret key k1 for security purposes. 

 
Fig. 2. Zero-watermarking generation 

3.2 Zero-watermark extraction 

Where I∗ represents the image to be verified, Figure 3 shows the process through 
which the blind-watermark is extracted for the verification of ownership, and the basic 
steps are described in details as follows: 

Step 1. HDR image I∗ is converted into HSV color space. 
Step 2. Apply RDWT on V channel of the HDR image, and the LL sub-band is divide 

into n × n non-overlapping blocks. 
Step 3. Application of SVD is made on each block to get the orthogonal matrix U.  
Step 4. Compute the predicted center value with the local correlation method through 

the use of Eq. (8) for all blocks. 
Step 5. The original center value of all blocks should be arranged in a matrix 𝑅𝑅1∗, and 

the predicted values are arranged in a matrix 𝑅𝑅2∗. 
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Step 6. Feature matrix T∗ should be constructed through a comparison of the authen-
tic value and predicted center value as follow: 

 𝑇𝑇∗(𝑎𝑎, 𝑏𝑏) = �1, |𝑅𝑅1∗(𝑎𝑎, 𝑏𝑏)| ≥  |𝑅𝑅2∗(𝑎𝑎, 𝑏𝑏)|
0, |𝑅𝑅1∗(𝑎𝑎, 𝑏𝑏)| <  |𝑅𝑅2∗(𝑎𝑎, 𝑏𝑏)| (14) 

Step 7. Chaotic binary mage G1 is also generated by the saved private keys. After-
wards, an exclusive-or operations is carried out as seen in equation (10) below.  

 𝑊𝑊0 = 𝑋𝑋𝑋𝑋𝑅𝑅(𝑋𝑋𝑋𝑋𝑅𝑅(𝑊𝑊∗,𝑇𝑇∗),𝐺𝐺1 ) (15) 

Step 8. The use of Arnold transform is employed in the extraction of the final water-
mark W1. 

 𝑊𝑊1 = 𝐴𝐴𝐴𝐴𝐴𝐴𝑚𝑚𝑙𝑙𝑚𝑚−1(𝑊𝑊0) (16) 

A comparison is done between the initial binary watermark W and the extracted W1, 
and if any similarity is found between the two watermarks, then successful certifica-
tion has been achieved are similar, the certification is successful. 

 
Fig. 3. Zero-watermarking extraction 

4 Experimental results and analysis 

Based on Figure 5 below, it can be observed that the 10 HDR images used for testing 
were obtained from TMQI database[53] and Gred Ward database[54]. The binary wa-
termark image can be seen in Figure 4. Also, the robustness of the watermarking 
method was evaluated through the use of 18 conventional TM attacks, and these are 
presented in Table which also shows other conventional attacks launched on image 
processing. The Arnold scrambling secret key k1 =27. 
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Fig. 4. Original HDR images. (a) Apartment. (b) AtriumNight. (c) bigFogMap. (d) desk. (e) 

nave. (f) rend02. (g) tree. (h) 2. (i) 3. (j) 15 

 
Fig. 5. Watermark image 

Table 1.  List of the used different TM Attacks [55] 

TM NO TM Name TM NO TM Name TM NO TM Name 
TM1 Banterle TM7 Mertens  TM13 Kuang 
TM2 Ashikhmin  TM8 WardHistAdj TM14 Lischinski 
TM3 TumblinRushmeier TM9 WardGlobal TM15 Logarithmic 
TM4 Gamma TM10 Raman  TM16 Exponential 
TM5 Drago TM11 Reinhard TM17 Durand 
TM6 Normalize TM12 Krawczyk TM18 Fattal 

 
Watermarking robustness is described as the ability of the watermarking which has 

been generated through a given method to demonstrate resilience towards a wide range 
of unintended attacks like the conventional image processing attacks and TM attacks. 
The watermarking’s robustness is evaluated using the normalized cross-correlation 
(NC) [14] and bit error rate (BER)[50] between the extracted and authentic watermarks. 
The definitions of the normalized cross-correlation (NC) and bit error rate (BER) are 
provided in equations (12) and (13), respectively:  

Where W1(a, b) and W (a, b) represent the original watermark as well as the extracted 
watermark, respectively. 
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 𝑁𝑁𝑁𝑁 = ∑ ∑ 𝑊𝑊(𝑎𝑎,𝑏𝑏)×𝑊𝑊1(𝑎𝑎,𝑏𝑏)𝑏𝑏𝑎𝑎

�∑ ∑ 𝑊𝑊2(𝑎𝑎,𝑏𝑏)𝑏𝑏𝑎𝑎 �∑ ∑ 𝑊𝑊1
2(𝑎𝑎,𝑏𝑏)𝑗𝑗𝑖𝑖

   (12) 

Where Nt represents the number of total bits within a watermark and Ne is the num-
ber of error bits in a watermark.  

 𝐵𝐵𝐵𝐵𝑅𝑅 = 𝑁𝑁𝑒𝑒
𝑁𝑁𝑡𝑡

 (13) 

4.1 Verification of zero-watermarking uniqueness 

It is crucial for a zero-watermark generated from a wide range of original images to 
demonstrate uniqueness. This means that, the zero-watermark generated from an image 
should only be peculiar to the given image. The normalized cross-correlation (NC) of 
zero-watermark images, which is derived by calculating the similarities between the 
binary zero-watermark images created from the ten original HDR images can be seen 
in Table 1.  Based on the results presented in Table 1, the maximum and minimum NCs 
are both well below, Table 2. 

Table 2.  Maximum and Minimum NCs 

 
It can conclude, based on the results, that the zero-watermarking produced by the 

method proposed in this study is unique and shares low similarity with numerous orig-
inal HDR images.  

4.2 Robustness evaluation 

To evaluate the robustness of the watermarking method, 18 TM attacks were targeted 
at the original HDR images so that the resilience of the proposed watermarking method 

Image Apart-
ment 

Atrium 
Night 

bigFog 
Map desk nave rend02 Tree 2 3 15 

Apart-
ment 100.00 66.72 65.28 59.27 64.02 65.21 68.24 61.54 52.16 64.21 

Atri-
umNight 66.72 100.00 63.76 60.89 68.09 61.38 65.36 63.46 50.10 64.59 

bigFog-
Map 65.28 63.76 100.00 62.73 63.38 60.72 70.14 64.17 54.04 64.32 

desk 59.27 60.89 62.73 100.00 62.38 61.05 61.17 64.38 54.04 69.56 
nave 64.02 68.09 63.38 62.38 100.00 65.69 64.78 65.05 53.89 65.02 
rend02 65.21 61.38 60.72 61.05 65.69 100.00 59.58 65.47 54.30 62.41 
Tree 68.24 65.36 70.14 61.17 64.78 59.58 100.00 59.03 63.02 60.22 
2 61.54 63.46 64.17 64.38 65.05 65.47 59.03 100.00 65.15 60.25 
3 62.16 60.10 64.04 64.04 63.89 64.30 63.02 65.15 100.00 63.52 
15 64.21 64.59 64.32 69.56 65.02 62.41 60.22 60.25 63.52 100.00 
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to the given attacks can be determined. Table 3 presents BERs of the proposed algo-
rithm for ten attacked images.  

Table 3.  BERs of HDR TM-attacked images [. %] 

 
It can be clearly seen from Table 3 that effective copyright protection was achieved 

as BERs of less than 0.76 were achieved for most of the TM-attacked images. As com-
pared to other TMs, the BERs for TM17 and TM18 attacks were quite higher, but they 
can be of importance in copyright protection. More so, all TMs demonstrated an aver-
age BER of less than 0.08, indicating that the proposed algorithm is robust against TM 
attacks. The method proposed in this paper has demonstrated resistance to both TM 
attacks and conventional image processing attacks. The original HDR images were ex-
posed to ten traditional image processing attacks including, cropping, noise addition, 
scaling, rotation, filtering, rotation, and so on. Table 4 shows the BERs of the proposed 
algorithm.  

Table 4.  BERs of HDR images while under traditional image processing attacks [.%] 

Attack Apart
ment 

Atrium 
Night 

bigFog 
Map desk nave rend02 Tree 2 3 15 

Pepper & 
salt (0.001) 4.00 4.79 1.32 2.98 3.76 1.49 3.74 7.76 4.63 5.52 

Poisson 0.17 4.61 0.81 1.37 2.47 1.07 2.88 4.61 3.80 1.20 
Median fil-
ter (3 × 3) 1.68  0.44  0.49  0.76  1.48 0.93  0.72 0.98 0.17 0.24 

Median fil-
ter (5 × 5) 5.10 0.98  1.07 1.51 3.27 2.00 0.42 5.01 0.32 2.15 

Scaling (4) 0.27  1.15 0.07 3.44 0.07 0.20   0 0.15 0.12 0.62 
Scaling (1/4) 0.46    4.37 0.29 4.91 0.47 0.46 0 0.42 0.50 0.27 

Attack Apart-
ment 

Atrium 
Night 

bigFog 
Map desk Nave rend02 Tree 2 3 15 

TM1 1.98 7.96 1.61 6.98 3.59 1.95 5.03 8.62 6.63 9.56 
TM3 1.42 6.98 2.08 2.91 3.93 2.20 4.74 6.98 2.90 8.11 
TM4 4.17 8.50 5.27 7.37 4.57 7.13 4.96 7.18 5.48 9.72 
TM5 0.85 3.03 0.78 2.05 1.15 1.15 0.78 2.32 3.27 5.01 
TM7 7.30 10.40 7.96 9.08 8.23 8.62 7.32 13.09 7.07 8.62 
TM8 1.12 0.59 0.42 0.81 0.27 0.59 0.49 2.03 5.50 10.47 
TM9 2.54 7.28 3.83 2.91 6.10 3.56 4.39 4.57 8.14 2. 78 
TM10 0.32 7.18 1.20 2.69 2.44 2.17 8.62 5.86 5.06 7.75 
TM12 1.46 5.69 3.49 3.17 3.42 3.25 2.71 5.22 4.51  4.79  
TM14 3.37 10.06 6.32 6.88 3.44 6.08 5.27 8.57 7.91 4.78 
TM17 16.61 16.27 12.32 12.78 13.56 8.17 13.00 14.20 4.39 16.34 
TM18 10.88 11.90 11.00 11.32 10.76 9.10 11.56 2.25 16.23 7.40 
Average 4.34 7.99 4.69 5.75 5.12 4.50 5.74 6.74 6.42 8.21 
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Attack Apart
ment 

Atrium 
Night 

bigFog 
Map desk nave rend02 Tree 2 3 15 

Gaussian 
low-pass fil-
ter (3 × 3) 

0.81  1.78 0.32 1.37 0.37 0.46 0.09 0.42 0.14 0.46 

Image 
sharpen 
(0.5) 

0.73  5.44 1.42 7.75 3.05 2.59 2.95 5.42 5.06 2.49 

Average fil-
ter (4 × 4) 2.73  0.83 0.73 3.00 1.05 1.22 0.42 0.83 0.51  0.79  

Imrotate 
(10º) 5.61  1.22 5.23 2.021 4.65 4.02 5.06 1.22 2.91 3.78 

Average 2.16 2.56 1.18 2.91 2.06 1.44 1.63 2.68 1.82 1.75 
 
Figure 6 shows the BERs obtained by the proposed algorithm when the HDR images 

are subjected to conventional image processing attacks. It can be seen from Table 5 that 
the ten HDR images demonstrated an average BER of less than 5% with a minimum 
value of 2.18%, implying that the proposed method is resistant to traditional attacks on 
image processing. Figure 6 shows the extraction of watermark from image under dif-
ferent attacks so that the process of watermark extraction can be demonstrated. It can 
be observed that the recreated watermark is more obvious, implying that it is possible 
to extract the watermark for protection of ownership. Similar results can be produced 
by other HDR images, and this shows that the proposed method is capable of resisting 
TM attacks as well as other conventional image processing attacks. 

 
Fig. 6. It shows the BERs obtained by the proposed algorithm when the HDR images are sub-

jected to conventional image processing attacks 

4.3 Robustness comparison 

A comparison is done between the proposed algorithm and Bai's [56] and Wang's 
[57] in terms of robustness against various TM attacks so as to validate the results of 
the comparative experiment. The results of the comparison are presented in Table 5 
with the best results presented in bold fonts. From the table, it is clear that majority of 
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the BERs achieved by the proposed algorithm are lower than those of the two other 
algorithms. More so, it can be seen from Table 5 that a much lower average BER is 
achieved by the proposed algorithm, implying that the robustness of the proposed algo-
rithm has been confirmed by the comparative experiments. 

Table 5.  Comparison between the proposed algorithm with Bai's and Wang's of robustness 
against various TM attacks 

Attack type Proposed Bai’s [56] Wang’s [57] 
TM1 4.17 6.97  7.23 
TM3 0.88 8.09 3.64 
TM4 1.42 12.34  3.87  
TM5 1.61 6.85  4.13 
TM7 7.30 6.15  10.10 
TM8 2.54 7.07  4.31 
TM9 1.12 5.60  2.54 
TM10 3.37 9.64  9.40 
TM11 1.46 11.99  4.88 
TM12 1.98 11.04  4.56  
TM14 0.32 5.38  3.91 
TM15 0.85  6.87  2.37 
TM17 19.56 6.66 20.44 
TM18 16.63 13.89 14.10 
Average 4.51 8.47 6.82 

5 Conclusion 

In this article, a new HDR image zero-watermarking algorithm based on redundant dis-
crete wavelet transform and singular value decomposition (SVD) has been presented. 
The use of RDWT method has been employed in transforming the V channel of HVS 
color space to facilitate the extraction of the invariant information of the HDR image. 
The successive decomposition of the LL sub-band image is carried out through the use 
of the SVD so that the characteristic matrix can be stabilized. A binary feature image 
is created using an Auto-Regressive technique with the aim of enhancing the robustness 
of the zero-watermarking. A zero-watermarking was created by applying an exclusive-
or operation to the binary feature image as well as the watermarked image. Further-
more, the use of a hybrid chaotic mapping (HCM) was employed in obtaining the 
scrambled watermark so that the security of the watermarking is ensured. It is con-
cluded, based on the experimental results, that the proposed algorithm is able to resist 
numerous TM attacks and the majority of traditional image processing attacks.  
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