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Abstract—An interesting paradigm is a metaverse which represents the next
generation of using the internet to improve human lives and provide a new way
to communicate by building a system that let the user represented by their avatar
to work, socialize and play virtually by integrating multiple technologies such as
blockchain, artificial intelligence as well as virtual and augmented reality. How-
ever, this may preserve many problems related to the security and privacy of the
system user starting from data breaches to identity theft, in this paper an overview
of the metaverse world and the architecture that connects the virtual to the real
world and discuss the main security and privacy risks within the Metaverse world.
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1 Introduction

In recent months, the metaverse has become a prominent topic of debate on many
tech news outlets. There’s no way anyone could have been unaware of the metaverse’s
recent surge in popularity. Even though the metaverse has been present since 1992,
many of you may believe it is a new phase [1]. The metaverse ensures a digital environ-
ment with a shared, open, and durable connecting communities, manufactured goods,
digital solutions, content creators, user entertainment, workplaces, e-commerce, and
a variety of other human real-world elements [2]. However, privacy and security of
metaverse concerns are an important part of the metaverse’s dynamics. While many
businesses are pondering the possibilities of the metaverse, it is sensible to consider
the possibilities [3]. The term “the metaverse” can be very vague and complex. It is
not referred to specific technology itself but rather points to how we interact with the
technology. Broadly speaking, the technologies companies use include virtual reality
and augmented reality. In the more idealistic visions of the metaverse, it’s interopera-
ble, allowing you to take virtual items like clothes or cars from one platform to another.
While some advocates claim new technologies like NFTs can enable portable digital
assets, this simply isn’t true [4]. The metaverse is a virtual-reality world depicted as a
planet-encircling market where virtual real estate can be bought and sold. The term was
coined by Neal Stephenson in his 1992 novel Snow Crash to describe a virtual world in
wide use in his imagined future [5].

The term was coined by Neal Stephenson in his 1992 novel Snow Crash to describe a
virtual world in wide use in his imagined future [5]. In the broadest terms, it’s a virtual
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space that is graphically rich and owns some level of verisimilitude. It’s a virtual place
where people can shop, play, work, and do socialize, and interact—in short, just like
humans in real life people can act in the metaverse and do things [6]. The three main
elements of metaverse include [7]:

e Virtual reality interface
e digital ownership,
e avatars

Virtual reality has come a long way from the ‘90s, when Stephenson wrote Snow
Crash, to the present day, when headsets of decent quality exist. There are a few factors
that have made it a reality, including the development of the blockchain and NFTs,
which enable virtual items and real estate to be exchanged through the metaverse [§].

It should be noted that in many games and virtual spaces, including Second Life,
everybody can have and own virtual items and even trade them not necessarily using
blockchain technology but using a license agreement [9]. Regardless, proponents of the
metaverse are enthralled by NFTs’ uniqueness and alleged portability. The pandemic
of covid-19, which has radically changed humans’ lifestyles around the world, is also a
significant factor in the metaverse trend [10]. With millions of people spending so much
time in virtual meetings (Zoom meetings for example) for work, and with personal use
to communicate aiming to enter more exciting and colorful environments without leav-
ing homes, it is normal to have technology companies try to make some profits from
this circumstance [11].

2 The architecture of metaverse

The world of Metaverse with hyper spatiotemporal, 3Dimmersive virtual shared
space and self-sustaining developed by combining virtual space (physically persistent)
that is augmented digitally the physical reality. Precisely, the metaverse is a world
simulated made up of avatars mainly controlled by users, digital objects, virtual sur-
roundings, as well as other elements generated by computers in which humans avatar
can communicate, collaborate, and socialize with one another using any smart device.
The metaverse is built by combining the ternary physical, the ternary mental, and the
ternary spiritual [12]. There are two worlds: human and digital. Figure 1 depicts the
metaverse’s overall design, taking into account its inherent tenacity. The relationships
between the metaverse’s components, the worlds (physical and digital), and informa-
tion flow within the metaverse are detailed in the following sections [13].

1) Human society: Humans are considered to be the center of the metaverse [14].
The human world is made up of human users, their interior psychologies, and their
social relationships. Metaverse users can control and engage their digital avatars using
smart (physically wearable) technologies (e.g., virtual reality/augmented reality hel-
mets) for working, playing, connecting, and socializing, with surrounding entities in
the metaverse or with other avatars [15].

2) Physical infrastructures: The real world (physical world) provides the metaverse
with supporting infrastructures (such as sensing/control, communication, computation,
and storage infrastructures) that enable multisensory data processing, transmission,
caching, and perception, besides the physical control, allowing interactions between
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the two worlds (digital and human) efficiently. The pervasiveness of smart objects,
actuators, and sensors, in particular, make up the infrastructure of control/sensing that
allows for all-surrounding and multimodal data perception from the human body and
environment, as well as high-precision device control. The communication infrastruc-
ture consists of several hetero networks wired or wireless (e.g., satellite communica-
tions, cellular communications, and unmanned aerial vehicle (UAV) communications,),
providing networking connections. Furthermore, the storage infrastructure and cost
computation, which is provided usually by cloud service providers (cloud edge end
computing) [16], provides significant computation and storage capacities. A virtual
environment, for example, runs at a 30 fps (frame per second) a minimum [17], impos-
ing massive processing loads and latency limits.

3) Interconnected virtual worlds: reference to many standards such as (IEEE 2888
and ISO/IEC23005) [18], [19], building a digital world by providing a series of virtual
worlds that is interconnected as well as distributed usually called sub-metaverse, every
single one of them can provide virtual services/goods (e.g., online museum, social dat-
ing, online concert, and gaming) and virtual environments (e.g., virtual cities and game
scenes) to digital & physical users that represented digitally in the metaverse world
using avatars. (Avatar’s characters on the internet). In the metaverse, avatars are com-
puter representations of real users (existing human users). Inside many programs pro-
vide metaverse, a single user can build different avatars for himself, which can include
human shapes, animals, imagined creatures, and so on. Virtual reality settings. Virtual
environments in the metaverse are mimicked real or fictional surroundings (made up of
3D digital objects and their properties). In addition, virtual settings in the metaverse can
have a different spatial and temporal dim (e.g., representing future imagined worlds or
re-represent the ancient times) [19].

4) Metaverse engine: Using blockchain, artificial intelligence, interactivity, and dig-
ital twin technologies, the metaverse engine [20] generates, maintains, and updates the
virtual world using inputs of real large data from the actual world. Specifically, Users
in real locations can operate their avatars (digitally avatars) in the world of metaverse
using their bodies & senses using XR & HCI (particularly brain-computer interface
(BCI)) techniques for a variety of communal activities and collective such as dating,
virtual goods trade, and vehicle racing. Within the Metaverse, the economy (virtual
economy) can be developed as a natural outgrowth of avatars’ activities of digital cre-
ation. To enrich the metaverse ecology, Al algorithms execute individualized content/
avatar creation, metaverse rendering (large-scale), and provisioning of intelligent ser-
vice. Furthermore, the knowledge gained by Al-based big data analytics. [20].

5) In-world information flow: Using technologies such as block chain, artificial
intelligence (A.l.) interactivity, and a digital twin which represents the metaverse
engine [21] generate maintain and updates the virtual world using large inputs from the
actual world (as input data). Specifically, Users in real locations can operate their digital
avatars in the metaverse via their senses and bodies using XR and HCI (particularly
brain-computer interface (BCI)) techniques for a variety of communal activities and
collective such as dating, virtual goods trade, and vehicle racing. Within the Metaverse,
the economy (virtual economy) can be developed as a natural outgrowth of avatars’
activities of digital creation. To enrich the metaverse ecology, Al algorithms execute
large-scale metaverse rendering and individualized avatar/content creation large-scale
metaverse rendering, and intelligent service provision. Furthermore, the knowledge
gained by Al-based big data analytics [22].
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6) Information flow across worlds: internet of things (IoT), Subjective conscious-
ness, and the Internet are the main media of the realms of metaverse worlds, Humans
see objective data originally comes from the physical world, and translate these data
into a piece of knowledge and Al interactions through subjective consciousness, and
utilizing that knowledge and intelligence to make some changes to the objective reality
within the scene. [23] Users can also use HCI technology to interact with physical items
and use XR technology to experience virtual AR (e.g., holographic telepresence). The
real world of humans, as well as digital worlds, are linked by the Internet and mix each
other, which is the world’s largest known computer network that serves one purpose.
Users can create, share, and acquire knowledge by interacting with the metaverse world
through devices that consider smart (smart devices) such as wearable devices, smart-
phones, and special purposes helmets (virtual reality helmets). By leveraging inter-
connected smart devices for digitalization, the infrastructure of the internet of things
connects the digital and physical worlds, allowing information to flow freely [24].
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3 Literal surveys

The metaverse has sparked a lot of interest in the scientific community. Recently
multiple surveys articles from various elements of the technology of metaverse up till
now. In [25], for example, define 4 qualities of feasible 3Dimensional metaverse or
virtual worlds, including scalability, realism, interoperability, and ubiquity, and explor-
ing current virtual world technological advances. Authors in [26] look at 8 key tech-
nologies that make up the virtual world (metaverse), besides 6 elements (user-centric)
that influence it. Within [27] authors investigate the main role of artificial intelligence
techniques within the metaverse’s evolution and foundation. The potential impact of
artificial intelligence integrated with blockchain technology for existing and future
metaverse buildings is investigated in [28]. In [29], the authors survey the state of
development of metaverse. In [30], they described the three components of metaverse
(hardware, software, and content), as well as illustrative applications, user interaction,
and implementation. From perspectives of communication, networking, computing, and
blockchain, authors in [20] give a deep survey on the metaverse that is edge-enabled.
In [31], they looks at the social and legal implications of potential problems related to
privacy in the game of user Second Life (online). Unlike previous surveys on the gen-
eral metaverse [25], [2], [26], [32], [30], artificial intelligence-enabled metaverse [28],
[27] metaverse (edge-enabled) [20], or potential in service provisioning in social vir-
tual reality/augmented reality games [32], goods and services retailing [33], under and
post-graduate education [34] [42] [43], social goods [35], and computational arts [36]
table one refer to the previous surveys and briefly explain technologies used. Table 1
shows the main characteristics of each paper.

Table 1. Metaverse survey and state of art papers

Year | Reference Contribution

2008 [31] Discuss the risk of privacy problems for gaming life from a legal and social
perspective

2009 [33] Retailing applications within the metaverse

2013 [25] Discuss the metaverse world’s main features and possible/existing improvements in
the virtual and augmented technologies

2018 [32] Discuss the countermeasures and issues related to privacy on the metaverse games

2020 [34] Education applications within the metaverse

2021 [35] Social goods applications within the metaverse

2021 [1] Technologies for the building the metaverse applications

2021 [37] Compatibilities of metaverse developments for virtual reality and social metaverse

2021 [36] Digital arts applications within the metaverse

2022 [28] Interference of blockchain and artificial intelligence in the world of the metaverse
technology

2022 [27] Implement a discussion of the main effect of artificial intelligence on the metaverse
technology

2022 30 Implement a discussion of the H.W and S.W and content implication in the world of

the metaverse

2022 20 Metaverse communication, network, and computations

8 http://www.i-jim.org



4 Security risks of the metaverse world

When Meta have been born (Facebook changed its name to Meta), it sparked an
explosion of interest in the metaverse. While a complete operating metaverse may come
soon within a few next years, the world’s work on accepting the new technology by pre-
paring its creation which is already underway. The world is much closer to immersive
encounters within metaverse virtual settings than anyone could have imagined. The
popularity of virtual reality headsets has exploded in last recent years. Estimates show
up an estimate that by 2024, the total number of virtual reality headset units sold will
have surpassed 34 million [38]. On the other hand, improvements in the blockchain and
cryptocurrency area, such as the improved blockchain networks as well as the scalabil-
ity of the blockchain networks, provide a plethora of prospects for metaverse expan-
sion. Amid all the changes in the metaverse, metaverse security issues are becoming
increasingly important in determining the metaverse’s future roadmap [39-44].

Metaverse can be employed in many applications such as medical image treatments,
visual cryptography [45], deep fake (e.g. GAN algorithm) [46], and pandemic counter
(such as covid-19) [47], and enhancing the data communication [48].

4.1 Privacy and security risks in the metaverse

The metaverse, since it is a new technology, it gets its main share of setbacks and
concerns about global metaverse privacy and security. The metaverse promises to pres-
ent a whole new era of technological and social encounters which are unrivaled in terms
of impressiveness and interoperability. However, using these tools isn’t a quiet safe
situation, there is a downside to immersive and interoperability experiences [38]. The
technology that enables metaverse platforms to come with its own set of hazards. AR
and VR, which provide the metaverse’s interface, are the two most prominent technol-
ogies driving the metaverse. On the other side, the metaverse may be affected by the
security and privacy problems raised by these technologies [39]. After analyzing the
metaverse current systems many metaverse security vulnerabilities are the most famous
and affect metaverse technology.

4.2  Security risks of augmented reality

Augmented Reality, or AR, is one of the metaverse’s basic foundations, and new
AR breakthroughs are unquestionably intriguing. New AR breakthroughs may be able
to give new instruments and methods for data collection. Simultaneously, augmented
reality opens up a slew of new possibilities for changing links between the virtual and
physical worlds. However, Augmented Reality (AR) is to blame for a slew of major
metaverse security issues, particularly when it comes to user privacy. The following
points will help security experts to consider the security vulnerabilities that may exist
in the metaverse as a result of augmented reality [40]. And artificial intelligence in
network [41]

e [fan AR gadget is hacked how this should affect the user’s privacy.
e How will AR companies utilize and protect the information gathered from users.
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e Where do firms keep augmented reality data, and what encryption mechanisms do
they use.

e Do augment reality corporations share augmented reality data with 3d parties, and if
so, for what reason and how do they use this data.

All the concerns highlight metaverse blockchain security vulnerabilities including
credential theft, social engineering, and denial of service (DOS). Here’s a quick run-
down of the most significant privacy concerns within metaverse as a result of Aug-
mented Reality technology.

Social engineering attacks. Anyone might use appropriate papers to confirm their
identification in the real world. Users in the metaverse, on the other hand, must employ
digital avatars to verify voice, video records, and face features. AR and VR gadgets allow
people to engage with each other and the metaverse. Using social engineering tactics
or identity theft strategies, hackers can persuade users to give personal information.

Credential theft. It is considered the most difficult metaverse difficulty that the
user might face currently is detecting theft. In the metaverse world, any other user with
access ability to private network credentials might simply take the legal user identity.
Wearable devices rather than bringing technology and helping us improve our lives
could be used by criminals or hackers to breach the credentials of network users’. In
reality, a big worry of merchants deploying shopping applications based on virtual
reality and augmented reality technology is hacking. Theft of credentials of network
users might jeopardize users’ personal information and financial data saved in their
accounts (metaverse user accounts).

Security risks of VR. Not only augmented reality (AR) technology is the only
one to blame for metaverse security vulnerabilities. Virtual Reality (VR) technology
also shares the blame for a slew of noteworthy privacy concerns in the world of the
metaverse. The reason why virtual reality (VR) is such a susceptible target within the
metaverse is many privacy problems arise from data gathered by Virtual Reality (VR)
technology, such as retina scans, using biometric data in face geometry, fingerprints,
and voice prints.

Identity theft, the loss of human connection, and Ransomware are the notable privacy
threats linked with the metaverse world as a result of virtual reality (VR) technology.

Identity theft. The metaverse’s virtual reality technology makes it a vulnerable
target for hackers and criminals for identity theft. Many deep learning techniques such
as deep fake and deep dream algorithms may readily assist in the manipulation of user’s
verification sound and pictures reaching the point where they appear as natural user data.
Consider the case where hackers have gotten access to a virtual reality headset’s data
such as motion-tracking. By using the hacked motion-tracking data from VR headsets,
the hackers could now simply create digital copies. Hackers can then utilize digital
replicas in conjunction with another person’s virtual reality experience to conduct an
attack that is known as a social engineering attack.

Ransomware. Ransomware according to many researchers considers the next
serious threat that reflects the use of virtual reality (VR) in the metaverse. Hackers
might, for example, embedded features in virtual reality platforms that mainly aims
to trick the platform users into disclosing their secret personal information shared
within the platform. Hackers may utilize vulnerabilities of the virtual reality within the
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metaverse for specific attacks such as ransomware attacks, much like they can with AR
social engineering attacks. Users’ metaverse experiences might be readily compromised
if hostile agents get access to virtual reality (VR) equipment that is used by users for
accessing the world of the metaverse.

Reduced perception of physical space. Losing the natural connection to the real
world is one of the biggest challenging entries between metaverse existing issues
beyond the boundaries of security and privacy. The immersive and extremely engaging
metaverse experiences made possible by VR technology are a major reason for the
metaverse’s success. VR, on the other hand, isolates a person far from his actual
world for a certain amount of time. Metaverse Users engrossed within virtual reality
encounters have no audio-visual link to the outside world. As a result, security problems
in the metaverse as a result of VR also extend to physical security concerns in the user’s
environment. And for avoiding any possible physical security difficulties within the
metaverse, users should constantly be mindful of their surroundings.

Radicalization and polarization. The last metaverse blockchain possible sec-
urity vulnerabilities would refer to the metaverse’s potential for radicalization and
polarization. The privacy and security threats within the world of metaverse that
have been explored so far are linked to technological shortcomings that enable the
metaverse. The security threats of radicalization and polarization within the world of
the metaverse, on the other hand, are derived from the fundamental premise of a shared
reality. Without a doubt, the metaverse world is a vast platform for combining various
apps, people, services, and assets. It can serve as the main access point for all resources
is critical to its success. The metaverse, on the other hand, proposes presence and
cohabitation in a shared, permanent virtual realm. Fusion of the drastically distinct as
well as perhaps conflicting user groups can raise serious security risks in the metaverse.
Many MMORPG gaming settings, for example, have documented incidents of low-
skilled players and cyber-bullying of females. All persons have their characteristics and
behave completely differently in the actual world. As a result, it’s quite conceivable that
they’d exhibit the same characteristics in the metaverse’s virtual environments. Some
users may be able to take advantage of how another user acts in the metaverse. As a
result of extreme conduct and polarization in the metaverse world, security and privacy
problems from harassment to trolling the metaverse arise.

5 Conclusion

The hidden side of the metaverse is shown in this examination of many metaverse
security vulnerabilities. Many of us have thought that the metaverse is inherently
safe from security and privacy threats because of blockchain. On the other hand, the
metaverse isn’t only about building apps based on blockchain technology. Augmented
reality and virtual reality technologies in the metaverse world can result in a host of
security and privacy vulnerabilities, such as social engineering attacks, ransomware
attacks, network credential theft, and identity theft. Hackers may be able to hijack the
identity of a user within the metaverse world by exploiting weaknesses in AR and VR
devices. Furthermore, the lack of a visual-audio connection to the physical world (real
world) makes the metaverse a physical security risk. Most significantly, polarization
and radicalization in the metaverse are huge security and privacy issue. Find out more.
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