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Abstract—Threats towards information systems have continued to increase 
and become more sophisticated, making security approaches a necessity for all 
types of organizations to ensure their protection. To implement an appropriate 
computer security policy, it is necessary to efficiently exploit the data that has 
become a valuable asset for these security systems, provided it is well used, 
controlled and monitored. In this paper, we focus on developing a decentralized 
solution based on Blockchain technology and IPFS (Inter Planetary File System) 
that can maintain and ensure the integrity of log files and sensitive information. 
The obtained results are promising, we obtained a distributed ledger of all log file 
transactions in a chronological sequence, which was shared among all Ethereum 
participants, allowing us to verify the log files’ integrity, validity, and auditability 
throughout their life cycle.
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1 Introduction

In the current context of the Internet of Things, Cloud Computing, Big Data and the 
interconnection of systems, the frequency and impact of cybersecurity incidents are 
strongly increasing [1]. Each organization has a considerable amount of data and infor-
mation, and the major challenge is to find the most reliable security solutions, hopefully 
to guarantee the traceability, accessibility, availability and integrity of data transfers.

Among these data, we can mention those of log files, which present a mine of infor-
mation allowing to measure the security level [2], to detect possible threats and to 
trigger possible actions to be taken, all in real time or not. The extraction of useful 
knowledge using log files raises the issue of data integrity, because with each opera-
tion on the system, the risks of altering log data, whether voluntary or involuntary, are 
numerous. As an example, the post-intrusion steps during an attack are the deletion of 
the traces that the hacker may have left. This is done, in part, by deleting the logs and 
histories that can provide insight into the actions taken during the intrusion and possi-
bly into a network identity, so ensuring a methodology that can guarantee the exhaus-
tiveness, accuracy, precision and validity of the log files throughout their life cycle is 
our real challenged concern.
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To address this specific vulnerability, we propose a solution based both on Block-
chain and on IPFS (Inter Planetary File System). The blockchain with its immutable 
and irreversible character of the content, combined with a decentralized file storage 
system such as an IPFS, can provide a technical solution that allows maintaining the 
integrity of log files.

The rest of this paper is organized as follow. The second section presents the theo-
retical background. In the third section, we explain in details our proposed approach 
based on Ethereum networks. We present and discuss the obtained results in the fourth 
section. The fifth section concludes this paper and gives some perspectives to this work.

2 Theoretical background

2.1 Log files

Event logs are text files that record chronologically the events executed by a server 
or a computer application. The log files are a very important source of information [3]; 
they retrace all the events that occur during the activity of the system. These are often 
of great volume and come from everywhere, operating systems, application servers, 
sensors, etc.

Several research studies consider log files as a very useful data source in several 
areas: e-commerce [4], security [5, 6], cloud computing [7].

2.2 Blockchain

Blockchain is a modern secured technology for storing and transmitting informa-
tion. It operates without a central control organ and provides transparency and security 
through the validation of transactions by the network nodes [8].

The blockchain contains the history of all data exchanges made since its creation. 
As these data are shared between all its users and without intermediaries, everyone can 
verify their validity and confirm their integrity.

The three main principles inherent in this blockchain technology are [9]:

•	 Distributed ledger technology : All network participants have access to the distrib-
uted ledger and its unalterable record of transactions. With this shared ledger, trans-
actions are recorded only once, eliminating duplication of tasks.

•	 Unalterable transactions : No participant can change or alter a transaction once it has 
been posted to the shared ledger. If a transaction record has an error, a new transac-
tion must be added to reverse the error, and both transactions are then visible.

•	 Smart contracts : To speed up transactions, a set of rules and predefined instructions, 
called a smart contract, is deployed in the blockchain and executed automatically.
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Fig. 1. Blockchain structure [10]

2.3 Ethereum

Ethereum is an online exchange protocol, based on the blockchain, and open to 
decentralized applications [11].

The Ethereum network is composed of thousands of computers connected. They 
share a set of unalterable chained blocks called blockchain, where all transactions are 
recorded forever.

Ethereum is also the name of a cryptocurrency based on this technology, which is the 
second widely used cryptocurrency after BTC.

2.4 IPFS

IPFS ( Inter Planetary File System) is a decentralized file system that seeks to guar-
antee security, privacy and resistance to data censorship.

This peer-to-peer file sharing technique removes the possibility of censorship or 
unilateral deletion, because no single party owns or controls the data once it has been 
uploaded to the network, IPFS is a system that works according to the “search by con-
tent” scheme, i.e. every time we perform a search in IPFS, we have to tell the system 
“what we are looking for” instead of telling it “where to look for it” [12].
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Fig. 2. Movement of data in IPFS [13]

3 Literature review

Since the invention of the Blockchain, its applications have multiplied. Today, the 
use cases are very varied, and blockchain is becoming essential for many sectors. In the 
literature, several studies have been conducted based on blockchain technology, one of 
these research works is [14], in which the authors use the blockchain technology to 
build a secure electronic voting system that offers the equity and privacy of current 
voting systems, while providing transparency and flexibility. This system addresses 
some of the limitations of other existing systems, improves security, and reduces the 
cost of running a national election. In [15], Tanwar et al. propose an access control pol-
icy algorithm to improve data accessibility between healthcare providers, to implement 
the Hyperledger-based electronic medical record sharing system that uses the block-
chain concept, this solution can reform the interoperability of healthcare data-bases, 
providing increased access to patient medical records, device tracking, prescription 
databases, and hospital assets.

In [16], Smart cities support mission-critical applications that require protecting data 
and functionality from malicious and unauthorized use. Equipping the supporting plat-
forms with appropriate means for access control is demanding. To this end, they have 
proposed a new solution for distributed management of identity and authorization pol-
icies based on blockchain technology.

The field of education is also impacted by blockchain technlogy, papers [17, 18] have 
evaluated the advantages of blockchain technology and advocate a decentralized trust 
model for transactions based on an academic cryptocurrency. Blockchain is used in their 
approaches to manage content, instructional, and skill transactions, which are evaluated 
by students, instructors, and employers through consensus., this proposal has the poten-
tial to eliminate the gap between academia and the world of work, and aims to address 
the current challenges of an increasingly dispersed, open and pervasive higher education.
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In the age of Industry 4.0, most of digital payments are made through applications 
supported by a variety of payment gateways. Attackers can use these heterogeneous 
payment gateways to carry out harmful operations like as wallet account hacking. 
In [19], authors proposed a solution named BloHosT (Blockchain Enabled Smart Tour-
ism and Hospitality Management). It is a framework that allows tourists to communi-
cate with several stakeholders using a single wallet identifier linked to a cryptocurrency 
server to initiate payments. BloHosT uses an immutable ledger that eliminates the need 
for proofs during travel, allowing tourists to enjoy a stress-free vacation.

4 Proposed methodology

The major goal of this contribution is to offer an appropriate and efficient architec-
ture for securing log data, ensuring their integrity, and ensuring the log files’ survival in 
the scenario of destruction or unauthorized modifications.

This proposal is based on blockchain technology, which provides the best protec-
tion against data loss or corruption by duplicating all transactions and making them 
available on each network node. They cannot be changed or removed without the other 
members of the network agreeing.

The system architecture is presented in the following Figure 3:

Fig. 3. Proposed approach

In our proposed methodology, we combine two innovative distributed technologies: 
a peer-to-peer network for file storage (IPFS) and the Ethereum blockchain to record 
the unique fingerprint (hash) of each version of a log file saved in the storage system. 
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Cryptographic hashing algorithms can make it easier to verify that each block’s trans-
action data cannot be changed and that linked blocks in the blockchain can’t be deleted. 
The reason for this combination is to overcome the storage limit in a blockchain net-
work, since IPFS enables an entirely decentralized data storage with high scalability 
and uses distributed hash table technology (DHT).

A DApp (Decentralized application) created specifically for this project facilitates 
the interface between machine source that contains the log file to be secured, smart 
contract, and IPFS.

Our DApp provides true traceability of changes made. It continuously monitors our 
system log files to provide instant, accurate and complete information on access events 
and attempts. Once the log file is changed, it is uploaded to the IPFS via Dapp along 
with complete log events.

When a log file is uploaded to IPFS, IPFS generates hash of the log data version and 
returns it to the DApp. The smart contract will receive the IPFS hash and create a new 
transaction on the blockchain network with the IPFS hash as input data. The ethereum 
network will store smart contract transactions with log file hash data.

 On the Ethereum network, all members (nodes) share the same copy of the logs 
database. The blockchain is composed of blocks, each of which contains a list of trans-
actions. Each block has a timestamp, its own cryptographic hash and a hash reference 
of the previous block listed in the block header on the blockchain structure. The entire 
log file will be saved on IPFS, whereas the Blockchain will just store the IPFS log file’s 
hash. The hash log files that are recorded on the Blockchain, are the links to log files 
that are saved on IPFS, which are later accessible by network nodes.

5 Implementation and results

In order to implement our proposed solution, we have to go through several essential 
steps described as follows:

The first step in constructing a system is to install and open a Metamask account in 
order to obtain a wallet and manage Ethereum Blockchain transactions, Metamask is 
a cryptocurrency wallet based on the Ethereum Virtual Machine. It is therefore com-
patible with any EVM-based blockchain. It is a browser extension that allows you to 
interface with Dapps (decentralized applications).
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Fig. 4. Metamask interface

On Metamask (Figure 4), we select the Rinkebey test network which is a network 
used by protocol or smart contract developers to test, in a production environment, both 
protocol upgrades and smart contracts prior to their deployment on the main network.

Then, we build our DApp using node.js and the necessary NPM (Node Package 
Manager) dependencies like (Figure 5).

Fig. 5. NPM dependencies

DApp will manage the interaction between the log file, IPFS and Ethreum block-
chain and it contains information about the user’s private Ethereum wallet address, log 
file path, public contract address and others.
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The next step is to create and deploy a smart contract on Ethreum Remix IDE using 
Solidity programming language, we compile the smart contract and use injected Web3 
to deploy it.

Fig. 6. Ethereum smart contract deployment

We use Etherscan, an Ethereum BlockExplorer, to verify the contract deployment.  
A BlockExplorer is a search engine that allows users to find transactions on the 
Ethereum blockchain easily and accurately. Etherscan improves Blockchain transpar-
ency by indexing and making all Ethereum Blockchain transactions accessible in the 
most transparent and easy way possible.

When we have a change in our log file, the DApp will load the new version of the log 
in the buffer and will send it to IPFS by apfs-api, IPFS will save the log file and return 
the hash from the file by IPNS to the web DApp and smart contract Ethereum.

Ethereum will use the smart contract with input data (IPFS hash), by sending a trans-
action, the hash of the log file was saved in blockchain.

On the Blockchain, smart contract transactions with file hash data will be stored 
and and transaction recipts will be transmitted to the DApp web via web3. Transaction 
receipt is smart contract transaction information such as transaction hash, nonce, Time-
stamp, hash block, block number, input data (ipfs hash) gas used, gas price, and others.
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Fig. 7. Transaction details

On Etherscan you can track the different transactions and consult the versions of the 
log file.

Fig. 8. List of transactions

Each transaction contains input data in the form of an IPFS hash that refers to a dated 
version of the log file.

Fig. 9. Transaction details: IPFS hash
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Using this hash stored with the IPFS gateway URL we can retrieve the full version 
of our file on IPFS.

Fig. 10. Sequence diagram for different interaction types

As a results, we have obtained a register of all the log files transactions in chronolog-
ical order, this register is shared between all the users of the Ethereum network and they 
can access the different versions of the log files. If the log source machine is attacked 
and a hacker tries to modify the file in question, he would not be able to modify the 
hash stored on the Blockchain. Another member of our Ethereum network would then 
be able to compare the legitimate hash with the hash of the compromised file and would 
immediately know that the data has been modified and can access the original ver-
sion. This blockchain integrity and historization feature helps us to ensure the integrity, 
validity, and auditability of log files throughout their lifecycle.

6 Conclusion

In the today’s context of big data, where the volume of data processed and stored is 
greater than ever, it is critical to take measures to protect the integrity of the data col-
lected for analysis and intrusion detection systems. To preserve log data of our context, 
we present in this paper a methodology to secure log files and sensitive data in order to 
solve the problem of assuring the survival and tracking of log file modifications.

Our proposed solution is mainly based on blockchain technology, which provides 
for the decentralized, secure, and transparent recording of a set of transactions in the 
form of a chain of blocks. Since the cost of storing huge files in the blockchain is pro-
hibitively expensive, our proposed methodology saves only the file’s fingerprint on 
the chain rather than the file itself. We did this by storing the log files on the IPFS and 
generating a hash code that would be saved to the blockchain.
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Furthermore, we can see that our hybrid approach, which uses Blockchain and IPFS, 
and interacts with a decentralized application dedicated to coordination, has provided 
us with an accurate, transparent and immutable view of the time-stamped version his-
tory of the log files.

Our future work will focus on the integration of Blockchain technology in an IoT 
environment in order to secure the log files of IoT devices in the hope of preventing 
some cyberattacks that target the availability and integrity of logs.
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