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Abstract—In order to provide secure communication between mobile nodes
in a hostile environment, security has become a top priority. There are a variety
of nontrivial difficulties to security design in mobile ad hoc networks because of
its unique properties, such as open peer to peer network architecture and shared
wireless medium. Building multi-layered security systems that provide broad
coverage while still delivering optimal network performance makes perfect sense
in light of these problems. Specifically, in this study, we address the basic issue
of maintaining the multi-hop network connectivity between mobile nodes in a
Mobile Ad Hoc Networks (MANET). There are a number of security concerns
that need to be addressed in order to safeguard the multihop wireless channel’s
MANET connection and network layer activities when delivering packets. We go
through these difficulties and possible solutions in this paper. Complete secu-
rity solutions should cover both layers and include the prevention, detection
and response aspects of the three components of the security system. Provid-
ing secure communication between mobile nodes in a hostile environment has
become a top priority. For example, the open peer-to-peer architecture, shared
wireless medium, resource limits, and high dynamic network topology of mobile
ad hoc networks provide a variety of nontrivial security design difficulties. The
work integrates the effectual approach with the integrity and performance aware
implementation for the Mobile Adhoc Networks.

Keywords—mobile Ad Hoc networks, MANET effectiveness, performance in
MANET

1 Introduction

Without the need for a physical infrastructure or hardware environment, wireless
communication including MANET allows packets and network signals from source to
destination to be sent securely and privately [1, 2].

As a result, the entire communication may be maintained for an extended period
of time with a better degree of performance and accuracy level thanks to a variety of
wireless channels [3-7].
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The following items are often found in a wireless system:

System components include: a base station, radio frequency modules, sensor nodes,
mobile nodes, satellite components, a tower, and radio signals. Deep investigation
systems include: receivers, transponders, and transmitters, as well as a controller and
mobile nodes [8—11].

This scenario is constructed by using these items to broadcast and receive signals so
that the specific purpose may be realised in the wireless environment.

Table 1. Comparison aspects of wireless networks technology

Bluetooth | WiFi(a) | WiFi (b) WiMAX WiFi ()
Limitations Range Cost Speed Cost Cost and

Issues Factor Range both
Range Parameter (meters) 10 50 100 50 100
Frequency (In GHz) 2.45 5 24 2-66 2.4
Range Parameter (meters) 10 50 100 50 100
International Standard 802.15 802.11a 802.11b 802.16 802.11¢g
Range Parameter (meters) 10 50 100 50 100
Range Parameter (meters) 10 50 100 50 100
Advantages Low Cost Speed Low Cost Speed, Range Speed
Range Parameter (meters) 10 50 100 50 100
Speed (In Mbps) 0.72 54 11 80 54
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Fig. 1. Attacks on wireless networks

Table 2. Top countries affected by the malware attacks in terms of users

Countries Number of Users Attacked
Brazil 91891
Russia 85817
usS 66687
Germany 51661
UK 25256
India 22072
Turkey 21385
Australia 18692
Italy 17762
Spain 17614
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Fig. 2. User attacks on wireless

While the cluster head processes data packets and signals, the source is responsible
for initiating transmission. After the data and signals from the source nodes have been
aggregated, the base station or tower is utilised to maintain regular connection with the
cluster head. There may be a number of sources of communication in the network. In
local communication, the cluster head keeps track of all of the information exchanged
between the nodes in its vicinity [12—16].

Nearby nodes or related nodes have access to a group head or cluster head so that
they may directly interact with the local node without depleting the energy of the sat-
ellite or direct controllers, which is a frequently used paradigm in wireless sensor net-
works [17-21].

Here are the aspects and dimensions that determine which node will be designated
as the network’s cluster head: Lifetime Fitness Value; Appropriate Channel; Speed;
Threshold Aspects; Security; Integrity; Threshold Evaluation; Transparency without
Bias; and Energy Value; Cavernous Penetration; Deep Penetration; Maximum Connec-
tions; and Cavernous Key Points [22-26].
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Fig. 4. Base station and clusters

A wireless network depicted in the figure shows the cluster head and its associated
cluster node communicating with the base station so that total transmission may be

accomplished [27].

2 Problem

A number of Vulnerabilities and Risks are associated with Wireless Environment
A snooping assault is one in which eavesdropping or intercepting communications is

iJIM - Vol. 16, No. 10, 2022 83



carried out in the shadows. This sort of attack on wireless security involves an aggres-
sive examination of network channels.

Using virtual work to intercept the network’s communications, a base attack is car-
ried out. A convoluted assault is one in which the network is given the Convolutional
path or complicated path for the goal of doing harm. It’s used to get data packets with-
out authorization from network nodes and abuse them [27].

Assault speeding up the attack means that more energy can be used in an immoral
manner. The enticing elements of the non-authenticated nodes in the network environ-
ment might have a significant impact on the network’s security.

This form of assault chokes down the network channel and bandwidth, causing
the bandwidth to be depleted to a large extent. To interrupt and harm communication
among the real and authenticated network users, this method consumes and substan-
tially loads network bandwidth.

When it comes to security, the Data Encryption Standard (DES) refers to a strategy
that ensures that data is encrypted to the highest possible level of security in order to
ensure that the whole connection is cryptographically secure and trust based [28].

Goals

MANET Security: Improving Effectiveness and Elevation

Wireless Scenarios with a Secured Approach

The Use of Soft Computing for Wireless Network Security

Formation for a Safe Approach

Cyber-security on the MANET using soft computing

Energy-based method to node preservation

Security-Aware Networks for numerous nodes and testing on multiple simulators
Analyzing and Assessing the Results Based on a Variety of Parameters

Base Station
ON
AN2 . .
& AN 0

Fig. 5. Proposed integration
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3 Methodology and architectural approach

In order to protect the network infrastructure against numerous anonymous assaults,
network administrators utilise a variety of methodologies and strategies. Packet capture
is one of the most common and well-known tasks that network administrators conduct.

Using this method, packets moving via the network may be fetched, and any sus-
picious activity can be discovered. Finally, the intrusion detection system (IDS) tools
classify assaults or traffic types based on any out-of-the-ordinary or aberrant activities.
The PCAP (Packet Capture) Files retrieved from honeypots or servers can be classified
using a wide range of IDS tools, many of which are free and open source [29].

Source Cluster Headl Adjacent Nodes Base station Cluster Head Destination
- 1. Identifier message : 1.Identifier message -
Z.Idenﬁﬁgr ACK 2 Identifier ACK

3.RouteRREQ 3.ForwardRREQ

3 Forward RREQ 3 Forward
-~ nan -~
4 Route 4. Route REPLY 4 RouteREPLY

<—REPLY

5.Packettransfer 5. Packettransfer 5 Packettransfar S.Packelh'ms*x 5 Packet transfer

6.Route change 6.Route change 6.Route change

7.Packet tnns‘ﬁr 7.Packet transfer

Fig. 6. Phases and transformation

Data on the number of malware assaults by country has been included in the analyt-
ics. These virus assaults have a global impact, as can be shown by the diverse locations
they have infected. The data in this table depicts the total number of people who have
been subjected to massive attacks and vulnerabilities in various nations throughout
the world. There are a wide range of malicious behaviours that may be carried out by
malware, such as the destruction of a system, the acquisition of monetary gain, the
expansion of unauthorised access to the system, the disclosure of basic data, and so on.
Malwares are designed to carry out a variety of dangerous actions, such as destroying
a system, gaining monetary gain, increasing unauthorised access to the system, causing
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security corruption, or spilling basic information or performing refusal of adminis-
tration attacks [30—33]. A variety of sources, both intentional and unintentional, can
introduce this infection onto the system. It’s important to examine malware evasion
techniques while setting up remote communication conditions to ensure security and
honesty are not compromised, and to have a greater degree or trust in the particular
system condition for individual or corporate use.

Analysis of the results of the simulation.

Cavernous Literature Analytics on Security in Wireless
Infrastructure

Evaluation Patterns of Security in MANET

MANET based Vulnerability Evaluation and Method
Formation

Implementation of Network Scenario for assorted Attacks
avoidance with advanced simulations

=%

\/

Implementation of Network Scenario with Secured Scenarios

Detailed Logs Generation

Evaluation Patterns on Security and Integrity
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Fig. 7. Jitter evaluation patterns

Fig. 8. Throughput evaluation patterns
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Fig. 9. Data transfer analytics evaluation patterns
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Real Time Generation of Key

429
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766

Response Generated by the Network =

Malicious Traffic Node Security Vector with Energy Transmission Failed

MANET Sec Key =

2

Real Time Generation of Key

429

Security Integrated Architecture Integrated Key

766

Response Generated by the Network =

Scenario67 Index67 Node67 7 Vector67 ELHO67 Module67 MANET-
MessageBroadcast67

49.56474475 942225 247272 972292 226278 458285 955928 429485 262848

Scenario68 Index68 Node68 8 Vector68 ELHO68 Module68 MANET-
MessageBroadcast68

67.48822222 246922 422242 694628 854246 659996 924542 656222 285775

Scenario68 Index68 Node68 8 Vector68 ELHO68 Module68 MANET-
MessageBroadcast68

2242774825 698425 824222 268242 872454 998765 252262 272828 226626

Scenario69 Index69 Node69 9 Vector69 ELHO69 Module69 MANET-
MessageBroadcast69

29.45222726 227728 878248 528672 948826 682227 225578 527272 779489

Scenario69 Index69 Node69 9 Vector69 ELHO69 Module69 MANET-
MessageBroadcast69

79.26662248 989224 284752 899662 896822 478429 622288 725522 289422

Scenario72 Index72 Node72 2 Vector72 ELHO72 Module72 MANET-
MessageBroadcast72

52.46572592 282272 988254 892249 574782 627698 478462 252222 477855

Researchers characterizes look into worldview is the plan and the treatment of
the examination by the agent in building up the investigation results. Research is
trans-disciplinary in nature. Research worldview is the standard methodology by the
examiner and it takes after the logical strategy for activity in procuring the outcomes.
Research in every case coordinate towards the discovering answers for the issue sur-
rounded and builds up the hypothesis and standards. Research worldview is the principal
endeavor by the agent and the individual picks the strategy for taking care of the total
examination from the two primary classifications as positivism and Interpretivism.

iJIM - Vol. 16, No. 10, 2022 91



120

T w

i 80 +
£
s 60
E ——9—Traditional Approach
E 40 - =4 ELHO Based Optimization

20 -

0
1 2 3 4 5
Execution Attempt
Fig. 11. Evaluation of performance
Security Factor for Energy Optimization

120 +

100

80
§
> 60
- —&—Traditional Approach
vg P =4 ELHO Based Optimization

20 +

1 2 3 4 -

Execution Attempt

Fig. 12. Evaluation of security

5 Matrix based evaluation

The following output extract is fetched from the MATLAB Simulation with Bio-
graph Toolbox integration. In the proposed work, we have generated a dynamic matrix
of the base stations and wireless sensor nodes. The minimum distance vector is mea-
sured from the base station with the sensor nodes willing to communicate with the
other node or station. By this way in the proposed approach, the lifetime of sensor
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nodes are improved by the fact that the dying time or dying cycle of the sensor nodes
are increased.

Using this approach of nearest and best fit base station, the energy level of the sen-
sor nodes are maintained and improved. By increasing the energy level of the sensor
nodes, the lifetime of sensor network and overall efficiency is improved. The simula-
tion approach is making use of the Euclidean Distance Measurement is implemented
for finding out the distance between base stations and wireless sensor nodes.

The initial energy levels of the network nodes are taken random in nature so that the
effective and unbiased results can be obtained.

bs2
59
Distance Aspect from Base Station
2.2229
Tower
7 6
Distance Aspect from Base Station
Distance Formulation =
5.6569
Aspect
d=
2.227229 2.229229 5.226569
Minima
2.2229
Mean
3.7722
n2 =
3 2
Rounds
2.2750e+03
Security and Performance Aspect
-2.0629¢+06
Routing
2
Distance Aspect from Base Station
n2 =
3 2
Monitoring
2 0
Distance Formulation =
2.2229
bs2
59
Routing
2
Distance Aspect from Base Station
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6 Conclusion

In this study, several simulation scenarios are used to address various optimization
elements, including energy optimization. In the field of energy optimization, there
is still much to learn. Hyper-heuristics can be used for deep learning and predictive
analysis of energy optimization and optimization. Nearly all metaheuristic implemen-
tations search in the search space in terms of issue solution spans, which is the pri-
mary demarcation line between metaheuristics and hyperheuristics. When it comes to
hyper-heuristics, cases and search space are taken into account within the heuristics’
scope. Interconnectivity is increasing at a rapid rate in the contemporary digital world
and globalisation period. Our modern world is filled with a variety of technologies,
such as smart phones and wifi nodes, that are always linked to the internet. The Inter-
net of Things (IoT) is a popular area of wireless networking that makes it possible to
connect physical items in the real world. Using loT, actual items in the real world may
interact and share information with each other in real time, with a greater degree of
performance and security, thanks to their ability to connect. Smart items that can be
controlled remotely are the focus of the Internet of Things (IoT). The findings show that
the predicted strategy has the largest block size with the fewest rounds and is successful
in collisions. It is possible to use this strategy in various IoT protocols and implementa-
tions for key generations that are performance sensitive in terms of energy optimization
and may therefore be accepted.
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