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Abstract—The rapidly growing 3D content exchange over the internet makes 
securing 3D content became a very important issue. The solution for this issue 
is to encrypting data of 3D content, which included two main parts texture map 
and 3D models. The standard encryption methods such as AES and DES are 
not a suitable solution for 3D applications due to the structure of 3D content, 
which must maintain dimensionality and spatial stability. So, these problems are 
overcome by using chaotic maps in cryptography, which provide confusion and 
diffusion by providing uncorrelated numbers and randomness. Various works 
have been applied in the field of 3D content-encryption based on the chaotic 
system. This survey will attempt to review the approaches and aspects of the 
structure used for 3D content encryption methods for different papers. It found 
the methods that used chaotic maps with large keyspace are more robust to var-
ious attacks than other methods that used encryption schemes without chaotic 
maps. The methods that encrypting texture, polygon, and vertices for 3D content 
provide full protection than another method that provides partial protection.
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1 Introduction

Dealing with data over the communication network such as video and images is 
increasingly used in our daily lives. In addition to videos and images, 3D content is 
widespread nowadays in various applications and technologies, including virtual real-
ity and augmented reality technology, industry, medical and military, so protecting 
3D content from unauthorized use is necessary. The encryption process is applied to 
achieve a high level of confidentiality, integrity, and security for 3D content when trans-
mitted via unsafe channels [1–3]. 3D content is classified into two types: 3D surface 
model and 3D solid model, the 3D surface model representing the shell/boundary of the 
object model, and the 3D solid model representing the volume of the physical object 
model, the 3D surface including vertices (point cloud), polygon, and textures [4]. There 
are many proposed encryption schemes some of them have been adopted and standard-
ized in the world; however, they are not suitable for 3D content, such as Advanced 
Encryption Standard (AES) and Data Encryption Standard (DES), because the problem 
of encrypting 3D content due to the application requirement and the data structure 
such as format compliance, content usability, complexity, real-time performance, and 
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security level [5]. Chaotic systems are attracted and adopted by the researcher in cryp-
tosystems because they have excellent properties such as sensitivity to the initial con-
dition, control parameter, ergodicity, randomness, deterministic, periodicity, and high 
speed [6,7].

search have been proposed to develop robust 3D content encryption schemes. This 
survey focused on and interested in the schemes that encrypted 3D content using cha-
otic maps and found some papers [4,18–23] are used chaotic maps in encrypting 3D 
content, and the remaining other papers [5,16,17] are used encryption schemes without 
chaotic maps.

2 3D content

The 3D content is a data representation in three dimensions which is embodied by 
a 3D object and a material in a virtual space. The 3D object illustrates the geometry 
representation of 3D content where it is represented by 3D modeling; hence it is char-
acterized by a material. The object surface physical characteristics are defined by the 
material, which is represented by a texture map. The texture is a wrapper upon geome-
try. The 3D content structural elements, including

•	 Texture map: The texture map is a 2D image that overlaid upon the geometry of a 3D 
model that improves surface details to add realism to computer graphics. It consists 
of an array of elements representing texture space where each element in the array 
is called Texel, texture element, or texture pixel. Each Texel is assigned to a vertex 
of the 3D object; it maps pixels from a texture to a 3D surface (wrapping the image 
around the 3D object), as shown in Figure 1.

Fig. 1. Concept of texture mapping

•	 3D models: The 3D model is a mathematical representation of a 3D object in digital 
space; it included four main 3D representations, which are
a) Point cloud: is a set of vertices represented by x, y, and z coordinates. These 

vertices are used to demonstrate the external surface of an object.
b) Polygon meshes: it consists of vertices, edges, and facets.
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c) Volumetric model: is a set of volumetric elements (voxels) which demonstrate a 
value on a regular grid in a three-dimensional space.

d) Parametric surface: is specified by a parametric equation with two parameters. [8, 9].

3 3D content encryption approaches

3D content encryption can be classified into two main parts texture map encryption 
and 3D model encryption. In texture map encryption, the 2D image, which represents 
the surface details and the wrapper of the geometry 3D model will be encrypted. In 3D 
model encryption, the mathematical representation of the 3D object will be encrypted 
in a three-dimensional Cartesian space R3 [8].

4 Cryptography based chaos theory

The proportionate mixture of chaotic mathematical theory and the science of cryp-
tography is called chaotic cryptography. The chaotic system consists of dynamic 
equations that vary with time. When the dynamic system satisfies the flowing three 
conditions, it will be considered as chaotic.

•	 Sensitive to initial conditions.
•	 Topological mixing.
•	 The density of periodic orbits [7].

The relationship between cryptography and the chaotic system makes a cryptogra-
phy base chaos normal candidate for cryptography and secure communication. Similar 
properties have been shared between chaotic systems and cryptographic such as con-
trol parameters, sensitivity to the initial conditions, unstable periodic orbits with long 
periods, and random behavior. Due to the random behavior, the system output seems 
random in the attacker’s view, whereas it appears as defined in the receiver’s view and 
decryption is possible [10–12].

The chaotic system is applied in a cipher system using two ways.

a) A chaotic system is used to generate a pseudorandom keystream.
b) Use the secret keys or plaintext as the control parameters and initial conditions.

The chaotic system and cryptography have similarities and differences that are 
illustrated in Table 1.

Table 1. Similarities and differences between chaotic systems and cryptography systems [10]

Chaotic System Cryptography System

Phase space: a set of a real number Phase space: a set of an integer number

Use iterations Use Rounds

Parameters Key

Sensitive to initial condition and control parameter. Diffusion
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5 Chaos based data cryptosystem architecture

The chaos-based data cryptosystem architecture consists of two main stages: the 
confusion and diffusion stages. Diffusion means spreading out of the influence of a 
single plain text digit over many ciphertext digits to hide the statistical structure of the 
plain text. To achieve confusion and diffusion robust key sequence must be generated 
[13]. Figure 2 illustrates the architecture of the two stages.

Secret Key

Confusion

(data permutation)

Key generators

Diffusion

(Data value modification)

N Rounds

M Rounds

Cipher textPlain text

Fig. 2. The architecture of chaos-based data cryptosystem

In the confusion stage, the data values are permutated where just the position of 
the data is scrambled without changing the data value, so the data will be unrecogniz-
able but performing just confusion stages on the data make it not very secure because 
the attack may be breaking it, so to increase the data security and enhance the secu-
rity level the second stage (diffusion) must be applied, wherein this stage the data 
values will be modified using the sequence generated by the chaotic system. To sat-
isfy a good security level, the confusion and diffusion round must be repeated several 
times [7,14,15].

6 Insight into different 3D encryption techniques

Alireza Jolfaei et al. in 2016 [5] proposed a novel texture encryption scheme where 
they used fast stream cipher Salsa20/12 to encrypting texture images by using per-
mutation and bit masking operation. The encryption process involves scrambling the 
lower nibble-image using zigzag permutation and using Salsa20/12 to encrypt the 
upper nibble-image. The proposed scheme has satisfied security requirements, and it 
is lightweight and protects the texture from partially leaked. The encryption speed of 
the scheme has a better speed profile than encryption by 128-bit AES. The 500 sample 
texture images are used to implement and test the proposed scheme. The implemen-
tation scheme results show that the scheme is better than 128 bit AES in encryption 
performance.

Ngoc-Giao Pham et al. in 2018 [16], the authors presented a random encryption 
method for encrypting 3D printing models (3D triangle mesh). After the geometric 
transformation process, the proposed method encrypted the vertices of each distorted 
facet randomly using a secret key produced from the Hash function. The geometric 
transformation, including shear transformation, destroyed each facet of the 3D printing 

118 http://www.i-jim.org



Paper—Survey on 3D Content Encryption

model and 3*3 vertices matrix constructed from the vertices of each destroyed facet. 
The constructed matrix coefficients are encrypted randomly using the random numbers 
of another matrix so that the encrypted 3D printing model will be generated. After 
the encryption process, the entire 3D triangle mesh is altered. The experimental result 
shows that the proposed method is highly efficient and has high security for 3D printing 
models.

Najlaa Hamza et al. in 2019 [17], the authors proposed a method for encrypting the 
3D object model using the Transformation, Substitution, Folding, and Shifting (TSFS) 
algorithm. The encryption method takes the vertices of the 3D model and inputs them 
to the TSFS algorithm. The four stages in TSFS based on three keys wherein Transfor-
mation step, the position of the vertex will be changed, in the substitution step, each 
component of the data matrix will be altered with another element, in the folding step, 
the elements of the matrix are folded in a diagonal, horizontal and vertical manner and 
in shifting step which is the last step of TSFS it uses of element 16 in a set of numeric 
digits for replacing the code with another one. The experimental results show that the 
proposed method succeeded in encrypting the 3D model where the system has achieved 
effective and strong security.

Xin Jin et al. in 2016 [18], the authors encrypting the 3D point clouds using a method 
based on chaotic maps, they proposed two methods for encrypting 3D point clouds the 
first method is: using Logistic chaotic mapping to generate three random sequences 
Random Vector (RV). Each 3D point clouds coordinate is shuffled randomly by each 
random vector; the second method is using the logistic mapping to generate 3*1 trans-
late vector Random Transformation Matrix (RTM) and random invertible rotation 3*3 
matrix, then the translate vector and random rotation matrix are used to project each 3D 
point to another random place in the homogenous coordinate. The authors used differ-
ent 3D point clouds to test the above two encryption methods of the 3D point cloud, and 
they evaluated the encryption results using the VFH (Viewpoint Feature Histogram).

Xin Jin et al. in 2017 [19] focused on the 3D textured from the 3D content to pro-
vide security and privacy for 3D content. The authors encrypted 3D textured models 
using proposed 3D Lu chaotic maps. They used the 3D Lu chaotic map for encrypting 
textures, vertices, and polygon, then gathering these encrypted content to form the final 
encrypted 3D texture model. The experimental results show that the proposed method 
can correctly encrypt the 3D textured model and resisting to brute- force attacks.

Ji Xu, Chen Zhao, and Jun Mon in 2020 [20] proposed a novel 3D image encryption 
algorithm based on a new discrete chaotic maps system. Novel chaotic system charac-
teristics are analyzed by Lyapunov exponent, phase diagram, and bifurcation diagram. 
The encryption scheme is destined for 3D image file through the analysis results firstly: 
the initial condition of the discrete system is changed using the SHA-256 hash function, 
which produced a hash value that used to change the initial condition of the system, 
second: used the chaotic sequences to scramble and spread 3D image file coordinate 
value using diffusion algorithm of Arnold matrix and DNA. The proposed encryption 
algorithm for 3D image files has higher security to maintain the resistance for the con-
ventional attack.

Benson Raj et al. in 2020 [21], the authors proposed an encryption system that uses 
a 3D Arnold cat map to encrypting the 3D mesh model. The 3D mesh model encrypted 
using substitution and shuffling based on Arnold cat map where the vertices and faces 
are substituted and shuffled separately in the proposed cryptosystem. Then, they are 
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composed together to constitute the final encrypted model. The 3D Arnold map gener-
ated confusion and diffusion that would be done through each round in which a good 
substitution and shuffling are performed. More security will be achieved in the 3D 
mesh model through chaotic function by using substitution and shuffling. The results of 
the encryption system show that the 3D models were resisted various attacks.

Xingyuan Wang et al. in 2019 [22] proposed the scheme in which the 3D object is 
converted into 2D objects as the same as of image format to perform encryption on it. 
The encryption scheme is performed via two phases: the confusion phase and diffusion 
phase. During the confusion phase, the authors have introduced random points. During 
the diffusion phase, the authors divided the floating-point data into two parts: the integer 
and decimal parts. The integer part was encrypted using XOR operation, and the deci-
mal part was scrambled only. The security analysis has shown that the results are close 
to the ideal value, leading the scheme to be highly secured and resist common attacks.

Chaochuan Jia et al. in 2019 [23], the authors proposed two schemes for encrypting 
the 3D point cloud using a chaotic cat map. In the first scheme, permutation using 2D 
cat map(P2DCM), which has time complexity is O(3N2), the authors used 2D cat map 
to perform permutation for each coordinate (x, y, z) in every point cloud. In the second 
scheme Random Transformation Matrix using 3D Cat Map(RTM3DCM) with time 
complexity is O(6M), the authors used a 3D cat map to generate a random transforma-
tion matrix to transform a point in 3D space into a different position.

Xin Jin et al. in 2020 [4], the authors proposed an encryption method that encrypts 
point cloud, polygon, and textures using multi-level chaotic maps; for vertices, the 
authors encrypt them by using a high-level 3D Lu chaotic map. The authors use a 1D 
Logistic map and DNA coding to encrypt textures and use 2D Arnolds’s cat map to 
encrypt polygons. The experimental results illustrate that the proposed method has a 
similar performance with other methods using the same multi-level chaotic maps for 
vertices, polygons, and textures, but the proposed method has less execution time. The 
proposed method also can resist more attacks such as correlation attacks, brute force 
attacks, and statistic attacks.

7 Security analysis of the encryption schemes

A good 3D model encryption scheme should resist all kinds of known attacks, such 
as various brute-force attacks and statistical attacks [4,10].

7.1 Resistance to brute-force attack

•	 Key Space Analysis: The decryption key can be found by checking all possible keys 
by several tries; this refers to a keyspace. The 3D model encryption scheme should 
have a large keyspace to resist various attack types. If keyspace is not large enough, 
it will be broken down by exhaustive search and will obtain the secret encryption 
key.

•	 Key Sensitivity Analysis: The good encryption scheme must be sensitive to the 
secret key used, so a small change in the secret key must produce a large different 
encrypted or decrypted 3D model. A Chaotic system is sensitive to the initial value 
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and system parameter. When a light difference has been made, this will lead to a 
failure decryption process. So, using Chaotic systems in encrypting the 3D model 
will increase the security of the encryption scheme.

7.2 Resistant to the statistical attack

•	 Histogram analysis: The viewpoint feature histogram (VFH) represents point clus-
ters for cluster identification. The VFH is used to evaluate 3D vertex encryption. 
When the VFH of the encryption process different from the VFH of the decryption 
process. So, the statistical attack will be impossible [4].

•	 Distribution of occupied positions: The 3D vertices occupied positions are analyses 
by computing the distribution occupied position 3D vertices for normal 3D vertices 
and encrypted 3D vertices.

8 Comparative analysis

This section will be explaining the comparative between the encryption methods on 
3D content based on the main aspect (Type of 3D content encryption, Method based 
and Characteristics). Table 2 shows a comparative analysis for the methods explained 
in the section above.

Table 2. The comparison between methods

Authors
Type of 3D 

Content 
Encryption

Method Based Characteristics Limitations

Alireza 
Jolfaei
et al. [5]

Texture 
Encryption

• Selective AES.
• Full AES.
• Salsa20/12 stream 

cipher (Salsa dance).
• Bit masking and 

permutation.

• Salsa20/12 
lightweight 
encryption.

• Salsa20/12 has 
better speed than 
selective AES and 
full AES.

• Encrypting 
texture only.

• Partial protection 
for 3D content.

Ngoc-Giao 
Pham et al. 
[16]

3D Triangle 
mesh
(Set of 
facets)

• Key from Hash 
function.

• Geometric 
Transformation.

• (Shear facets 
Transformation).

• High efficient.
• High Security.
• Speed depends 

on the number of 
facets.

• Encrypting facets 
only by the shear 
process.

• Partial protection 
for 3D content.

Najlaa A. 
Hamza et al. 
[17]

Vertices 
of the 3D 
model.

• Three keys are 
generated from a 
random number 
generator.

• Transposition, 
Substitution, Folding, 
and Shifting (TSFS) 
Algorithm for vertices.

• High security.
• Speed depends 

on the number of 
vertices.

• Encrypting 
vertices only.

• Partial protection 
for 3D content.

(Continued)
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Table 2. The comparison between methods (Continued)

Authors
Type of 3D 

Content 
Encryption

Method Based Characteristics Limitations

Xin Jin et al. 
[18]

3D point 
cloud

• Logistic chaotic 
mapping

• Random Vector(RV) 
shuffle point clouds.

• Random Transformation 
matrix(RTM) shuffle 
point clouds.

• Resistant to 
brute-force attack 
because keyspace 
is large.

• Speed depends 
on the number of 
points in the cloud.

• Encrypting points 
in the cloud only.

• Partial protection 
for 3D content.

Xin Jin et al. 
[19]

3D textured 
model

• 3D Lu Chaotic 
mapping.

• Resistant to brute-
force attacks and 
statistical attacks 
because the 
keyspace is large.

• Speed depends 
on the number of 
vertices.

• Non

Jixu,
Chen Zhao 
and Jun Mon 
et al. [20]

Vertices 
of the 3D 
model

• SHA 256 hash value
• Chaotic System.
• Arnold matrix and DNA 

Algorithm.

• Resistant to 
conventional 
attack.

• High-security 
features.

• Encrypting 
vertices only.

• Partial protection 
for 3D content.

Benson Raj 
et al. [21]

3D mesh 
model

• 2D Arnold cat map.
• 3D Arnold cat map.
• Permutation and 

substitution for vertices 
and faces.

• Resistant to various 
attacks.

• Large keyspace.

• Encrypting 
vertices and 
facets only.

• Partial protection 
for 3D content.

Xingyuan 
Wang et al. 
[22]

3D triangle 
model

• Uses Hash-256 to 
generate the 256-bit key.

• 1D Logistic map to 
generate a sequence.

• Use sequence for 
permutation and 
scramble plain text.

• Encryption using XOR 
and scrambling.

• Resistant to brute-
force attacks and 
statistical attack

• It has high security.

• Encrypting points 
of triangular 
facets only.

• Partial protection 
for 3D content.

Chaochuan 
Jia et al. [23]

3D point 
cloud

• Permutation using 2D 
Cat Map (P2DCM).

• Random Transformation 
Matrix using 3D Cat 
Map (RTM3DCM).

• Resistant to brute-
force attacks and 
statistical attacks 
because the 
keyspace is large.

• Speed depends 
on the number of 
points in the cloud.

• Encrypting points 
in the cloud only.

• Partial protection 
for 3D content.

Xin Jin  
et al. [4]

3D textured 
model
(vertices, 
Polygons, 
and textures)

• 1D Logistic map 
and DNA coding for 
encryption textures.

• 2D Arnold cat map for 
encryption polygons.

• 3D Lu chaotic for 
encryption vertices.

• Resistant to Brute-
force attacks, 
statistical attack, and 
correlation attack.

• Speed depends 
on the number of 
vertices.

• Non
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9 Conclusion

In recent years, the security of 3D content has become a very important issue, espe-
cially when data exchanging over an open network and internet. This paper studies 
and reviews the methods of encrypting 3D content. Many encryption methods are 
compared and published in 2016–2020. The review paper includes most encryption 
methods based on chaotic map systems to encrypt vertices, polygon, and texture based 
on confusion and diffusion, thereby increasing its resistance to various attacks such 
as brute-force attacks and statistical attacks. This survey found that the methods that 
used chaotic maps with large keyspace are more robust to various attacks than other 
methods which are used encryption methods without chaotic maps and the methods 
which encrypting texture, polygon, and vertices for 3D content provide full protection 
than another method which encrypting some part of 3D content, so they provide partial 
protection.
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