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Abstract—The multimedia application developments in recent years lead to
the widespread of 3D model applications. It becomes more popular in various
fields as well as exchanging it over the internet. The security of the 3D mod-
els is a very important issue now a day, so the scheme for encrypting the 3D
model will be proposed in this work. In this proposed scheme, the 3D polygon
mesh model will be protected through the encrypting process based on a 3D
Lorenz Chaotic map where the vertices value of the 3D polygon mesh model
will be modified using 3D keys generated by 3D Lorenz Chaotic Map, which
has excellent property and provides a good diffusion. The proposed scheme was
implemented on various 3D models, which have a different number of vertices
and faces. The experimental results show that the proposed scheme has good
encryption results, which were noted through completely deforming and chang-
ing the whole shape of the 3D models. The Hausdorff Distance (HD) and histo-
gram metrics are adopted to calculate the matching degree between the original
and extracted model. The results show that the original and extracted model are
identical through the values of HD, where they are approximately zero, and the
histogram visually is identical.
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1 Introduction

Recently, information technology security became a very important issue where the
transmission of digital data through an unsecured channel such as the internet will lead
to security threats and attacks on data. Various encryption algorithm types are proposed
to convert data into unrecognized forms and prevent unauthorized user access [1-5].
The 3D model applications now days are developed and become more popular such as
virtual reality, Computer-Aided Design (CAD), 3D printing, and digital visualization,
so providing security for 3D model becomes an important matter and must provide a
high level of confidentiality, integrity, and protection against unauthorized access for
data, so the problem of the thread must be solved [6, 7]. There are many proposed
encryption schemes some of them have been adopted and standardized in the world;
however, they are not suitable for a 3D model such as Advanced Encryption Standard
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(AES) and Data Encryption Standard (DES) because the problem of 3D model encryp-
tion due to the application requirements and the data structure such as format compli-
ance, content usability, complexity, security level and real-time performance [8], to
overcome these problems, various encryption methods based on chaotic cryptography
have been implemented. Chaotic systems are attracted and adopted in cryptosystems
by the researcher because they have excellent properties such as sensitivity to initial
condition and control parameter, ergodicity, randomness, deterministic, and periodic-
ity [9—11]. In this paper, the encryption algorithm of the 3D model will be introduced
based on the key generated from the chaotic map.

2 Related work

Benson Raj et al. in 2020 [1] proposed an encryption system that uses a 3D Arnold
cat map to encrypt the 3D mesh model. The 3D mesh model encrypted using substi-
tution and shuffling based on Arnold cat map where the vertices and faces are substi-
tuted and shuffled separately in the proposed cryptosystem. Then, they are composed
together to constitute the final encrypted model. The 3D Arnold map generated confu-
sion and diffusion that would be done through each round in which a good substitution
and shuffling are performed. More security will be achieved in the 3D mesh model
through chaotic function by using substitution and shuffling. The results of the encryp-
tion system show that the 3D models were resisted various attacks.

Xingyuan Wang et al. in 2019 [7] proposed the scheme in which the 3D object is
converted into 2D objects as the same as of image format to perform encryption on it.
The encryption scheme is performed via two phases: the confusion phase and diffusion
phase. During the confusion phase, the authors have introduced random points. During
the diffusion phase, the authors divided the floating-point data into two parts: the inte-
ger and decimal parts. The integer part was encrypted using XOR operation, and the
decimal part was scrambled only. The security analysis has shown that the scheme is
highly secured and resistant to common attacks.

Chaochuan Jia et al. in 2019 [12], the authors proposed two schemes for encrypting
the 3D point cloud using a chaotic cat map. In the first scheme, permutation using
2D Cat Map(P2DCM), which has time complexity is O(3N2), the authors used a 2D
cat map to perform permutation for each coordinate (x, y, z) in every point cloud. In
the second scheme, Random Transformation Matrix using 3D Cat Map (RTM3DCM),
which has a time complexity is O(6M), the authors used a 3D cat map to generate a
random transformation matrix that was used to transform a point in 3D space to a dif-
ferent position.

Ji Xu, Chen Zhao, and Jun Mon in 2020 [13] proposed a novel 3D image encryp-
tion algorithm. They proposed an algorithm based on a new discrete chaotic maps sys-
tem. Novel chaotic system characteristics are analyzed by Lyapunov exponent, phase
diagram, and bifurcation diagram. The encryption scheme is destined for 3D image
file through the analysis results firstly: the initial condition of the discrete system is
changed using the SHA-256 hash function, which produced a hash value that used to
change the initial condition of the system, second: used the chaotic sequences to scram-
ble and spread 3D image file coordinate value using diffusion algorithm of Arnold
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matrix and DNA. The proposed encryption algorithm for 3D image files has higher
security to maintain the resistance for conventional attacks.

Najlaa Hamza et al. in 2019 [14], the authors proposed a method for encrypting the
3D object model using the Transformation, Substitution, Folding, and Shifting (TSFS)
algorithm. The encryption method takes the vertices of the 3D model and inputs them
to the TSFS algorithm. The four stages in TSFS based on three keys wherein trans-
formation step, the position of the vertex will be changed, in substitution step, each
component of the data matrix will be altered with another element, in folding step, the
elements of the matrix are folded in a diagonal, horizontal and vertical manner and in
shifting step which is the last step of TSFS it uses of element 16 in a set of numeric
digits for replacing the code with another one. The experimental results show that the
proposed method succeeded in encryption the 3D model where the system has achieved
effective and strong security.

3 Chaotic system and cryptography

There are many requirements for protecting data, the most important requirements
including confidentiality and security. The proportionate mixture of chaotic mathemat-
ical theory and the science of cryptography is called cryptography. The chaotic system
consists of the dynamic equation that varies with time. When the dynamic system sat-
isfies the three conditions below, it will be considered as chaotic.

a) Sensitive to initial conditions.
b) Topological mixing.
¢) The density of periodic orbits.

Cryptosystem and chaotic systems have a relationship between them; however, the
main variation between chaotic and cryptographic systems is that the chaos is valid in
an infinite domain while cryptography operates on a finite domain [10, 15]. The rela-
tionship between cryptography and chaotic systems makes cryptography-based chaos
a normal candidate for cryptography and secure communication. Similar properties
have been shared between chaotic systems and cryptographic such as control parame-
ters, sensitivity to the initial conditions, unstable periodic orbits with long periods, and
random behavior. Due to the random behavior, the system output seems random in the
attacker views, whereas it appears as defied in the receiver views, and decryption is
possible [16—18]. In Table 1, the comparison between chaotic systems and cryptography
will be illustrated.

Table 1. Comparison between chaotic system and cryptography

Chaotic Property Cryptography Property
Sensitive to initial condition Diffusion
Ergodicity Diffusion
Structure complexity Algorithm complexity
System parameter Key
Deterministic dynamics Deterministic pseudo-randomness
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4 3D Lorenz chaotic map

The 3D Lorenz is a chaotic map of a three-dimension. It was developed by the scien-
tist Edward Lorenz by a combined differential equation. The Lorenz chaos sequences
generated attractors, which is the deck of chaotic solutions for the Lorenz system. The
3D Lorenz chaotic formula is depicted by equations (1), (2), and (3).

dx

=~ _ - 1
” a(y—x) (1)
%zrx—y—xz 2)
dz
a T @

The control parameters r and b are the parameters where the system depending on
them. When the parameters value a=10, r=28, and b=8/3. The x, y, and z solution
curves for these equations circle two equilibrium points and the projections of its phase
portrait. The initial values of (X, y, z) are the bases of the 3D Lorenz chaotic trajectory
framework, representing the secret key for performing the permutation process [19, 20].

5 The 3D polygon mesh

The 3D model surface is represented by 3D polygon mesh. The polygons are
straight-sided shapes that can be triangles when they have three sides or quadrilaterals
when having four sides; the typical structure is the 3D triangular mesh. An individual
polygon is called a face, and when connecting many faces, they create a network of
faces called polygon mesh. The representation of the polygon mesh can be represented
as M = {G, C}, where G represents geometry information and C represents topolog-
ical information. The geometry information is denoted as G = {V, E, F}, where V is
the vertices of the mesh, E is the straight lines that connect vertices, and F is the fac-
ets information. The topological information, including the connectivity data between
the geometry elements that specify which vertices belong to each polygon [21-24].
Figure 1 illustrates the triangle and quadrilaterals representation.

edge face
\ face

. vertex

" edge
vertex
a b

Fig. 1. (a) quadrilaterals representation, (b) triangle representation
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6 Proposed method of 3D model encryption

In this section, the main steps of encryption and decryption will be described. The
3D model contains vertices and faces, each vertex composes of (v , & v,). The encryp-
tion process is performed by changing the vertices values. The vertices in the 3D model

are listed as an array V.

V= {(Vxl’ Vyl’ Vzl)’ (VXZ’ Vy2’ VZZ ’

(Vxn’ Vyn’ Vzn)}

Where n is the number of vertices in the model, Figure 2 shows the girl 3D model
and a close view of its triangle mesh.

l.\ ‘

Fig. 2. (a) 3D model of girl, (b) 3D polygon triangle mesh and close view of it

The vertices and faces structures in the ‘.obj’ file are shown in Table 2, where the
vertices and the faces are represented by a list of indices to reduce the size needed in

memory.
Table 2. Vertices and faces structure representation
Vertices List Information Faces List Information
Index of x-coordinate y-coordinate z-coordinate Index of Vertices index in
vertex face each face
1 Vix Vly Vlz 1 (2,6,7)
2 V2.,x V2,y V2,z 2 (6,28,7)
3 V3,x V3,y V3,z 3 (7,28,30)
4 V4,x Vd,y Vi,z 4 (7,30,21)
.................................... 5 (7,21,3)
32 V32.x V32,y V32z | o
33 V33.x V33y V33,z 12 (35,30,28)
34 V34,x V34y V34,z 13 (35,43,30)
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The 3D Lorenz chaotic map is used in the proposed scheme to generate random keys
for each vertex in the model, such that

K={(Kx,Ky,Kz),...... (Kx_, Ky, Kz )}

where the K is a key generating for each vertex in the model.

In the following, the main steps of the encryption process are described:

Input: 3D model in ‘. obj’ format.

OQutput: 3D encrypted model.

Step1: Read 3D mesh model, store vertices in an array V and faces in an array F.

Step2: For each vertex in the 3D model, do the following.

Step3: Apply 3D Lorenz map to generate three keys for each vertex, key for x, key
for y, and key for z, store in K.

Step4: Apply the encryption process using equation 4 to modify the values of
vertices.

V' (e.2) = Vxy.2)* W+ K(x,y.2) (4)

Where V' is the encrypted vertex, V is the original vertex in the 3D model, K is the
key generated by 3D Lorenz map, W is the weight to preserve the dimensionality, sta-
bility, and size, the value is chosen by trial and test, the best value is 0.5.

Step5: End for

Step6: Save the new vertices and faces as a new file.

The block diagram in Figure 3 illustrates the encryption process of vertices in a 3D
polygon mesh.

4 W
Vertices Vix Ex)—» Vi —
from 3D A
Triangle Viy JL»@-—V Vi —» ’
Mesh A
. W,
i Vi L > Vi
3D Polygon Encrypted 3D
- Polygon Mesh
3D Lorenz Chaotic 3DKey
Map ” Generation KKy K

Fig. 3. Block diagram for 3D polygon mesh encryption process

The steps of the decryption process are similar to the encryption process but in
reverse order, which is illustrated in Figure 4.
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Vertices
from
Encrypted
3D Triangle
Mesh .
Encrypted 3D Extracted 3D
Polygon Mesh Polygon
3D Lorenz Chaotic | 3D Key Mesh
Map Generation K(z)K(y)K(x)

Fig. 4. Block diagram for 3D polygon mesh decryption process
The various types of 3D models may contain a single part of 3D polygon mesh or

more than one part, and each part contains a different group of vertices and faces, as
shown in Figure 5, which describe the different parts of the teapot 3D model.

¢ ¢

(a): Top of teapot (b): Body of teapot

Fig. 5. Teapot 3D model parts, (a) Top of teapot and (b): Body of teapot

7 Simulation results

The efficiency of the proposed encryption algorithm was tested using different 3D
models of type ‘.obj’ file format (Girl, Teapot, Face Man, Butterfly, Knife). These mod-
els with a different number of vertices and faces. The original model and the encryp-
tion for each model are shown in Table 3. As shown in the Table, the encryption time
required is based on the number of vertices and faces.
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Table 3. Information for the 3D model encryption process

Model No. of No. of Elapsed Time Model Before Model After
Name Vertices Faces in Sec. Encryption Encryption
Girl 54570 18190 13.969
Teapot 47112 15704 10.819
Face man 36522 12174 8.123
Butterfly 8328 2776 3.512
Knife 3555 1185 0.976

The experimental results are shown in Table 3, and the encrypted models are com-
pletely different from the original model, where the vertices values are changed.

8 Statistical tests

The statistical tests Hausdorff Distance (HD) and histograms are applied to evaluate
the quality of the proposed encryption scheme. Table (4) illustrates the values of HD
between the original and encrypted 3D model. The HD is the measurement tool used to
measure the dissimilarity between two point sets. HD is used in various domains like
pattern matching, 3D comparison, and image processing. The HD between two sets of
points is defined as the maximum distance of a set to the nearest point in the other set.
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Table 4. The results of Hausdorff

Model Name Hausdorff After Encryption Hausdorff After Decryption
Face Man 124.5836 0.000016
Teapot 71.0325 0.000017
Girl 106.2076 0.000016
Butterfly 106.5517 0.000057
Knife 106.5528 0.000015

This distance is used to assess the degree of resemblance between two superimposed
objects on one another. The purpose of using the HD in the proposed scheme is to reveal
the degree of dissimilarity between the original model (A) and the decrypted model (B).

h(A,B) = max {lgleig{d(a,b)}} 5)

Where A and B are the two meshes and d (a, b) is the Euclidean distance between a
and b in the 3D space [25, 26]. If the HD nears zero, this means there is no difference
between them and verse versa.

Figure 6 shows a complete example for encryption and decryption steps for the
teapot 3D model. From Figure 6, the histogram can see for the original and encrypted
model, and the difference is clear for eyes; this means the algorithm is resistant to
statistical attack and completely identical between the histogram of the original and
decryption model.

Vs Vs

Original 3D Encrypted 3D Decrypted 3D

Histogram for Original Histogram for Histogram for

3D model encrypted 3D model decrypted 3D

Fig. 6. The complete example of teapot encryption and decryption with histogram
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9 Security analysis

Security analysis can be used in encryption system by:

o Keyspace: the keyspace must be large enough to resist the various attacks, such as
brute-force attacks. The precision of 64-bit double data is 10-%, in addition to initial
conditions by 3D Lorenz are (6), as a result, the keyspace size (1071%)S,

e Secret key sensitivity: Several experiments for secret key sensitivity are done. Any
change in the initial condition value will lead to the wrong decryption process and
diffused the error almost to all vertices, so unable to extract the original 3D model.

10 Time complexity analysis

The 3D polygon mesh encryption algorithm is implemented by Matlab 2018 on a
laptop computer with Core i7 CPU, Ram 16 G DDR4, and graphical card 4G, where
the time needs for encryption and decryption are varying according to the number of
vertices in a 3D polygon mesh. The larger number of vertices leads to spending more
time and vice versa, as described in Table 3.

11  Conclusion

In this paper, the proposed algorithm was encrypting a different testing number of
3D polygon mesh models based on keys generated by 3D Lorenz map, where a differ-
ent number of the 3D models are used to check the efficiency of the algorithm, firstly
the XOR function is applied for the encryption process, but this process shows that
the results did not maintain the dimensionality and spatial stability of encrypted results
so proposed another mathematical encryption process based on weight factor (w) is
adopted. The proposed algorithm completely deforms the 3D mesh model with main-
taining the dimensionality and spatial stability achieved through the weight factor (w)
value. The results are analyzed based on Hausdorff and histogram, which show that the
encrypted 3D model is completely different from the original model, and the extracted
model is identical to the original model through HD and histogram metrics, the large key
space of the 3D Lorenz map makes the algorithm more resistant to brute-force attacks.
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