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Abstract—One of the unexpected intelligence tactics known in World War
II was to conceal the data in images that were reduced to the size of a point that
was used in every text and transported in front of the enemy’s eyes. In the new
age, and after the expansion of Internet science and the use of the Internet
worldwide, we will establish a security feature of the IOT service that will work
more reliably and more effectively to deal with the Internet of Things and
ensure the work of the services that the customer interacts with. A secret-key
stenographic scheme that embeds four gray-scale secret size (128*128) pixel
images into a size (512*512) pixel cover image in this work. Wavelet transform
is the method used in this project to analyses the cover into its frequency com-
ponents. In this work, combinations of steganography and cryptography were
made to increase the level of safety and make the device more difficult for
attackers to beat. The resulting stego-image that will be transmitted did not raise
any suspicion by both objective and subjective evaluation, so the primary objec-
tive of Steganography is achieved. The proposed system was designed by using
(MATLAB R2018b) and running on a Pentium-4 computer. The Internet of
Things works with the encryption system for data in a synchronized manner
with the technological development, and in order to maintain the stability of any
Internet of things service, whether it is information signal services, visual or
audio data, a remote-control system, or data storage in the Internet cloud, we
must focus on data preservation from internet pirates and internet system hack-
ers. The picture Figure 4 below shows the method of encryption and dealing
with the Internet of things system.

Keywords—Internet of things, Encryption, wavelet transform, PSNR, Stego
image
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1 Introduction

The fundamental idea behind hiding is to give us more security in our dealings.
This hiding system of image consist some of steps[1, 2]. At first, we have introduced
hiding image using wavelet transform be distinguished by in transforming to the fre-
quency domain, time information is known. When looking at a wavelet transform of a
signal, it is possible to tell when a particular event took place, which was chosen for
this per pose, because of its simplicity. However, it runs us more security in our na-
ture dealings as we say. This system (hiding image) will be illustrated which embeds
four gray-scale secret images of size (128 x 128) pixels into cover image of size (512
x 512) pixels. The techniques will be used in this work is talks about some process
that we apply on these four images that I will to hide it to apply it to vector decimal to
binary 8-bit[3-5]. Another hand, we most select this image that names cover and also
apply some process by using wavelet transform until we get on anew vector decimal
to binary 23-bit at this stage embedding process will have happened as coming
explain this program in the research. In the context of multilevel secure systems (e.g.
military computer systems), Lampson defined covert channels as communication
routes that were neither designed nor intended to transmit information at all. Tradi-
tionally, untrustworthy programs use these channels to leak information to their owner
when performing a service for another program. In the past, these contact networks
were researched at length to find ways to restrict certain systems[6]. Except as an
example of clandestine communication on Ethernet networks, the idea of the Internet
of Things IOT and in the sense of image downgrading, we will not expand much
further on this topic[7, 8]. Anonymity is seeking ways to mask the meta content of
massages, that is, a message’s sender and recipients. Early examples, suggested by
include anonymous re-mailers as described and onion routing. The premise is that by
using a collection of re-mailers or routers, one can obscure the trail of a message as
long as the intermediaries do not collude, so trust remains the cornerstone of these
methods[9-11]. Notice that there are distinct depending arc variants on who is “anon-
ymized,” sender, receiver, or both. Web applications have concentrated on receiver
anonymity, while sender anonymity is concerned with email users. In the Internet of
Things (I0T) concept, we aim to maintain a more safe use of user data. Steganogra-
phy is an important sub-discipline of data hiding. Although cryptography is about
protecting messages’ content, steganography is about concealing their very existence.
This modern steganography adaptation, presumed from Greek, literally means “cov-
ered writing”, and is generally interpreted to mean covering information in other in-
formation. Examples involve sending a message to a spy by using invisible ink to
mark certain letters in a newspaper and adding sub-perceptible echoes at certain loca-
tions in an audio file[12-14]. The general model and key stenographic strategies of
hiding data in other data will be demonstrated.

1.1  Encryption

We should wonder why encryption is so important and why people need to re-
search it more. We’ll learn more about encryption and the knowledge that encryption
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and its value should be understood to any information specialist[15, 16]. Encryption-
is the analysis of mathematical methods relevant to information security aspects, such
as confidentiality, integrity of data, authentication, and origination of data[17, 18].
The science behind any form of protection, mechanisms of authentication, protection
of information or data, in our words, security of information and whatnot. The expla-
nation is that whatever operating system you use, whatever programs or authentica-
tion mechanisms you implement, the actual strength of the system is highly dependent
on encryption and a secret-key steganographic system to withstand attacks against
potential methods. Considering several public-key encryption methods, each individ-
ual has a public key and the public key determines an encryption transformation in
protected systems with a corresponding private key. Whereas the private key deter-
mines the decryption transformation associated with it[19]. A private key is accessed
by any person wishing to send a message to an individual. The public key does not
need to be kept secret and, in fact, only its authenticity is needed to ensure that A is
indeed the only party who knows the corresponding private key is publicly availa-
ble[20]. A primary benefit of such systems is that it is usually easier to have valid
public keys than to securely distribute secret keys, as required in encryption
systems[21].

1.2  Digital image

The interest in methods of digital image processing stems from two key fields of
application. Improving pictorial information for human interpretation, and processing
autonomous machine perception of scene data. Improving digitized newspaper photo-
graphs sent by submarine cable between London and New York was one of the first
implementations of image processing techniques in the first category[22-24]. The
invention of the Bart lane cable image transmission system in the early 1920s reduced
the time required from more than a week to less than three hours to move a picture
across the Atlantic. Specialized printing equipment coded and then restored images
for cable transmission at the receiving end.

1.3 Fourier transform and wavelet transform

The utility of Fourier transforms lies in its ability to evaluate a signal for its
frequency content in the time domain. By first transforming a function in the time
domain into a function in the frequency domain, the transformation works. As the
Fourier coefficients of the transformed function represent the contribution of each
sinus and cosine function at each frequency, the signal can then be evaluated for its
frequency content. An inverse Fourier transform converts data from the frequency
domain into the time domain, exactly as you might expect[25, 26].

14 Wavelet transform

Wavelets are mathematical functions that split data into various components of fre-
quency and then analyze each component with a resolution suited to its size. They
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have advantages in examining physical conditions where the signal includes disconti-
nuities and sharp spikes over conventional Fourier techniques. In the areas of mathe-
matics, quantum physics, electrical engineering, and seismic geology, wavelets were
developed independently. During the past ten years, interchanges between these fields
have led to many new wavelet applications, such as image compression, vibration,
human vision, radar, and prediction of earthquakes. This paper presents wavelets
outside of the digital signal processing area to the technical person concerned. Start-
ing with Fourier, we explain the background of wavelets, Compare wavelet transfor-
mations with Fourier transformations, state characteristics and other special wavelet
aspects, and finish with some interesting applications such as compression of images,
musical tones, and noisy data de-noising[27, 28].
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Fig. 1. The flow chart of Image hiding
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2 Proposed Method

We have two partitions fundamental as follows

e Secret images.
o Cover image.

2.1  Secret images

Consist from the two steps as the following for:

Encryption process: The four secret images of size (128 x 128) pixel after transi-
tions to grayscale are encrypted in such a way to form one encrypted image of size
(256 x 256) pixel. The resultant image encompasses all secret images but in scram-
bled form as in

The additional stage redistributes the pixels of stream ciphered image according to
a secret Algorithm. The above algorithm divides the stream ciphered image into four
blocks of equal size. As the stream ciphered image is of size (256x256) pixels then
the blocks will be of size (128%128) pixels each as fig. (A & B) [2-3].
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Fig. 2. The algorithm used for final ciphered image. a) Stream-Ciphered Image.
b) Final- Ciphered Image.
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This matrix is the first block of the final ciphered image. By doing this operation to
the whole pixels of the stream ciphered image we will get the final ciphered image.
Figure 2 shows a typical encryption process.

“secret |M

g

Secret images with RGB scale \ \

~4§

L

Secret images with gray scale \
! o 7

Y

Final-ciphered

Fig. 3. The Encryption Process

Corresponding vector: The final level of the ciphering technique. The stage of ci-
phering is applied to the final resultant image. After conversion, the image to vector
where all pixels are taken from this vector and then each pixel is converted into 8-bits.
Since the image is a grayscale of 256 -level then the 8-bits is sufficient for all image.

The final step is encrypted vector Secret images with vector cover image from
through repetition Encryption Process but for the cover image.

Cover image: After getting the final ciphered image, the cryptography technique
has been completed; after that, the embedding process will be started with the cover
image.

a) Load cover image: After reading any image used to cover on Secret images where
completion Conversion of size (512 x 512) pixel and transitions to grayscale be-
cause that wavelet transforms requirement that .as in fig. 3
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b) Encryption Process for the cover image: After the Conversion of the cover image
to vector and to Encryption Process for the cover image which taken best locations
could be used to embed a secret image or message Where divide the vector into
four partitions, we have taken from each part the odd number as follow in this ar-
ray Will be used as a host to the 8-bits from the final encryption image.

ALl AL2 Al3 A4 ALS A6 AlT AL8 ALY ALI0 ALI1l AL12 AL13 . . . A1,262144

A1l A1,S A1,9 A1,13 . . . . Al262144

Each element in the vectors consists of 24-bits. The 24th bit represents the sign of
the related coefficient while the 1st bit represents the most significant bit (MSB) of
the coefficient. The embedding process will place the 8-bits of the final ciphered im-
age instead of 8- bits from the 23 bits of the coefficient; the selection of which 8- bits
will be taken from the 23-bits depends on another Encryption Process for the cover
image. These locations are taken between (bit 12-19, bit 13-20, bit 14-21, and bitl5-
23) we using (bit 15-23).

" cover image ‘

Fig. 4. Cover image by DWT.
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Embedding process: After getting the final ciphered image, the cryptography
technique has been completed; after that, the embedding process will be started. The
coefficients obtained are the randomly organized selected from the vector of the cover
image according to a randomly organized then will be used as a host to the 8-bits from
the final ciphered image. Each element in the vectors of the cover image consists of
24 bits; the 24th bit represents the sign of the related coefficient while the 1st bit rep-
resents the most significant bit (MSB) of the coefficient. The embedding process will
place the 8- bits of the final ciphered image instead of 8- bits from the 23 bits of the
coefficient; the selection of which 8- bits will be taken from the 23 bits. We choose
the best locations that could be used to embed the secret message; these locations are
taken between (bit16-23). Where the 8-bit will be embedded can be identified, keep-
ing on this process till all bits of the final ciphered image are completely embedded in
the coefficients as the below. Where the number (1) appears to represents the sign
coefficient for each one bit from the vector

3 The Steganography System for Recipient

The recipient will certainly get the stego object. But he could not extract the secret
information out of the cover without knowledge of which keys (ciphered image &
Encryption Process for cover image) have been used in the embedding process. The
recipient also should know the manner used in the encryption process. For hiding
based stego, when the requirements are present then the extracting process will be
started. This can be done by handling the stego-object by hiding decomposition using
the same procedure that is used in the proposed Steganography system for the sender,
the coefficients results are rearranged like that in the sender. Using the same (ciphered
image & Encryption Process for cover image) used in the sender to select the coeffi-
cients where the data has been embedded and to extract the bits of the final ciphered
image[29, 30]. By taking the inverse of the ways used in the encryption process, the
four secret images are perfectly reconstructed. at first, we reading the stego image
which to contain Secret images were the size that is (512 x 512) pixel after taking the
transitions wavelet transform requirement that. From necessary conversion the stego -
image to the array that ranges 1*262144. We reverse the Encryption Process for cover
image taking (1 x 65536) after converting the array from decimal to binary 32-bit. we
take the position (bit 15-23) which becomes an 8-bit binary after that conversion the
8-bit to decimal value but be array provided that conversion the array to the matrix
after that to reverse the encryption process so that extraction of the Secret images. as
shown in the block diagram

4 Peak Signal to Noise Ratio (PSNR)

PSNR they are usually measured in decibels (dB). Used PSNR to measuring noise
ratio the result from distortion because hiding process in stego image was compared
with the cover image. Whenever to be PSNR large value becomes beast hiding to
secret images while becoming hiding images is failing when the PSNR small value.
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This improvement used psnr to realization make high quality in the work. And used
the correlation quality (CQ) distortion to give a similarity range between stego images
with cover image[31, 32]. The following equations of PSNR and CQ:

psnr = xymax Pey! 2Py P2,

x,y

CO0=> p.,pi,/D.P.,
X,y X,y

5 Conclusion

In this paper we gave an overview of different steganographic methods, we present
a new steganographic paradigm for digital images in wavelet transform. Secret images
are embedded in the cover image by adding a weak noise signal with a specified but
arbitrary probabilistic distribution. This embedding mechanism provides the user with
the flexibility to mask the embedding distortion as noise generated by a particular
image acquisition device. This type of embedding will lead to more secure schemes.
Because an attacker must distinguish statistical anomalies that might be created by the
embedding process from those introduced during the image acquisition itself. With
low embedding and extraction complexity. But most importantly, because the embed-
ding noise can have arbitrary properties that approximate a given device noise.
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