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Abstract—This Mobile adhoc networks is a perpetual and autogenous or-

ganization without framework, and the mobile nodes are coupled cordlessly. 

Owing to the deficiency of framework assistance, reliable data distribution is a 

demanding process in mobile adhoc networks and this mobile adhoc network is 

unguarded to many categories of attacks. A black hole attack in Mobile Adhoc 

networks cites to an attack by the malevolent node which strongly get hold of 

the path from sender to the receiver, by means of perversion of subsequence 

word. With regard to diminish the menace from the malevolent node, the au-

thors encompass the notion of trust in mobile adhoc networks. In this paper, we 

cope with a packet dropping misconduct named Black hole Attack and we pro-

pounded a new hybrid trust based secured algorithm hinged on four new param-

eters to scrutinize, whether the transitional nodes are transmitting the packets 

correctly to the adjacent nodes and to pinpoint the malevolent node hinged on 

the computation of trust value. Using ns2 simulator, we analyse the perfor-

mance of our proposed method and proved the detection efficiency. The inves-

tigated results show that our proposed work can precisely diagnose the malevo-

lent nodes and assure a good packet delivery ratio and network throughput. 

Keywords—Mobile adhoc Networks, Blackhole Attacks, Trust, Malevolent 

node, Packet Dropping 

1 Introduction 

The Mobile Adhoc Networks is said to be a self-patterning network, in which it 

was encompassed with assorted mobile nodes. With present day advancement in  

wireless type automation and in Movable devices, Mobile Adhoc Networks [1] have 

turned favoured as a leading transmission technology in military judicious back-

ground like organization of transmission networks acclimated to organize military 

positioning among the combatants, automobiles and command centres [2]. Mobile 

adhoc networks are universally employed in practice, for instance, personal area  

network, entertainment, disaster recovery and mainly military applications, vehicular 

networks, robot networks [3, 4]. Dissimilar reliable procedures such as cryptographic 

42 http://www.i-jim.org

https://doi.org/10.3991/ijim.v14i19.16391%0d
mailto:theebs.m@gmail.com


Paper—Reliable and Hybridized Trust Based Algorithm to Thwart Blackhole Attacks in MANETs using 

techniques, corroboration, secretiveness, and message integrity have been suggested 

to evade safety menaces like packet snooping, message rebroadcasting and Prevarica-

tion of messages. 

 

Fig. 1. MANETS ARCHITECTURE 

Despite that, these practices are nevertheless abiding from security susceptibilities 

such like node seize attack and denial of service attacks. Contrarily, the mobile adhoc 

networks are endangered to dissimilar threats on every layers. Accustomed reliable 

methods such as encryption and authentication techniques will not deliver an absolute 

defence, thus trust-based approaches are employed to protect the mobile adhoc  

network. Attacks in mobile adhoc networks can be categorized into two divisions, 

based on the guidelines whether they distort the performance of the network or not: 

active assaults and passive assaults. In apathetic type of attacks, the intruder strives to  

disclose the most beneficial information without distorting the performance of the 

protocol. Active attacks are a system utilization, in which the intruder seek to fabri-

cate variation in data, which incorporates activities such as data reorganization and 

data evacuation. [5]. To organize a reliable and secured transmission, it is required to  

confirm that every transmission nods are trusted. Traditional reliable methods incor-

porate enciphering and authentication methods which are incongruous, because it can 

defy only extrinsic attacks and not intrinsic attacks created by internal malevolent 

nodes which may results in consequential impact on protection, secretiveness and 

circuition of the network. Trust Management techniques was contemplated to be an 

efficacious method to crack those issues [6]. Trust can be elucidated as personalized 

belief that an individual had about someone else forthcoming performance hinged on 

chronicle of their experience [7]. From the survey, we can observe that in present day 

investigation, the rating of trust values is predominantly premised on eminent interac-

tion and ineffectual interaction perspective. In consideration of only the transmission 

character, we are not able to conclude, that the mobile nodes are trusted or not. In our 

proposed work, in addition to the interaction factor, other trust measures like forward-

ing potential ratio, self-forwarding potential ratio, Holdup time and energy are taken 
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into consideration to compute the reliability of mobile nodes. In this paper, we have 

propounded an efficient and hybrid trust-based model for thwarting the black hole 

attacks in Mobile Adhoc Networks. Here we use the undeviating and deviating  

perception to figure out the trusted value of a specific node in a network. The undevi-

ating perception is premised on the straight forward interoperations which includes 

forwarding potential ratio, self-forwarding potential ratio, hold up time and delay to 

compute the undeviant trust and the deviating perception is contingent on the  

commendation from the third person. Despite that, not every third parties are  

trustworthy and not every commendation from the third person are faithful [8]. As a 

result, a scrupulous investigation regarding the third party and their commendation is 

indispensable. 

The contribution of this work can be summarized as 

1. We propounded and examined a new revelation and hindrance technique for black 

hole attack based on new hybrid trust-based concepts. 

2. Undeviant trust can be computed using new four network parameters which ana-

lyse the causes for packet drip, such like forwarding potential Behaviour ratio, Self 

–forwarding Potential Behaviour ratio, Hold up time and energy level. 

3. Deviant trust can be calculated by using recommendations from the honest recom-

menders. The honest recommenders are perceived based on two factors called de-

flection level and Euclidean distance.  

4. We implement and exhaustively analyse the detection and hindrance mechanism 

through a comprehensive set of simulation using NS2 simulator. We equate our 

proposed work with earlier existing solution and exhibit that our proposed work 

exceeds them in form of packet delivery ratio, detection precision, packet drip ra-

tio, computation expenses, energy consumption and communication overhead. 

2 Related Works 

Jian [9] et.al suggested a technique named CBDS which effectually exposes the 

malevolent nodes that endeavours to initiate synergetic black hole attack or greyhole 

attack. In this method, the location of a contiguous node is employed as entrap target 

address to fascinate the noxious node to convey a respond message and finally the 

malevolent node is discovered by reversal tracking method. Identified malevolent 

nodes are preserved in a black hole register and every other node is cautioned to cease 

transmission with every node involved in the register. This method harmonizes the 

merits of both proactive and reactive technique to accomplish the target. 

Kumari [10] et.al propounded a new resistance against creation of multiple phony 

identities and verification for unidentified site dependent routing in Mobile adhoc 

Networks. Every arbitrary redirector maintains a table with RSS values which is 

measured from former message interchange. The discrepancy in RSS ratings of two 

adjoining nodes is calculated premised on what sort of the nodes appearance position 

into the region is noticed. Based on appearance position, the nodes region is organized 

into Secured region and alert region. The messages that are interchanged in-between 

the originator and arbitrary redirector are guarded by way of group signatures.  
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Ultimately, Misdirected packet drip attack is recognized and abolished by ant colony 

enhancement approach with forward and backward ant agent. The demerits over this 

procedure is usage of group signature is an extravagant procedure. 

Shu [11] et.al suggested a meticulous algorithm to diagnose the choosy packet drip 

created by intrinsic attackers. This approach also issues a reliable and openly checka-

ble decision numeric to assist the detection. Great spotting precision can be accom-

plished by utilizing the association between the dropped packets, and they are esti-

mated using auto association function of bitmap. We are not confident that the infor-

mation presented by the nodes are trusted or not. The truthiness of information given 

by the nodes can be checked using public auditing method hinged on Homomorphic 

Linear authenticator cryptographic procedure. This approach issues high transmission 

overhead, memory overhead and calculation overhead. To diminish calculation over-

head, block-based procedure is proposed. The demerits of this approach are its peculi-

ar to motionless and quasi motionless wireless networks. Active changes in network 

configuration and bonding features are not contemplated. 

Baadache [12] et.al recommended a new technique to diagnose the black hole at-

tack in mobile adhoc networks. It is a substantiated stem to stem acceptance depend-

ence technique and it obviously inspect whichever the transitional nodes are convey-

ing the packets flawlessly or not. This approach can be capable of diagnosing Bothe 

individual and combined black hole attack, reoccurrence attack and alteration attack. 

In this approach, prior to conveying the message, the originator set up an arbitrary 

number, and encipher that given number. Subsequently, the originator estimates the 

hashed value and encipher that fabricated hashed value by means of a publicly open 

key and convey that enciphered value to the receiver (MGE, H, and e). Once the  

message meets the terminus node, it equates the hashed value. If the hash values are 

unequal, further we conclude that conveyed message is adjusted and if both the hash 

values are equal, then we conclude the conveyed messages are not adjusted. Ultimate-

ly, the receiver will encipher the function and send back to originator. The originator 

will decipher the message and estimates the function x=f-1(d) and finally the value of 

x is equated with value of r. If both values are unequal, then no messages are redi-

rected to the next node and after that the precise node is isolated as malevolent node. 

Muhammed [13] et.al suggested a new method to notice the malevolent node by 

diagnosing the real grounds of packet drip. The author suggested a new technique that 

can be accurately diagnose the malevolent node using the network basic criteria to 

judge that the packet drip such like, MAC layer information, queue congested or 

nodes motility in networks. A trust dependent technique is recommended to diagnose 

the malevolent node depending on the fine-grained examination of packet drip. This 

method is applicable only for small subsets of nodes and not for other routing proto-

cols. 

Priya [14] et.al presented a revised model of Dynamic Source Routing for diagnos-

ing and eradicate the critical black hole attack in Mobile adhoc Networks. In this 

approach, Irruption recognising System nodes are positioned in a relaxed style to 

diagnose some instantaneous adjustment in the usual character of a node. If there is 

any variation in the usual character, the contiguous Irruption Recognising System 

node would convey a caution report with information about the hostile nodes to all its 
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accessible nodes. When the total count of accepted packets is below the total count of 

posted packets, then we need to initiate the diagnosing process. If the variability in 

number of posted packets in-between the contiguous nodes run over the preset thresh-

old value, subsequently that particular two contiguous nodes are labelled as fishy 

nodes and the knowledge regarding the fishing nodes are conveyed to all its accessi-

ble nodes. If this fishy node wilfully drops the packets, then that particular nodes are 

termed as hostile nodes and its secluded from the network. 

The [15] et.al recommended a new statistical dependent procedure to diagnose the 

black hole attack and greyhole attack in Delay Tolerant Networks. By employing the 

given concept, the author can able to diagnose both single and combined attack. By 

employing the forwarding metrics, the single hostile nodes are diagnosed and that can 

discriminate the demeanour of assaulter from the ordinary node. To unremittingly drip 

the packets and to support the forwarding measures simultaneously, the assaulters will 

construct a bogus encounter registers habitually and with high bogus number of post-

ed messages. The author utilizes this eccentric pattern of arrival frequency and the 

count of posted messages in bogus encounters to depict a procedure to diagnose the 

combined attack. 

Rajesh [16] et.al suggested a new probabilistic dependent technique with honey pot 

approach is employed to pinpoint and to obstruct the Blackhole attack in mobile 

adhoc networks. In this approach, the architecture has three stages. Detection stage, 

Routing consulting stage, and lastly sequestration stage. In the first stage of Revela-

tion stage, the originator conveys a sham Route Request packet and if any one node 

riposte to the request packet, that node will be labelled as hostile node. In the second 

stage, the routing consulting table would examine either the reply is for the bogus 

request. In this fashion, the proposed approach will perform as honey pot to fascinate 

the attackers by despatching the bogus route request. In the last stage, Isolation stage, 

the hostile nodes are diagnosed and their recognition are conveyed to all transitional 

nodes. 

3 Blackhole Attacks in Manets 

The Black hole attack is a kind of active attack, in which the malevolent nodes as-

serts that it comprises the quickest track path to the craved target node, even though it 

doesn’t have path to that target node. In computer networking, the black hole attack is 

a sort of denial of service attack, where the router will get rid of packets in place of 

conveying them. Therefore, every packet will be directed to that node and this will 

empower the black node to drip the packet or to redirect the packet [18]. In other 

words, the hostile nodes publicize the non-legitimate path as legitimate paths to the 

initiator at the time routing process. Initiator node trust the nodes which send fake 

replies. Normally the standard nodes will keep faith on every reply for every request 

and the hostile nodes make use of this and replies to all requests, informing that it 

contains the quickest path to the craved destined node. The usual nodes initiate the 

route exploration process for the purpose to seek the route to the destined node. The 

provenance node conveys a Routing Request to the destined node, any of those nodes 
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accepting this Route Request will examine if it has any new route to the target  

address. When the black node accepts this Route Request, it instantaneously responds 

that it comprises the quickest path to the destined node. The initiator presumes that 

response, because of the fact that there is no other means to confirm that the response 

is from non-malicious node or from black node. The originator initiates transmitting 

packets to the hostile Node, having a belief that the forwarded packets will be deliv-

ered to the target address, but the malevolent node initiates dropping packet. The two 

types of black hole attack are individual black hole attack and combined black hole 

attack. In the individual black hole attack, only there will be the presence of one  

malevolent node and in combined black hole attack, multiple malevolent nodes  

combine together to downgrade the system performance and important functionalities 

of the nodes in the network. 

 

Fig. 2. Blackhole Attacks in Manets 

The fig 2 expounds that how the black hole issue occurs, here node ‘O’ is the orig-

inator which wants to interact with the target node ‘T’ and initiates route determina-

tion process by conveying Route Request data packets to all of its nearby nodes A, C 

and M. The Route Request contains fields such as Source Identifier (SRC_ID), Desti-

nation Identifier (DEST_ID), Source Sequence Number (SR_SEQ_NO), Destination 

Sequence number (DEST_SEQ_NO), Broadcast Identifier (BR_CA_ID) and Time to 

Live field (TI_LI.).Every node creates a routing table once it receives the Route  

Request packet. Node ‘M’ is the malevolent node and it will fabricate a hoax Route 

Reply packet with less skip count and declare that it contains the quickest track path 

to the destined node, immediately after accepting the Route Request from the origina-

tor node ‘O’. It will respond with Route Reply to the originator node ‘O’, before any 

other node responds. In this manner, the originator node ‘O’ presumes that it was the 

fresh, dynamic and active path and it snubs all other responds from other nodes and 
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initiates data transmission to the malevolent node ‘M’. At last all the packets forward-

ed to the malevolent nodes will be dropped or consumed. From the routing table of A, 

we get the information that to reach the destination O the next hop is O from A with 

hop count 1 and from the route reply we know that to reach the target node ‘T’, the 

next hop is ‘B’ from ‘A’. 

4 Proposed Work 

Routing is considered as a crucial action in every categories of network, and it has 

a remarkable significance in mobile adhoc networks. Consequently, any interrupt in 

the routing procedure has an unmediated crash on the working accomplishment of this 

network. This is exactly why the routing process is purports in different categories of 

attacks in mobile Adhoc Networks, specifically, Black hole attack. Here, the proposed 

technique is created to descry and to defy the black hole attacks by postulating a  

secured hybrid trust-based concepts. In this paradigm, trust is composed of two  

constituents called Deviant trust and undeviant trust. In Undeviant Trust, a perceiver 

evaluates the trust value of its one skip neighbor depending on its personal persuasion 

which includes new four parameters. It is equivalent to the First-Hand details. If we 

take into consideration only the undeviant perception, then there would exist predilec-

tion in computing the trust value.to acquire least bigoted trust values, we also take 

into account, other perceiver nodes persuasion. Combining the undeviant trust and 

deviant trust, we are able to achieve a genuine and meticulous trust value for a node in 

Mobile Adhoc Networks. 

 𝑻𝒓𝒖𝑽𝒂𝒍=W1 *UD_Tr (i) + W2*DEV_Tr (i) (1) 

4.1 Energy level trust 

Energy is considered to be a prime factor in mobile adhoc networks because the 

mobile nodes involved in the network contingent on the volume of energy they have. 

The malevolent node will habitually engross untypical energy to initiate malevolent 

attacks. For instance, the malevolent nodes which initiate the attacks will engross 

more volume of energy whereas the self-seeking nodes engross less volume of ener-

gy. Consequently, the energy is employed as a quality measures to check whether that 

particular mobile nodes is a self-seeking node or caustically debilitates extra energy. 

By means of energy prophecy model, Energy Exhaustion (EYEXH) of every mobile 

node can be calculated at various intervals are monitored. When the Left_Over Ener-

gy (EYLEFT) Value of mobile node is beneath than the preset threshold value, then that 

specific node is not proficient to execute its given task. From this, the energy trust 

value can be taken as ‘0’. The Energy Trust (EYTRU) Value can be estimated, in ac-

cordance with the energy exhaustion rate [0, 1].Greater the energy exhaustion rate is 

lesser the left over energy which may results in less potential for the nodes to finish 

the mission. The energy trust [19, 20] can be given as 
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 EYTRU = {
𝟏 − 𝐄𝐘𝑬𝑿𝑯 𝐄𝐘𝑳𝑬𝑭𝑻  ≥ 𝐓𝐡𝐫𝑬𝒀𝑳𝑬𝑭𝑻

𝟎 𝒆𝒍𝒔𝒆𝒘𝒉𝒆𝒓𝒆
 (2) 

 

Fig. 3. System Architecture 

Where Energy Exhaustion rate of node ‘A’ during conveying and accepting  

message can be given as 

CV_Cost = Ey_Con * No_Bits + Ey_Snr * No_Bits * (DIST)2  (3) 

 Accpt_Cost = Ey_Con * No_Bits (4) 

CV_Cost is the conveying cost, Accpt_Cost represents the accepting cost, Ey_Con 

represents the unit energy exhaustion while conveying message, No_Bits represents 

the number of bits in message, Ey_Snr represents the energy required to accomplish 

determined signal to noise ratio, and DIST represents the distance between specified 

nodes. 

Then Total Energy Exhaustion rate for a node ‘A’ can be given as  

𝐄𝐘𝑬𝑿𝑯=2 * Ey_Con * No_Bits+Ey_Snr *No_Bits * (DIST) 2 (5) 

If the starting energy status of a node is Ey_start and the left-over energy status 

(EYLEFT) for a node ‘A’ can be given as 

 (EYLEFT) = Ey_start - 𝐄𝐘𝑬𝑿𝑯 (6) 

This specifies that precise node has the competence to collaborate with another 

nodes as energy filled nodes, when the left-over energy is beyond the preset threshold 

value, or else it cannot be involved in the transmission process. 
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4.2 Forwarding potential behaviour ratio 

The assaulters may accept an abundance of messages, but it conveys only a dimin-

utive fraction of messages and the remaining have been dripped. Out of that messages 

transmitted by the self-seeking assaulters, a huge part of messages is fabricated by 

itself and they drip others messages but reserve their own messages. Depending on 

this perception, two important measures such as Forwarding potential ratio and self-

forwarding potential ratio has been elucidated. 

Forwarding Potential ratio can be elucidated as the fraction of total count of pack-

ets perceived and already conveyed by a particular node and the total count of packets 

accepted and Forwarding potential ratio has been given as  

 FPBratio =
𝑻𝑷𝑹𝑭

𝑻𝑷𝑬𝑹
 = 

𝑻𝒐𝒕𝒂𝒍 𝒏𝒐 𝒐𝒇 𝒑𝒂𝒄𝒌𝒆𝒕𝒔 𝒓𝒆𝒄𝒆𝒊𝒗𝒆𝒅 𝒂𝒏𝒅 
𝒇𝒐𝒓𝒘𝒂𝒓𝒅𝒆𝒅

𝑻𝒐𝒕𝒂𝒍 𝒏𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒑𝒂𝒄𝒌𝒆𝒕𝒔 
𝒓𝒆𝒄𝒆𝒊𝒗𝒆𝒅

 (7) 

To be a normal node the FP ratio must be greater than the preset threshold FPB ra-

tio ≥ 𝑇𝐻𝑅𝐹𝑃𝐵. 

4.3 Self -forwarding potential behaviour ratio 

 The second metric Self-forwarding potential ratio [SFP ratio] can be elucidated as 

the ratio of total count of packets produced by a node by its own and conveyed to the 

total population of packets forwarded by a particular node and it can be expressed as 

 SFPBratio=
𝑻𝑷𝑶𝑭

𝑻𝑷𝑭
= 

𝑻𝒐𝒕𝒂𝒍 𝒏𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒑𝒂𝒄𝒌𝒆𝒕𝒔 𝒈𝒆𝒏𝒆𝒓𝒕𝒂𝒆𝒅 
𝒃𝒚 𝒊𝒕𝒔 𝒐𝒘𝒏 𝒂𝒏𝒅 𝒇𝒐𝒓𝒘𝒂𝒓𝒅𝒆𝒅
𝑻𝒐𝒕𝒂𝒍 𝒏𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒑𝒂𝒄𝒌𝒆𝒕𝒔

𝒇𝒐𝒓𝒘𝒂𝒓𝒅𝒆𝒅 𝒃𝒚 𝒑𝒂𝒓𝒕𝒊𝒄𝒖𝒍𝒂𝒓 𝒏𝒐𝒅𝒆

 (8) 

To be a normal node the SFP ratio must be lesser than the preset threshold SFPB 

ratio ≤ 𝑇𝐻𝑅𝑆𝐹𝑃𝐵 .Owing to the dripping mischief, the malevolent node has lesser for-

warding potential ratio and larger self-forwarding potential ratio when compared to 

the normal nodes. Once these measures are calculated, the particular node will equate 

them the preset threshold values [15]. If the forwarding potential ratio is less than the 

threshold value, the grade of the node is diminished and if the self-forwarding poten-

tial ratio is superior to the preset threshold value, the status of the node is further di-

minished. And finally, for the nodes whose status exceeds the threshold value 

(THRACPT) are considered as trusted node. All the threshold values are preferred ana-

lytically using simulations. 

4.4 Hold-Up trust 

The HOLD_UP time is a predominant pattern and achievement attributes in com-

puter networks. Delay in Mobile adhoc networks is comprised of various categories 

such like Processing Delay, Media Access Delay, End to end Delay, Propagation 

Delay. The expansion of hold up time, can be the result of hindrance or contention 

and some other causes such like distance of the path, intercession. At the same time, it 
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is very predominant for the mobile adhoc networks to evade the network hindrance 

and contention for the purpose to maximize the performance and yield of the network. 

The packet in a network can be vanished, so some trustworthy techniques needed to 

verify the reason for packet drip. On account of this delay, buffer overrun transpires, 

when an exit link from a node has a burden factor that outperforms 1.0. that is, the 

data entering into the queue is quicker than the data get conveyed. As a result, the 

queue span gets expanded and there will be no lacuna in the queue.at that moment, 

there would be no option, but the packet will be renounced. Finally, the delay will 

also be one of the main grounds for packet drip. And it should be minimized. 

Node hold up time can be defined as the time exhausted at every node for accept-

ing and conveying the packets to the up-line router after waiting and it can be given as 

[21,22].  

 (HLDtrust) =HLproc+HLqueue+HLtrans +HLprop (9) 

Where the HL proc is the Processing Hold up time which can be elucidated as the 

time demanded for working on a packet and it is literally imperceptible with other 

phrases. HL queue is the Queuing hold up time which can be explicated as the time 

demanded for a packet to expend in a queue at a node, in the time expecting for an-

other packet to be conveyed. It is something related to transmission hold up time. 

 HLqueue = HLtrans * QueLen (10) 

HL Trans is the transmission hold up time which can be expounded as the time 

demanded to put a whole packet in to the transmission media and it can be given as 

 𝐻𝐿𝑇𝑟𝑎𝑛𝑠=
𝑃𝐾𝑇𝑠𝑖𝑧𝑒

𝐷𝑟𝑎𝑡𝑒
 (11) 

Where 𝑃𝐾𝑇𝑠𝑖𝑧𝑒  the packet size and 𝐷𝑟𝑎𝑡𝑒  is the data rate in bits per second. HL 

prop is the propagation hold up time is the time required for a message to reach the 

target address and it can be given as  

 𝑯𝑳𝒑𝒓𝒐𝒑=
𝑫𝒊𝒔𝒕𝑹𝒐𝒖𝒕𝒆

𝑳𝒊𝒏𝒌𝒔𝒑𝒆𝒆𝒅
 (12) 

Where 𝐷𝑖𝑠𝑡𝑅𝑜𝑢𝑡𝑒 is the distance of the path and 𝐿𝑖𝑛𝑘𝑠𝑝𝑒𝑒𝑑 is the link speed. 

4.5 Work flow diagram of proposed work 

Fig 4 describes When an originator node ‘O’ needs to convey a packet to the target 

node ‘T’, the originator node initiates a Route Request (RO_REQ) packet to all its 

adjacent nodes. The precise nodes that are having path to the target node will  

responds with the Route Reply (RO_REP) packet. The originator node should wait for 

‘t’ seconds, until receives reply for all other neighbour nodes. After’s’ seconds, the 

originator node will enter into the initial phase and it will check the prevalence pattern 

( 𝑃𝑅𝐸𝑉𝑝𝑎𝑡𝑡𝑒𝑟𝑛(𝑘𝑏)) for all the replied nodes, starting from first replied nodes to last. 

Prevalence pattern can be elucidated as the product of the number of time that particu-
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lar Node is chosen as neighbor node and the number of messages sent between the 

two nodes. 

 𝑷𝑹𝑬𝑽𝒑𝒂𝒕𝒕𝒆𝒓𝒏(𝒌𝒃) =𝑶𝑭𝑻𝑬𝑵𝒕𝒊𝒎𝒆𝒔(𝒎𝒊 𝒌𝒃) * 𝑵𝑶𝑴𝒏𝒐𝒅𝒆(𝒎𝒊 𝒌𝒃) (15) 

𝑂𝐹𝑇𝐸𝑁𝑡𝑖𝑚𝑒𝑠(𝑚𝑖  𝑘𝑏)=number of times choosing the node as neighbour node 

𝑁𝑂𝑀𝑛𝑜𝑑𝑒(𝑚𝑖  𝑘𝑏) = number of messages send between the two nodes 

If the computed prevalence pattern is beneath the predefined threshold val-

ue(𝑇𝐻𝑅 𝑝𝑟𝑒𝑣), then that particular node is normal node and transmits the route request 

packet to the next node. If the calculated prevalence pattern is beyond the predefined 

threshold value, then that node should be added to the suspicious list. The nodes that 

are added to the suspicious list will enter into the second phase called trust computa-

tion, to check whether that node is trusted or not. 

In the trust computation phase, the trust for the particular node is calculated using 

undeviant trust and deviant trust. If the computed hybrid trusted value is greater than 

the preset threshold value, then that particular node is a legitimate node and it is au-

thorized to convey the packet to the succeeding node and if the computed hybrid trust 

value is less than the predefined threshold value, then that node is added to the black 

hole list and isolated form other node and information about the black node is broad-

casted to all neighbouring nodes in the network. The hybrid trust value can be calcu-

lated as 

 Trust Value =W1 *UD_Tr (i) + W2* DEV_Tr (i) 
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Fig. 4. Work flow diagram of Proposed Work 

5 Undeviant Trust 

Undeviant trust is computed from a nodes personal perceptions of its contiguous 

nodes. In our proposed work, the undeviant trust can be calculated using new four 

network parameters such like forwarding potential behaviour ratio, self-forwarding 

potential behaviour ratio, hold _up time trust and finally the energy level trust. 

UD_ Tr (i) = 
1

4
[FPBratio] + 

1

4
[SFPBratio] + 

1

4
[𝐸𝑌𝑇𝑅𝑈𝑆𝑇] + 

1

 4
[𝐻𝐿𝐷𝑇𝑅𝑈𝑆𝑇] (16) 

6 Deviant Trust 

Recommendation from the contiguous nodes performs an imperative part in evalu-

ating the trustiness of a perceived node. Despite the fact that, undeviant perception 

from the perceiver is predominant in reckoning the trust value of the perceived node, 

the evidence from the contiguous node are also valuable in assessing the trustiness of 

iJIM ‒ Vol. 14, No. 19, 2020 53



Paper—Reliable and Hybridized Trust Based Algorithm to Thwart Blackhole Attacks in MANETs using 

the perceived node. Accumulation of contiguous nodes persuasion, can assist in ex-

culpating whether a node is malevolent or not. This process may diminish the bias 

from the perceiver. Inorder to get proper and correct persuasion from the nodes, the 

honest recommenders should be chosen. In our work, the honest recommenders are 

selected based on two criteria’s: deflection level and the Euclidean Distance. If the 

selected node has deflection level lower than the predefined threshold value and the 

Euclidean distance between the two nodes should be lower than the predefined 

threshold, then that nodes are chosen as good recommenders and their persuasions are 

taken into consideration to calculate the deviant trust. 

6.1 Euclidean distance 

Euclidean Distance estimates the physical distance in-between the perceived node 

and the suggesting nodes. The utilization of familiarity between the nodes enriches 

this proposed work, the reason is, the nearest nodes are more likely to acquire similar 

quality and working criteria’s and similar environment for a specified duration. Like-

wise, the familiar persons may have more communications, associations for the period 

of friendship. As a consequence, the trusted value for the familiar neighbours may 

intersect to nearly similar level. This may assist in diagnosing the untrusted sugges-

tion nodes where suggestions are greatly varied from the close suggesting node [23]. 

 𝑫𝑰𝑺𝑻𝒃(𝑵𝑶𝑫𝑬)
𝒂  =√(𝑿𝑷𝑶𝑺

𝒂 − 𝑿𝑷𝑶𝑺
𝒃 )𝟐 + 𝒀𝑷𝑶𝑺

𝒂 −  𝒀𝑷𝑶𝑺
𝒃 )𝟐 (17) 

Where 𝑫𝑰𝑺𝑻𝒃(𝑵𝑶𝑫𝑬)
𝒂 ≤ 𝑻𝑯𝑹𝑫𝑰𝑺𝑻 

𝐷𝐼𝑆𝑇𝑏(𝑁𝑂𝐷𝐸)
𝑎  Represents the Physical distance in-between the perceived node ‘a’ 

and the suggesting node ‘b’. 𝑋𝑃𝑂𝑆
𝑎 , 𝑋𝑃𝑂𝑆

𝑏 , 𝑌𝑃𝑂𝑆
𝑎 , 𝑌𝑃𝑂𝑆

𝑏  represents the location of the node 

a and the b at time ‘t’ sec.Recommenders are chosen if the Euclidean distance be-

tween the perceived nodes and the suggesting nodes should be less than the distance 

threshold value. 

6.2 Deflection level 

The deflection Level portrays to what augment, the accepted suggestion is harmo-

nious with the personalized participation of perceiving node. Every node equates the 

accepted suggestions with its personal unmediated details and approve only those 

nodes that not devious bit much from its own perception [24]. In this propounded 

work, the deflection level is employed as an auxiliary parameter to drain out any sug-

gestions deflecting over the preset threshold value. The node estimates the deflection 

level as the difference between the accepting suggestions and unmediated perception 

of the observed node. The resultant is equated with the preset deflection threshold and 

we rule out any suggestions that vary from the perceiving nodes self-details. 

 𝑫_𝑳𝑬𝑽𝑬𝑳𝒋
𝒊 = |𝑫_𝑻𝑹𝑺𝑻𝒋

𝒊  <  𝑻𝑹𝑼𝑺𝑻𝒋
𝒌|  ≤  𝑻𝑯𝑹𝑫_𝑳𝑬𝑽𝑬𝑳 (18) 
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The honest recommenders are chosen based on two criteria’s such as low deflec-

tion level and short distance and the deviant trust is calculated for that particular node.  

The deviant trust can be calculated as 

𝑫𝑬𝑽_𝑻𝑹𝑼𝑺𝑻𝒋
𝒊 =InitTrust + N * [

∑ (𝑵𝑶𝑮𝑹𝒋(𝑵𝑶𝑫𝑬)
𝒊  ∗ 𝑹𝑬𝒔𝒄𝒐𝒓𝒆𝒋(𝑵𝑶𝑫𝑬)

𝒊  ∗ 𝑩𝑳𝑭𝒋(𝑵𝑶𝑫𝑬)
𝒊  𝑵

𝒊,𝒋=𝟏 )

∑ ( 𝑫𝑰𝑺𝑻𝒋(𝑵𝑶𝑫𝑬)
𝒊  ∗ 𝑴𝒂𝒙𝑳𝑹𝑬 𝑵

𝒊,𝒋=𝟏  ∗ 𝑻𝒐𝒕_𝑹𝑬_𝒓𝒄𝒗𝒅)
] (19) 

InitTrust is Initial Trust, N is Number of Recommenders, 𝑁𝑂𝐺𝑅𝑗(𝑁𝑂𝐷𝐸)
𝑖  is the Num-

ber of good recommendations received, 𝑅𝐸𝑠𝑐𝑜𝑟𝑒𝑗(𝑁𝑂𝐷𝐸)
𝑖 is the Recommendation 

Score 𝐵𝐿𝐹𝑗(𝑁𝑂𝐷𝐸)
𝑖  is Belief Factor 𝐷𝐼𝑆𝑇𝑗(𝑁𝑂𝐷𝐸)

𝑖  is Distance between the perceived 

node and suggesting Node. 𝑀𝑎𝑥𝐿𝑅𝐸 is Maximum Limit for Response, Tot_RE_rcvd is 

the Total No of Recommendation received. Recommendation score can be given as 

the ratio of total count of good recommendation and total count of both Good and Bad 

recommendation and it can be given as 

 𝑹𝑬𝒔𝒄𝒐𝒓𝒆𝒋(𝑵𝑶𝑫𝑬)
𝒊 =

𝑮𝑹𝑬𝑪

𝑮𝑹𝑬𝑪+𝑩𝑹𝑬𝑪
 (20) 

Where 𝐺𝑅𝐸𝐶  Represents Good Recommendation received from the nodes, 𝐵𝑅𝐸𝐶  

Represents Bad Recommendation received from the nodes.𝐵𝐿𝐹𝑗(𝑁𝑂𝐷𝐸)
𝑖  Can be given 

as ratio of number of successful interaction between the nodes and the total count of 

interactions between the nodes and it can be given as 

 𝑩𝑳𝑭𝒋(𝑵𝑶𝑫𝑬)
𝒊  =

𝑺𝑼𝑪𝑰𝑵𝑻𝑹

𝑺𝑼𝑪𝑰𝑵𝑻𝑹+ 𝑼𝑵𝑺𝑰𝑵𝑻𝑹
 (21) 

𝑆𝑈𝐶𝐼𝑁𝑇𝑅 Represents the successful interaction between the nodes,𝑈𝑁𝑆𝐼𝑁𝑇𝑅  Repre-

sents the failure interactions between the nodes. 
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Fig. 5. Trusted Routing of Proposed work in Manets 
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Table 1.  Algorithm 1 Initial phase 

1 

Source node(S) send ROREQ to all neighbour node 

‘𝑚𝑖 

2 
If node 𝑘𝑏 has route to destination 

 
Send ROREP 

 
 End if 

3 
For each neighbour node ‘𝑚𝑖 

 

(i)Check 𝑃𝑅𝐸𝑉𝑝𝑎𝑡𝑡𝑒𝑟𝑛(𝑘𝑏) =𝑂𝐹𝑇𝐸𝑁𝑡𝑖𝑚𝑒𝑠(𝑚𝑖  𝑘𝑏) * 

𝑁𝑂𝑀𝑛𝑜𝑑𝑒(𝑚𝑖  𝑘𝑏)  

 

𝑂𝐹𝑇𝐸𝑁𝑡𝑖𝑚𝑒𝑠(𝑚𝑖  𝑘𝑏=number of times choosing the node as 

neighbour node 

 

𝑁𝑂𝑀𝑛𝑜𝑑𝑒(𝑚𝑖  𝑘𝑏) = number of messages send between the 

two nodes 

4 
If 𝑃𝑅𝐸𝑉𝑝𝑎𝑡𝑡𝑒𝑟𝑛(𝑘𝑏) >𝑇𝐻𝑅 𝑝𝑟𝑒𝑣 

5 
 Isolate node as suspicious node (ID) 

 
 Calculate Trust Value COMPUTE TRUST() 

 
 Else 

6 

Transmit the packet to the next node until it 

reach Destination 

 
End IF 
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Table 2.  Algorithm 2 Compute Trust 

 
Compute Trust () 

1 
For each isolated node (ID) 

 
(i)Calculate UnDeviant Trust () 

 
(ii)Calculate Deviant Trust () 

2 
Compute trust 

 

Trust Value =W1 *UN_DEV_Trust (i) + W2* DEV_Trust 

(i) 

3 
IF Trust Value ((ID) < Trust Thresh 

 
(i)Isolate the node (ID) as Black Listed node 

 
 (ii)Isolate Attacker (node ID) 

4 
Display node as Malicious. 

5 

Transmit the malicious node info to all nodes in 

the network. 

 
End if 

 
Else 

 

Transmit the packet to the next node until it 

reach the destination. 
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Table 3.  Algorithm 3: Calculate Deviant Trust value 

1 
Calculate Deviant Trust () 

2 
Collect neighbours list () 

 
 Based on small distance and less deviation level 

 
Choose recommenders 

3 
Compute Deviant Trust. 

 
𝐷𝐸𝑉_𝑇𝑅𝑈𝑆𝑇𝑗

𝑖 =InitTrust + N * [
∑ (𝑁𝑂𝐺𝑅(𝑖) ∗ 𝑅𝐸 𝑆𝑐𝑜𝑟𝑒(𝑖) ∗ 𝐵𝐿𝑁

𝑖=1 (𝑖))

∑ (𝐷𝑖𝑠𝑡(𝑖) ∗ 𝑀𝑎𝑥𝐿𝑅𝐸
𝑁
𝑖=1  ∗ 𝑇𝑜𝑡_𝑅𝐸_𝑟𝑐𝑣𝑑)

] 

Table 4.  Algorithm 4: Calculate UnDeviant Trust value 

 
COMPUTE UnDeviant Trust () 

1 
Calculate FPB ratio 

 
 FPB ratio = 

𝑇𝑃𝑅𝐹

𝑇𝑃𝐸𝑅
  

2 
If FPB ratio <𝑇𝐻𝑅𝐹𝑃𝐵 

 
 Dropping = True 

3 
Calculate SFPB ratio  

 
 SFPB ratio =

𝑇𝑃𝑂𝐹

𝑇𝑃𝐹
 

4 
If SFPB ratio >𝑇𝐻𝑅𝑆𝐹𝑃𝐵 

 
 Dropping = True 

5 
Calculate Hold-up time TRUST 

 
 If 𝐻𝐿𝐷𝑇𝑅𝑈𝑆𝑇> 𝑇𝐻𝑅𝐻𝐿𝐷_𝑇𝑅𝑈𝑆𝑇 

6 
 Dropping =true 

7. 
Calculate Energy Level TRUST 

 
If 𝐸𝑌𝑇𝑅𝑈 < 𝑇𝐻𝑅𝐸𝑌_𝑡𝑟𝑢𝑠𝑡 

 
Dropping =true 
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8. 
Calculate Undeviant Trust 

 

UD_ Tru (i) = 
1

4
[FPB ratio] + 

1

4
[SFPB ratio] + 

1

4
[𝐻𝐿𝐷𝑇𝑅𝑈𝑆𝑇] + 

1

4
[𝐻𝐿𝐷𝑇𝑅𝑈𝑆𝑇]  

7 Experimental Setup and Analysis 

This paper utilized NS2 simulator to substantiate revelation and segregation coher-

ence of the propounded method opposed to the black hole attacks in Mobile Adhoc 

Networks. With an area of 1000 x 1000 m, 50 standard nodes performing this pro-

posed work are positioned aimlessly. Our proposed work is equated with an existing 

proposed work PPTDP [11]. In this section, we figure out the efficacy of our proposed 

work. Network simulator 2(NS2) version 2.34 has been employed to execute and 

examine the working performance of our proposed work. For this simulation’s inves-

tigations, we differ the simulation time from 50sec to 250 sec and nodes from 10 to 

50. In NS2, every dripped packet will be registered in a trace log file.so that we can 

investigate the outcomes of our proposed investigation by interpreting the trace log 

files using an AWK scripts. 

Table 5.  Simulation Parameters 

Properties Values 

Coverage Area 1000 x 1000 m 

No of Nodes 10,25,50 

Simulation Time 250s 

Transmission Range  250m 

Mobility Random Way Point Model 

Mobility Speed 20m/s 

Traffic Source CBR 

Traffic Source CBR 

Initial Energy 100Joules 

Protocol AODV 

 

In this category of black hole attack model, a malevolent node drips data packet 

aimlessly with 25% probability. The number of malevolent nodes varies from 5% to 

25% of the total count of nodes involved in network 

7.1 Packet loss ratio 

Fig 6 reveals the packet loss rate with the increasing simulation time for the exist-

ing PPTDP and proposed work. The packet loss rate for our proposed work is lesser 

when equated with the existing PPTDP. In our proposed work more trusted nodes are 

chosen for routing process, which results in small packet drip and a good packet  

Delivery Ratio. From the fig, we can figure out that in existing work the packet loss 
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has been increased from 7% to 9.4%, as the number of nodes expands from 10 nodes 

to 50nodes, and in the proposed work the packet loss rate has been increased from 

0.7% to 2.4% as the number of nodes expands from 10nodes to 50nodes. When  

compared to the existing work, the proposed Technique has less packet loss rate. 

 PLR=
∑ 𝑁𝑂 𝑂𝐹 𝑃𝐾𝑇 𝐿𝑂𝑆𝑇

∑ 𝑁𝑂 𝑂𝐹 𝑃𝐾𝑇 𝑆𝐸𝑁𝑇
 *100 (22) 

7.2 Detection rate  

The Detection rate has been defined as the percentage of malevolent nodes detected 

to the total number of malevolent nodes included in the network. Fig 7 reveals the 

detection rate with increasing number of simulation time for existing PPTDP and 

proposed work. The detection rate can be referred as count of true malevolent nodes 

that are diagnosed by the process over the total count of malevolent nodes in the  

network. The detection rate for existing got increased from 60 to 85% and in the  

proposed work the detection rate has been increased from 80 to 95%. So the proposed 

work has higher detection rate even when the count of malevolent nodes increases. In 

the existing work, when the count of nodes got increased, the count of interactions 

between the networks got expanded, so more packets will be dripped because of colli-

sion and no trusted nodes are identified in the network.so detection rate for the exist-

ing PPTDP is less compared to the proposed Technique. 

 

Fig. 6. Packet Loss Rate vs No of Nodes 

 Detection rate=
𝑁𝑜 𝑜𝑓 𝑚𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠 _𝑛𝑜𝑑𝑒 𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑

𝑇𝑜𝑡𝑎𝑙 𝑛𝑜 𝑜𝑓 𝑚𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠 𝑛𝑜𝑑𝑒
 ∗ 100 (23) 
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Fig. 7. Detection Rate Vs No of Nodes 

7.3 End to end delay 

End to End delay has been measured as the time needed by a data packet to reach 

the target node from the originator node. In the existing work, the trust relationship 

cannot be fabricated in an efficient manner, so more time is spent in detection process. 

 

Fig. 8. End to end Delay Vs No of nodes 

 AVERAGE E2E DELAY=
∑ 𝑆𝑒𝑛𝑡 _𝑡𝑖𝑚𝑒 −𝑟𝑒𝑐𝑣_𝑡𝑖𝑚𝑒𝑛

𝐼=1  

∑ 𝑝𝑘𝑡𝑠_𝑟𝑒𝑐𝑣𝑑
 (24) 

Fig8 reveals the end to end delay for the existing PPTDP and the proposed Tech-

nique. In the existing PPTDP, as the number of nodes increases from 10 t0 50, the 

delay has been increased from .0322 sec to .0415 sec, because more time is exhausted 

for the detection of packet drop. In the proposed work, when number of nodes ex-
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pands from 10 to 50 nodes, the delay has been increased from .0265 to .028 and then 

dropped to. 0265.From this comparison, we can conclude that our proposed technique 

has less delay compared to existing PPTDP. 

8 Conclusion and Future Work 

In this paper, we have propounded a new-fangled hybrid trust-based concepts to 

diagnose the malevolent node and to resist the black hole attacks in Mobile Adhoc 

Networks. Our simulation results disclose that our proposed work outclass the prevail-

ing technique PPTDP in terms of Packet delivery Ratio, Packet loss ratio and energy 

consumption. As a means of future work, (i) we explore the expediency of our pro-

posed work to tackle with other types of vulnerabilities in Mobile adhoc Networks, 

(ii) then to apply dynamic threshold values to detect attacks, (iii) explore that combin-

ing our proposed Technique with other reliable schemes to provide a more secured 

routing in Mobile Adhoc Networks. We can further improve our proposed work by 

including more parameters. The performance of the proposed work is assessed using a 

simulator NS2 and results reveals that the proposed work diagnose the malevolent 

node with high accuracy.  
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