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Abstract—Due to the widespread use of computer technolo-
gies in almost all aspects of life, organisations that are con-
nected to the Internet started extending their services to
their customers to include new applications and services
that satisfy their customers’ desires to make better busi-
nesses. One of these emerging applications is mobile bank-
ing. The term mobile banking (or m-banking) describes the
banking services that the user can perform via a mobile
device ubiquitously at anytime and from anywhere. In order
for users to access their accounts, they need a mobile device
and network connectivity. Therefore, sitting in front of a
computer is not a requirement anymore; accessing accounts
can occur while users are waiting their turn at the dentist
clinic or relaxing at the beach!

This paper explores the opportunities of using mobile tech-
nology in the electronic banking (e-banking) sector to en-
hance existing banking services by moving toward m-
banking using mobile devices and wireless media that can
provide opportunities for ubiquitous access to the banking
services as mobile technologies can be used at anytime and
from anywhere. The technical problems encountered while
using the mobile devices presents some technical difficulties
and challenges for the m-banking.

In this paper we introduce a mobile system that demon-
strates the flexibility gained out of this technology and cov-
ers the major aspects of such kind of applications. The pro-
posed system covers two parts: the customer services (user
interface) and the security aspects. In the user interface
part, banking facility is provided to the user through the
mobile device to implement banking transactions. The
model provides customers with the services: billing pay-
ments, transferring of funds, viewing of customer’s accounts
and transactions, allowing the user to change his/her pass-
word and request a cheque book. The application takes into
consideration security aspects, it satisfies the following secu-
rity requirements: Authentication, Confidentiality and Au-
thorisation.

This paper introduces the advantages and disadvantages of
using mobility in the banking sector. Furthermore, this pa-
per also presents the security, suitability and feasibility as-
pects of using m-banking in terms of technology and usabil-

ity.

Index Terms—Customer Relationship Management, CRM,
Electronic Banking, e-banking, Mobile Banking, m-banking,
Security, Ubiquitous.

. INTRODUCTION

The pioneer work of Mark Weiser on ubiquitous com-
puting [1], has paved the way for more focus among re-
searchers on taking advantage of these technologies in
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several application areas in the commercial and business
domains. Available ubiquitous technologies such as wire-
less communications, positioning services, and sensor
network technologies will have an immense impact on
various areas of business. Customer Relationship Man-
agement (CRM) as a technology-based strategic imple-
mentation for company relations with customers is becom-
ing a business function and its scope has been expanded
via utilising the existing ubiquitous technologies [2, 3].

The initial wave of applications aimed to deliver CRM
through electronic media was named electronic CRM (e-
CRM) [4]. It began to use the Internet to change the ways
in which companies reach customers. Later, the concept of
mobile CRM (mCRM) [5] which uses mobile medium
such as mobile phones or Personal Digital Assistants
(PDAs) for managing customer relationships was pre-
sented. The term ubiquitous CRM (UCRM) refers to the
process of providing the customers with the right service
anywhere and at anytime in a proactive manner.

Several businesses have been affected by the above
waves of CRM development. One of the main businesses
to be affected by this development is the banking sector.
The widespread use of Internet-enabled mobile phones
and PDAs makes the transformation of banking services
to mobile devices a successor to Internet Banking or elec-
tronic banking (e-banking), and this created a new subset
of electronic banking, called mobile banking (m-banking)
[6].

Internet Banking gives the customers the ability to ac-
cess their bank accounts anytime. Customers can check
out their account details, perform transactions like trans-
ferring money from one account to another, get their bank
statements, and pay their bills all while they are at their
homes, offices, or at any place equipped with an Internet
facility. The biggest limitation of Internet banking is the
requirement to have a PC with an Internet connection. M-
Banking, however, reduces this requirement to only a mo-
bile device [7].

M-Banking is defined as the use of mobile devices such
as a mobile phone to perform banking transactions or to
access financial services. With mobile banking, clients
that may be in the most remote location and have a mobile
phone with network connectivity, can access their ac-
counts anytime and from anywhere in what is termed
ubiquitous computing [8].

As m-banking is the successor for e-banking, it is di-
vided into two main areas; First: mobile brokerage which
covers securities transactions with mobile devices. Sec-
ond: mobile banking which covers account management
with mobile devices [6].

The simplest form of mobile banking services enables
users to receive information about their account balances
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through Simple Messaging Service (SMS). But in a
broader sense, the new Wireless Access Protocol (WAP)
and Java-enabled mobile devices that use General Packet
Radio Service (GPRS) support a wider variety of banking
services such as fund transfers between accounts, stock
trading, and confirmation of direct payments via the
phone’s micro browser [9]. M-Banking is being deployed
using mobile applications developed on one of four chan-
nels: Interactive Voice Response (IVR), SMS, WAP and
Standalone Mobile Application Clients [7].

The rest of this paper is organised as follows. Section Il
introduces a related literature review. Section Il intro-
duces mobile banking services for the proposed model.
Section 1V introduces the security aspects in mobile bank-
ing in general. Section V presents the security aspects in
the proposed mobile banking system. Section VI details
the components and services of the proposed mobile bank-
ing system. Implementation details are presented in sec-
tion VII. Section VIII draws conclusions and presents
possibilities for future work.

Il.  LITERATURE REVIEW

The Global System for Mobile Communications (GSM)
association indicated that there were over 3.6 billion GSM
subscribers in the world before the middle of the year
2008 [10] and about 1.2 million new daily connections
[11]. According to this fast growth, it is predicted that the
number of subscribers will exceed 4 billion by the end of
the year 2010 [11]. Financial services, especially mobile
banking services are greatly affected by this growth. Ac-
cording to Green Research [12], “the number of active
users of mobile banking and related financial services
worldwide is forecasted to increase from 55 million in
2009 to 894 million in 2015”. This increase will have
great impact on the type of m-banking applications re-
quired by different types of customers. When the GSM
association began the Mobile Money Transfer programme
in 2007, the target was to make the transfer of funds ser-
vices easier for workers and to introduce mobile financial
services as a new application [13].

In the developing countries, only a few banks are offer-
ing m-banking services. However, the Philippines, South
Africa and Kenya have successfully introduced these ser-
vices. Some of these servicers for example include Globe
Telecom’s GCash from the Philippines and Safaricom’s
M-PESA from Kenya. They both use a text-based SIM
(SIM stands for Subscriber Identity Module, a small
memory chip) Application Toolkit implementation to pro-
vide their services. In South Africa, Nedbank and Stan-
dard bank offer their services through WAP [14].

Barati and Mohammadi proposed a model to solve the
consumer resistance to innovation by integrating Tense
Aspect Modality (TAM) with an innovation resistance
theory and with another variable named as “social and
cultural factor”. In order to facilitate the acceptance of m-
banking, they also considered other conditions such as the
familiarity of the mobile device, the usage time and tech-
nology use skills that were based on Unified Theory of
Acceptance and Use of Technology (UTAUT) [15].

Shammot and Al-Shaikh surveyed the branch managers
of 59 Jordanian commercial banks, and grouped the data
into: branch location, gender, and years of experience.
They found from the feedback of managers who work in
the capital of Amman that customers who use m-banking
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are highly comfortable with the process and have easy
access to WAP. In addition, male managers feel that using
m-banking is highly influenced by personal contact and
that the procedure to obtain m-banking access from a bank
is an easy task. Furthermore, managers with less than 8
years experience feel that using m-banking provides moni-
toring and follow reports related to work more than those
with 15 years experience or more, due to the fact that
managers with less than 8 years experience are more open
to newer technology than older managers [16]. This ob-
servation can also be noticed in learning new technology
by new generations as compared to older generations
which makes m-banking more attractive to the coming
generations.

Mallat et al. indicated that the final decision of whether
to adopt one or several mobile applications or none at all
is the customer’s decision. Financial institutions and op-
erators can cooperate together to provide mobile pay-
ments, dividing the responsibilities according to their core
competencies. The roles and tasks are not necessarily
fixed, but are subject to change and evolution [17].

I1l.  MOBILE BANKING SERVICES

Sun Microsystems Inc. mentioned some applicable
guidelines when defining service requirements [18]. Such
guidelines include, make it easy, make it small and fast,
fail fast-scale fast, bank-grade security overall, and mobile
commerce as the main goal.

By designing an m-banking application in a simple
way, it can be understood and used with the limitations of
mobile phones. On the other hand, generalised solutions
can suffer from poor implementations and interfaces,
which cause slow and cumbersome usage. Any m- bank-
ing application must be easy, fast, and intuitive; in order to
be used on customer handsets. Users should be able to
easily find an m-banking application among those avail-
able on the handset, and authenticate and execute the
transaction within a small number of keystrokes.

Fail fast-scale fast means that banks must be able to
quickly identify and try out new applications, scaling them
if they work and removing them if they do not. Consumer
confidence in the provided service is a major factor of its
adoption. End-to-end bank-grade security is a requirement
for every banking application. That means comprehensive
security must be built and deployed into overall security
architecture, not added on to each application [18].

Developers of m-banking applications must indicate
clearly that mobile commerce is supported. That means a
customer’s ability to conduct mobile commerce transac-
tions, in other words, the ability to perform mobile pay-
ments, account information and services, and more [18].

Banks that offer mobile access are mostly supporting
many services like: account information, payments and
transfers, investments, support, coverage, and content ser-
vices [7].

The most common services available today in most
large U.S banks are: account alerts, security alerts and
reminders, account balance updates and history, customer
service via mobile, branch or ATM location information,
bill payments by secure agents and mobile client applica-
tions, funds transfers, transaction verification, and mort-
gage alerts [19].
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M-banking extends existing online services such as ac-
count information, funds transfer, bill payment, and mini
statements by making them accessible from any mobile
device. Combining other mobile services such as customer
alerts on account activities provides an improved customer
experience and increased customer loyalty.

Some characteristics of the mobile use were identified
by Pousttchi and Schurig [6] such as: mobile application
uses a mobile device, connection is provided by a mobile
network operator, using mobile data transmission is ex-
pensive, sensitive data is transmitted, and disruption of the
usage is possible at any time.

With regards to these characteristics, four use cases
were introduced by Pousttchi and Schurig [6], they devel-
oped 15 requirements to mobile banking applications
which can be classified into four categories: technical,
usability, design and security [6].

Technical requirements are as follows: using applica-
tion must be possible with both kinds of mobile devices (a
mobile phone and a PDA), the application should auto-
matically adapt to the conditions of the mobile device,
using the application must be possible for customers of
any mobile network operator, and the amount of transmit-
ted data should be kept to the minimum.

Usability requirements include: the possibility to work
offline with the application, a simplified method of data
input, resumption of usage at the same point after disrup-
tion which means that the application should allow the
user to resume his/her usage at the same point where it
was disrupted, without a complicated re-log-in procedure,
and a “One-Click”-Request of important data for quick
access to information.

In order to make m-banking a real alternative to e-
banking, several design requirements must be satisfied
such as: the possibility to personalise the application, the
possibility to scale the application, the possibility to get
announcements on important events, and a wide range of
functionality, similar to those in e-banking,

Finally security requirements are classified into three
parts: the transmission of the data has to be encrypted.
Before usage, access to the data must be authorised, and
authorisation has to be simple [6].

IV. SECURITY ASPECTS IN MOBILE BANKING

System security is a major factor that is considered to
be a technical issue. However, a security system lays the
user authentication. When users are involved, security is
more than technical: it needs to be practical and usable
[20]. Security is achieved only by means of a combination
between the user and the technology [21]. Users are con-
sidered as the weakest link in the security chain, and users
are often blamed for the failure of system security [22].

Security design has two aspects; technological and us-
ability. Security systems in most cases are not designed to
be convenient to the user’s needs or to user’s mental limi-
tation. Although the goal of a security system is to have
mechanisms to protect the system, it is also important that
the mechanisms are usable by legitimate users who are
authorised to use the system [8].

Martino and Perramon [23] proposed an authentication
resistant method focused specifically on the e-banking
scenario. The protection was based on the mutual authen-
tication process, of which details have been studied thor-
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oughly. In addition, security is provided against a com-
promised client environment, like virus or spyware infec-
tions on the client side, as such malware could be used to
steal banking customers’ account access information.

Narendiran et al. [24] proposed a security architecture
for mobile banking and a prototype solution for securing
sensitive data over wireless networks through a Mobile
Information Device Profile (MIDP)-enabled device. Nar-
endiran et al. also proposed an end-to-end security frame-
work using Public Key Infrastructure (PKI) for mobile
banking.

Chong proposed the design of two mobile authentica-
tion techniques: combinational graphical passwords and
gesture passwords. These techniques were implemented as
prototypes. The prototypes along with a Personal Identifi-
cation Number (PIN) authenticator were evaluated by
users, and the results revealed that users were more profi-
cient and preferred to use PINs for mobile banking au-
thentication than the other two systems [8].

Pousttchi and Schurig classified the security require-
ments into three categories, first: the transmission of the
data has to be encrypted. Second: access to the data must
be authorised before usage. Third: authorisation has to be
simple [6].

Authentication refers to “the process of confirming or
denying an individual’s claimed identity” [25]. Password
authentication is the most commonly used verification
method and most users have adapted to use passwords for
authentication.

M-Banking services are offered through different plat-
forms, but the underlying services remain the same. PIN
authentication is used by all implementations as a login
method, regardless of the platform. Before conducting a
transaction, a client is required to login with a PIN. Only a
valid PIN code will grant the client access to the service

[8].

V. SECURITY ASPECTS IN THE PROPOSED MOBILE
BANKING SYSTEM

Security aspects were carefully considered in the pro-
posed m-banking system to satisfy the security require-
ments as described in section Il1.

A. Authentication

The proposed system uses three components to ensure
appropriate level of authentication, these are: username
and password technique, National ID technique where the
client must input one or more of his/her national ID digits
chosen randomly, and an account ID technique in which
the client has to input one of his/her accounts for each
service s/he attempting to execute, also blocking to his/her
profile is applied if s/he had wrong trial more than three
times.

The client has to enter their username and password in
order to access the system then his/her information will be
encrypted and sent to the server side to check if it is cor-
rect or not. If it is not correct, the system displays an alert
“invalid user name or password” and the system gives the
client another chance to enter the correct information. The
client has three trials then if the third trial was failed an
alert is displayed to instruct the customer to return to the
customer’s branch. If the customer attempts to access the
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system after this alert before visiting his/her branch, the
system becomes inaccessible.

After successful username and password authentication,
the system asks the client to enter his/her national ID, the
client does not need to enter the whole national 1D, but
s/he will be instructed to enter one, two, or three digits
from his/her national ID chosen randomly by the system;
such as: First, third and last digit, first three digits, or last
three digits.

If the client enters an incorrect combination of digits,
the system will inform him/her that it is an invalid combi-
nation and the question will be asked again, possibly with
other combination of digits. If the answer is correct, the
next step will be to select the service and the system
shows a welcome message with the client’s name and a
list of services. Figure 1 shows a flowchart for these steps.

B. Confidentiality

The proposed system encrypts the transmitted data us-
ing a substitution cipher which is a method of encryption
in which single (simple substitution), double or triple of
letters of plaintext are substituted by other letters, numbers
or symbols in the cipher text. Substitution over a single
letter (simple substitution) is adopted in the proposed sys-
tem. Simple substitution can be demonstrated by writing
out the alphabet in some order to represent the substitu-
tion.

The cipher alphabet may be shifted or reversed like
with the Caesar cipher, a type of substitution cipher,
which replaces each plaintext letter with one fixed number
of places down the alphabet (a type of substitution cipher
the alphabet is rotated 13 steps like ROT13 algorithm).
The rotation steps could be set to a specific number. In the
proposed system we adopted the shift of 7 steps so that A
in the plaintext becomes H. Caesar cipher of plain text
with a rotation of 7 steps as adopted in the proposed sys-
tem is shown as follows:

Plaintext alphabet:
ABCDEFGHIJKLMNOPQRSTUVWXYZ

Cipher text alphabet:
HIJKLMNOPQRSTUVWXYZABCDEFG

According to this substitution MOUSA as plaintext is
replaced by TVBZH.

C. Authorisation:

After the customer obtains authentication to the system,
an appropriate authorisation level is assigned where the
user only gains access to his/her profile and his/her ac-
count details. This is achieved by entering an account
number. The system asks the user to input the account
number before the use of every service because if the cus-
tomer forgets to turn off the application on his/her phone,
a physical intruder may be able to use the available ser-
vices of the customer account. Therefore, requesting an
account number before any action protects the account
from illegal utilisation. Additionally, a user may have sev-
eral accounts, and s/he needs to decide on which account
the current transaction should be performed.

VI. MOBILE BANKING COMPONENTS AND SERVICES

Several components interact with each other through
well-defined interfaces. One of the main components is
the erver that is located on the bank side. That server
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Input: Username, password

Input: random digits
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Digits are correct?

Bank Services

Account | Transfer | Transaction| Bill Payment | Chegue Book | Change password

Figure 1. Checking Authentication.
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/
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a

Server (Banlk)

0

Figure 2. Mobile Banking System Architecture.

whala

contains the bank database and offers mediation between
the database component from one side and to the client
component on the other side. The system architecture is
depicted in Figure 2.

Server component (Bank)

Server side processes any received information and
sends the results. Also, database is installed on the server
side.

A. Client (Customer)

In the Client side there is no processing. The client
(customer) sends requests and receives results. Java 2 Mi-
cro Edition (J2ME™) is used to program the application
on the client side.

B. Database

In order to implement the proposed system, information
about customer, account and submitting are required. We
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Figure 3. ER diagram for tables used in the proposed m-banking system.

organised such required information into three tables rep-
resented as ER diagram with relationships between them
as shown in Figure 3. Table 1 describes the customer ta-
ble, Table 2 describes the account table, and Table 3 de-
scribes the submitting table, along with attributes that link
them together. In submitting table the system stores in-
formation to allow the user access to the system or to re-
view the bank through the flag with the date of operation
and submitting type. It is stored every time the user at-
tempts to access the system.

C. Services

The system offers several services to the customers.
These services are shown in Figure 4. Such services in-
clude, view of accounts, money transfers, transaction
views, bill payments, ordering of cheque books, and
changing passwords.

View Account: In this service the customer can see
general information about the account (type, date creation,
amount).

Transfer: Using this service, the customer can transfer
money from one of the customer’s accounts to another.

Transaction: This service enables the customer to view
their latest account transaction(s) in detail such as type of
transaction, and date.

Bill payment: Using this service the client can pay bill
invoices to utility companies such as electricity, water and
gas.

Cheque Book: Allows clients to send requests to order a
cheque book from the bank.

Change password: Allows the client to update or
change his/her password.

View

1 Issue Cheque
Y

Transfer M_banking

7'y

A 4
Transaction Password

Figure 4. The proposed system block diagram.
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TABLE I.
CUSTOMER TABLE
Attribute Description
1D Identification Number (Primary key)
Customer username that s/he enters as first step in using
User Name
the system
Password that the customer use in order to use the
Password
system
Name Customer’s name (first name and last name)
National No  [Customer national 1D number
Address Customer address (City and Street no)
Fla To indicate the role of the customer: (0: manager, 1:
4 employee, 2: user)
Telephone Customer’s telephone number
TABLE Il
ACCOUNT TABLE
Attribute Description
1D Account Identification Number (Primary Key)
Type of the Account (checking account, or saving
Type
account)
Amount Represents balance amount

Date Created

The date when the customer account was created

To indicate which customer owns this account (Foreign

Customer ID Key)
TABLE II1.
SUBMITTING TABLE
Attribute Description

1D Submitting Identification Number (Primary Key)
S Type Submitting Type
Fla To indicate whether the user is allowed to access the

9 system or s/he has to review the bank
Date The date when the submitting occurs
Customer 1D To indicate which customer performed this submitting

(Foreign Key)
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D. Use Cases

Figure 5 shows the use case diagram and the actors of
the proposed system.

In the following, we introduce eight use cases that have
been developed in the proposed m-banking system. The
use cases are not exhaustive, but are representative. In
each use case the desired information and/or the condi-
tions of the usage are displayed. For each use case we
identify actions that the user has to do in this particular
situation.

bill payment

Figure 5. The use case diagram and the actors in the proposed m-
banking system.

1) Use case 1: Verify Information:

The customer enters his/her user name and password,
and the system verifies this information. The system then
requests him/her to enter 1, 2, or 3 digits from his/her na-
tional ID number for more security. If the entered digits
are correct then the customer can use the provided ser-
vices and select any one of them. This use case is shown
in Figure 6.

2) Use case 2: Verify Account

In many services in order to do some operations the
customer must enter his/her account number. This is im-
portant for security reasons and as customers may have
more than one account, this step allows the customer to
decide on which account the current transaction is to be
performed. The system verifies the account number, and
checks if that account belongs to the currently logged in
customer. If it is correct, the system continues to provide
the service to the customer as shown in Figure 7.

3) Use case 3: View Account

The customer enters his/her user name and password,
then enters digits from his/her national ID. If they are cor-
rect, the system requests him/her to enter an account num-
ber, and the server will check if it is correct or not as de-
scribed in the previous use case. If it is correct, the server
will send account information such as account type, date
of creation, and current balance. Otherwise, an alert will
be sent by the server: wrong account and it will allow the
customer to try to log in again up to three times. After
three failed attempts, the account will be locked and the
server will ask the customer to go back to his/her branch
to unlock the account. This use case is shown in Figure 8.

4) Use case 4: Fund Transfer

The customer enters the system according to use case 1.
If successful, the customer can select the transfer service
and then the customer has to enter one of his/her accounts
from which s/he needs to transfer money. Also, s/he enters
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the account that will receive the money s/he needs to
transfer, with the amount to be transferred. The system
checks the two accounts and if both of them are correct
and there is sufficient fund in the first account, the system
will complete the transfer operation. Otherwise, the sys-
tem returns back to the transfer form.

If one of the accounts the user entered was not for
him/her, the system shows an alert “Error Account” and
it allows the customer to correct the error up to three trials.
After three failed attempts, the system displays a message
asking the user to return to the branch. Then the system
returns to the main form. The above sequence is depicted
in Figure 9.

5) Use case 5: Transaction

The customer enters the system according to use case 1.
If successful, the customer can select the transaction ser-
vice. Then, the customer has to enter his/her account,
transaction type and the duration, which is designed to
allow the customer to choose from three options: last five
transactions, last three transactions, or last transaction.

After entering the desired choice, the system checks if
the customer’s account is correct or not. If it is correct,
transaction(s) details will be displayed such as: transaction
type, transaction amount, and transaction date. If the ac-
count number is incorrect, the system shows a message to
inform the customer that s/he entered an invalid account
and the customer has to try again, but if s/he failed to enter
a correct account number for three times, the system dis-
plays a message asking the customer to return to his/her
branch. The system then displays the main form as shown
in Figure 10.

6) Use case 6: Bill Payment

The user is in a mobile situation and intends to make a
payment by bank transfer from his/her account to a utility
company account. The customer enters the system accord-
ing to use case 1. If successful, the customer can select the
bill payment service. Then s/he must enter his/her ac-
count, select the company name and enter the amount and
type of the bill. The system continues to process this op-
eration. If the entered account was wrong, the system dis-
plays a message to the customer “Error Account” and if
the customer enters wrong account for three times, the
system displays a message telling the customer to return to
his/her branch then return to the main form as shown in
Figure 11.

7) Use case 7: Issue Cheque Book

The customer enters the system according to use case 1.
If successful, the customer can select the cheque book
issuing service. The system then asks the customer to en-
ter three pieces of information: Account number, humber
of required cheque books, and number of pages per book.
The system will check if the account number is correct or
not. If it is correct, the request is sent to the bank server to
process it. But, if the account is wrong, the system dis-
plays an alert “Error Account” to the customer and if the
customer has made three wrong trials, the system will
return to him/her a message to return to his/her branch and
view the main form of the application as shown in Figure
12.

8) Use case 8: Change password

The customer enters the system according to use case 1.
If successful, the customer can select change password
service. Then the customer enters his/her old password,
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new password, and confirmed new password. The system  the system displays a message to tell the customer that the
will check if the old password is correct and if the new  operation is successfully completed. Then the system
and confirmed passwords are identical and differ from the  sends the customer back to the main form to use the appli-
old one or not. If the entered information is correct, then  cation using the new password as shown in Figure 13.

services Soreen

-

sustoruer verify soreen vational sorsen
‘ customer custozaer option service scieen ‘ ‘ ~verify account ‘
it el ; H | I 1 I 1
enter(user_naroe, passwond) h o | i extextings) d i d
i i | i
[ertlytinde) " i kerifiy(info) i d
' ' | '
euter(uational ) _ | | ) |
Ferifynational_num) 1 T regest ' '
i | |
' i select service '
| i i
T display screen | i
| 1
' i i enteraccount) |
i | ]
' ' i i rifi{account)
| | i |
i i ! !
response } | i
Lt : ; | | T
| 1 |
| | |
i i 1 U i H |
1 | 1 | L:J h respomse i h
i i i i L !
1 |
| i i
| 1 |
i i i
| 1

Figure 6. The sequence for verifying customer information
Figure 7. The sequence for verifying a customer account.

| erify account | | #scoount Screen Customer | Customer | Services Soreen | Transfer Soreen
COiption
E enter(info) E \ E . Entortndo)  exifiy Cinfo) ' i
request 1 Q ] |
i Request H i
I [Select Transfer Services |
. : ] |
i i Request ,
E Enter {account l,lktumher) E :
responselAceoynt info) lTl : ‘
R i U Euter Transfor informationaccount | sbcount? aount) |
1 1 : : L Verify [nfl
; ; ; : Rocpomse | F
Figure 8. The sequence for viewing an account. Figure 9. The sequence for fund transfer.
Custorer Custorasr Services Screen Transaction Custoraer Customer Services Screen Bill Payment
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Zl Rerquest ' ' Reruest | |
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o ‘ ' . ' Figure 11. The sequence for bill payment.
Figure 10. The sequence for transaction.
Customer |C\15|Dmerﬂp(inn Services Screen ‘ Checue hook ‘ Tssne cheque ‘
Seresn. book screen custormer customer option | service screen. | |passw\3rd screen |
Enter(info) v '
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H | recpest H select screen H
! Seiect e :
- i :
Regosst entetold pass,new pase) : .
— JZI
+ T : J‘| Figure 13. The sequence for changing a password.
! : 4

Figure 12. The sequence for issuing a cheque book.
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VII. [IMPLEMENTATION DETAILS

JAVA is used to program the server side and derby da-
tabase is installed and used in this application as it offers a
lightweight database.

Sun Microsystems developed Java 2 Platform Micro
Edition (J2ME™) technology aimed at a specific area of
computing industry which is for the combined needs of:
consumer and embedded device manufacturers who build
a diversity of information devices, service providers who
wish to deliver content to their customers over those de-
vices, and content creators who want to make compelling
content for small, resource-constrained devices.

Although J2ME offers a subset of features offered in
Java 2 Platform Standard Edition (J2SE™), but it main-
tains the basic features that Java technology offers like:

e Built-in consistency across different products such as
its capability of running anywhere, anytime, and on
any device.

e The power of a high-level object-oriented program-
ming language with a large number of development
libraries (packages)

o Portability of code.

o Safe network delivery.

+5550000 - DefauliColorPhone EEX)

MIDlet View Help

B +5550000 - DefaultColorPhane [==1E3)

MIDlet View Help

1 2 anc 3o 1 2 sec Sorr
Aou 5 6 o fom 5. 6 mno
7 razs 8w Qwxz 7 pars 8w Qwivz
L *- 0 #-+ ‘J L *- 0 #-+ ‘J

a) First Login Step b) After successful login, the user

selects a specific service.

e Upward scalability with J2SE and Java 2 Platform
Enterprise Edition (J2EE).

The J2ME architecture was made modular and scalable
to support this kind of flexible deployment, also it sup-
ports minimal configurations of the Java virtual machine
and Java Application Program Interfaces (APIs) that pro-
vide and capture just the essential capabilities of each kind
of device.

Because of the large range of different type of devices
in the J2ME market place, Sun has split the J2ME in con-
figurations; Connected Limited Device Configuration
(CLDC), and Connected Device Configuration (CDC)
[26].

J2ME profile addresses the specific demands of a “ver-
tical” market segment such as banking or payment appli-
cations. Because of this, profiles may include libraries that
are more device-specific than the libraries provided in a
configuration.

For developers, a profile is just a collection of Java
APIs and class libraries residing on top of a configuration
and providing domain specific capabilities for devices in a
specific market segment.

Sample screenshots from our implementations are

shown in Figures 14. The captions under the figures make
them self explanatory.

+5550000 - DefauliColorPhone [B=1ES) 8 5550000 - DefauliColorPhone (3=
MIDiet view Help MIDIet view Help
= | =)
pack oK pock
- = - . e .
i I ==
A = ALl A ~ a
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Jdew 5 6 mno oy 5k 6 mmo
7 eaws 8w Quxvz 7 pors Sruv Quiz
* - 0 #-+ ) * - 0 #-+ |
e SPACE J ST SPACE /

¢) The user selected the transaction
service then asked to enter the account
number.

d) results of the transaction ser-
vice for the last 5 transactions

Figure 14. Screenshots from the proposed m-banking implementation.

VIIlI. CONCLUSIONS AND FUTURE WORK

In the preceding sections we analysed the relevant ser-
vices and security aspects in a mobile banking (m-
banking) system. We proposed a system for m-banking
and identified relevant m-banking use cases of the pro-
posed application. Based on these we derived a set of se-
curity aspects, which we employed later in the proposed
m-banking system.

One major goal of banks is to expand the big success of
electronic banking (e-banking) to m-banking in order to
improve users’ reachability. However, it is important to
keep in mind that any usage of m-banking is done with the
application of the rules of mobile commerce.
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