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The increasing availability of enormous data about users
online, along with availability of sophisticated tools and
technology to store, aggregate, and analyze data for
secondary use has raised concerns about how to balance
the opportunity for secondary use of data with the need
to protect the user privacy that may result from harmful
use. To develop a privacy protection mechanism that
is useful and meets the expectations and needs of the
user, it is important to understand user’s attitude to
privacy and secondary information sharing and usage of
his/her data. While several studies have investigated
factors influencing user’s attitude to privacy in primary
data collection context, none of the existing studies have
provided an understanding of user perception and attitude
to privacy in secondary context. To fill this gap, this
work has identified five factors that are important in a
secondary usage context and carried out a study on their
influence on user’s perception with respect to how their
data is shared for secondary use. The main contribution
of this paper is an understanding of factors influencing
user decisions about privacy in secondary context, which
can assist both technology designers and policy makers
in the development of appropriate privacy protection that
meets the needs and expectations of the user.
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1. Introduction

Recent advances in mobile, social and ubiqui-
tous computing have made it possible for ap-
plications and devices to gather enormous data
from/about the user in various contexts and
through various means (e.g. volunteered by the
user; from observation of user activities; or
inferred from volunteered and observed data)
(Poslad, 2009; Seng, 2007).
Although data collected directly from the user
by an application or device (so called primary

data) are currently fragmented and stored in var-
ious isolated applications, devices, and databas-
es online, there is a growing trend towards de-
veloping tools and technologies that facilitate
aggregation and reuse of these data for new pur-
poses (so called secondary sharing and use) that
might not be known during the time of primary
collection (Iyilade and Vassileva, 2013a). For
example, in user modeling community, many
frameworks and tools have been developed in
the past decade for collecting and processing
users’ data drawn from many sources in what is
often referred to as decentralized (Vassileva et
al., 2003) or cross-system user modeling (Car-
magnola and Cena, 2011; Abel, et al., 2010).
Similarly, recent technological advances in Big
Data analytics have made it possible to eas-
ily aggregate large volume of user data from
many sources for advance knowledge discovery
(WEF, 2012).

Arguably, allowing applications to share user
data for secondary use will benefit both the user
and society at large. For example, the user can
get better personalized services, since richer in-
formation about his/her activities and interests
in various contexts will be available for person-
alization (Heckmann et al., 2005). In addition,
the opportunity for aggregating user data from
many sources in Big Data analytics is driving
innovation in many areas such as healthcare,
education, national security, law enforcement,
fraud detection in credit card payment, urban
planning, disaster recovery, and optimization of
energy consumption (Podesta et al., 2014).
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The above-highlighted benefits, however, are
being overshadowed by the increasing concerns
about the risks of secondary sharing to users’
privacy. Since, in many cases, the data be-
ing shared are electronic logs of users’ private
and public lives, the data could be used for
potentially harmful purposes such as surveil-
lance or profiling the user for targeted discrim-
ination with respect to employment, insurance
and loans (Toch et al., 2012; Machanavajjhala,
2008).

To develop a privacy-enhancing technology that
balances the opportunity for beneficial (sec-
ondary) use of data with the need to protect the
user from potential privacy risks from misuse of
his/her data, there is the need to first understand
the factors influencing users’ attitudes towards
privacy and secondary sharing and use of their
data. This will enable the design of technical
tools and solutions that meet the expectations
and needs of the user (Cranor et al., 1999).

In the past, several studies (e.g. Hann, et al.
2002; Tsai et al. 2011; Virpi et al. 2009; Knij-
nenburg and Kobsa, 2013; Acquisti et al. 2009)
have been conducted to understand the factors
influencing user privacy decisions, attitudes or
behaviors, however, most of these studies have
focused on privacy and information disclosure
in the context of initial (primary) data collec-
tion, hence, factors that impact the users’ in-
formation sharing attitudes in a secondary data
sharing and usage context have remained un-
explored. Furthermore, even where the factors
analyzed in previous studies are relevant to sec-
ondary settings, the factors were investigated in
isolation (each one as a single determinant of the
users’ attitude or decision). There is, therefore,
the need to investigate the correlation of the
factors that are influencing the users’ decision
to protect his/her privacy or allow secondary
sharing of his/her data.

In this paper, we address this challenge by con-
ducting a study with 822 participants on the fac-
tors influencing their attitudes toward secondary
sharing and reuse of their online information.
More specifically, we investigate the influence
of the following five factors: perceived benefits
(of secondary information sharing), perceived
risks, perceived sense of control, attempt to gain
or protect online reputation on users’ secondary
information sharing attitudes. As a secondary
objective, we also investigate whether there are

significant differences in the influence of these
factors on users’ attitude to secondary informa-
tion sharing across younger (below 25 years)
and older (above 35 years) age groups. The re-
sults of the study provide valuable insights into
the privacy principles that are important to the
users, as well as design guidelines for develop-
ing a privacy framework for secondary user data
sharing and for tailoring default privacy policies
to users of various age groups.

The rest of the paper is organized as follows:
Section 2 gives a brief background into sec-
ondary user data sharing and its implications
for privacy. It then discusses existing studies on
user privacy attitudes and identifies factors that
influence user privacy decisions in secondary
context. Thereafter, in Section 3, we present our
study design and methodology. After that, we
present the results of our study and their inter-
pretations in Section 4. We discuss the practical
implications of our work for policy makers and
for the design of privacy technologies and tools
in Section 5. Finally, in Section 6, we draw
conclusions, discuss limitation of our study and
directions for future work.

2. Background and Related Work

2.1. Privacy in Secondary Context

The concept of privacy has been defined first as
the “right to be left alone” by Warren and Bran-
deis in 1890 (Spikermann and Lorrie, 2009).
Recently, concerns for privacy have increased
dramatically as computer technologies allow us
to collect, store, aggregate, and analyze huge
amounts of data inexpensively. As a result of
the rapid influx of new technologies and de-
vices in the last decade, existing privacy laws
and regulatory frameworks are lagging behind
in providing the needed balance between user
privacy protection and the growing need for in-
formation sharing (Tene and Polonetsky, 2012).
Existing laws are mostly based on the Organi-
zation for Economic Co-operation and Devel-
opment (OECD) Privacy Principles agreed in
1980 (OECD, 1980) by many countries and on
the principle of informed consent for data flow
(Langheinrich, 2001). Generally, secondary
data sharing and use for the purposes not ex-
plicitly stated at the point of data collection,
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and for which the user has given explicit con-
sent, have been considered a privacy hazard and
as such forbidden in the legislation of several
countries (Tene and Polonetsky, 2012). In re-
ality, however, technological progress, particu-
larly advances in User Modeling, Personaliza-
tion, and Big Data technologies, have made sec-
ondary data sharing and reuse a trend that could
no longer be ignored. User data sharing and
reuse are happening without the users’ aware-
ness and with limited means of control available
to the user. Therefore, the challenge of pri-
vacy is shifting from focusing on limiting data
collection to protecting the users from privacy
risks due to misuse of their data for secondary
purposes. To design privacy technologies that
enable flow of data for beneficial use while pro-
tecting the user from potential privacy risks, it
is important to understand user perception with
respect to privacy in secondary context. This
will ensure the solution is useful and meets the
expectations of the user.

2.2. Related Work

For many years, researchers at the intersection
of information disclosure and privacy have in-
vestigated various factors influencing users’ pri-
vacy attitude or behavior in information disclo-
sure decisions. These studies span many fields
(e.g. Information Science, Economics, Law,
Marketing and Computer Science) (Knijnen-
burg and Kobsa, 2012) and carried out to mea-
sure user privacy attitudes or decisions in vari-
ous contexts (e.g. e-commerce websites (Hann
et al., 2002), social networks (Tuunainen et al.,
2009), recommender systems (Knijnenburg and
Kobsa, 2012), location-based services (Cvrcek
et al., 2006), etc.). To the best of our knowledge,
none of the existing studies has been focused on
users’ attitude toward allowing secondary shar-
ing of their data across applications and ser-
vices. We, therefore, present a brief review of
the related work and, thereafter, summarize it
with the factors that we investigate in this study.

In Acquisti et al. (2009), the authors investi-
gated users’ privacy decision through the lens
of behavioral economics and decision theories.
In the work, privacy is viewed as an economic
good where the users’ decision for more or
less privacy protection can be impacted by non-
rational influences such as endowment and or-

der effects. The endowment effect (Thaler,
1980) states that people would place more value
on what they have than on what they do not
have. In relation to privacy, this means peo-
ple will demand more money to give up their
privacy than they would be willing to pay to
purchase more privacy. The order effect, on the
other hand, measures how the order in which
the request for data is presented influences the
disclosure decision. Also, in Aperjis and Hu-
berman (2012), providing compensation to the
user was found to influence the users’ privacy
decision. Another study by Hann et al. (2002)
attempts to quantify the monetary value that in-
dividuals attach to their personal information on
websites. The study concluded that, among US
participants, protection against secondary use
is topmost concern of user and worth $39.83
to $49.78 while protection against improper ac-
cess and errors is respectively valued at $29.18
to $36.47 and $15.46 to $19.32.

In e-commerce websites, Tsai et al. (2011) in-
vestigate whether a prominent display of pri-
vacy information will cause consumers to in-
corporate privacy considerations into their on-
line purchasing decisions. The study found that
the presence of privacy indicator, statement or
trust seal in websites increases consumers pur-
chasing interest. In addition, Egelman et al.
(2009) found that the timing and placement of
the online privacy indicator has an impact on
user behavior.

Privacy decisions have also been investigated in
the context of online social networks. Virpi et
al. (2009) study the effect of awareness of the
privacy risks of information disclosure on the
users’ decision to disclose or protect informa-
tion on Facebook. In a sample of 210 Facebook
users, the study found that users’ awareness of
the risks will make them limit the information
they share on social network.

In recommender systems, some studies have
found that presenting justification (Knijnenburg
and Kobsa, 2012) for data collection and satis-
factionwith the system (Knijnenburg andKobsa,
2013) influence the users’ decision to disclose
personal information.

Another study by Brandimarte et al. (2012) in-
vestigates the effect of perceived control over
users’ propensity to disclose private and sensi-
tive information to websites. The study found
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that users are more comfortable supplying per-
sonal data to websites when they feel in control,
even if that control might be illusory. The fo-
cus of the study, however, is on the user having
control of initial (primary) disclosure of data
to websites and not the subsequent secondary
sharing and usage. We believe, the objective
risks nowadays arise not from control over ini-
tial disclosure, but from having some control
over secondary usage of data.

Another factor that has emerged as an important
influence on user information sharing attitude is
the concern users have for their online reputa-
tion (Acquisti and Gross, 2006). A 2010 Pew
report indicated that more than 70% of Internet
users aged 18-29 say they have acted to limit
what they share online in order to guard their
reputation (Madden and Smith, 2010). It has
also been found that users differ in their atti-
tudes and behaviors around reputation and pri-
vacy. While some users are concerned about
and manage their online reputation information
(for instance, by customizing privacy settings
and changing online behaviors) (Acquisti and
Gross, 2006), others are largely unconcerned
(Kumaraguru and Cranor, 2005).

Finally, a recent study in 2012 by IIC (2012) de-
fines seven data contexts from user perspectives
for data management that impact user informa-
tion sharing decisions. The data contexts pro-
posed include: (i) Type of data being requested
(ii) Type of Entity requesting the data (iii) Trust
in the service provider (iv) Collection Method
(that is, whether the data is collected via passive
or active means) (v) Device context (i.e if the
data is being requested on a mobile device or
PC) (vi) Data Usage (i.e what purpose is the
data going to be used for) (vii) Value Exchange
(i.e. if there is any commensurate value to the
user for allowing use of data).

A critical look at the existing studies on factors
influencing user information sharing attitudes
reveals that many of the studies were carried out
in various contexts (e.g. for websites, recom-
mender systems, location-based services etc)
and that most of them focus on factors influenc-
ing the users’ disclosure decisions in primary
data collection (i.e. by the application that col-
lects the data for its own adaptation purpose)
rather than sharing and reuse of already col-
lected data for secondary purposes. However,

factors influencing the users’ attitude about sec-
ondary data sharing are different and likely to
give different results when investigated in a sec-
ondary user information sharing context. This
is because, unlike in primary context where data
disclosure to a particular website or server in-
volves direct interaction by the user with the
system, secondary information sharing occurs,
typically, in a peer-to-peer fashion (among col-
laborating applications, devices, web-services,
sensors and agents) and involves little or no di-
rect communication or interaction with the user.
Hence, some of the subjective factors (such
as the presence of privacy indicator, statement
or trust seal (Hann et al., 2002) and satisfac-
tion with the system (Knijnenburg and Kobsa,
2012)) that were found to influence users’ infor-
mation sharing decisions in websites may have
little or no effect on the users’ attitudes in sec-
ondary context since they are based on the “look
and feel” of websites. Furthermore, even in
cases where the factor is relevant to the users’
information sharing attitude in secondary set-
tings, in most of the previous studies the factors
were investigated in isolation, as a single deter-
minant of users’ behavior (with the exception of
Knijnenburg and Kobsa, 2012, 2013). To this
end, there is the need for a unified approach that
investigates the correlation of these factors and
their relative influence on users’ attitude in the
context of secondary user data sharing and use.

Based on the insights from literature on vari-
ous factors influencing users’ data disclosure
in primary context, we suggest five factors that
encapsulate the relevant factors for measuring
user attitudes in secondary context.

These are:

(i) Perceived benefits of secondary informa-
tion sharing – The benefits considered are
not just monetary but other benefits of sec-
ondary information sharing such as use for
public goods, to get personalized services,
etc.

(ii) Perceived risks associated with secondary
user information sharing

(iii) Having control over who has access to the
information, who it is shared with and for
what purpose.

(iv) Gain reputation – would user be interested
in allowing or not allowing secondary shar-
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ing of information in order to gain reputa-
tion?

(v) Protect reputation – similarly, would the
users’ perception about protecting their on-
line reputation influence them to allow
sharing or not allow secondary sharing of
their information?

We seek to develop a model that measures the
relative importance of these factors to the users’
attitude to secondary information sharing and
privacy decisions. Moreover, we are interested
in the variation of the impact of these factors
across various age groups.

3. Research Design and Method

In this section, we describe how we develop the
research instrument, data collection, and vali-
dation methods.

3.1. Measurement Instrument

To collect data for our model, we use a scenario-
based approach to elicit user response to vari-
ous questions. We present a scenario that in-
volves user information sharing for secondary
purposes. The scenario is followed by questions
measuring the relative importance of the factors
and their influence on users’ attitude towards
allowing sharing of their information for sec-
ondary use. The survey was developed based
on the outcome of the review in Section 2.3.
We were specifically interested in determining
the influences of the following five factors: (1)
perceived benefits, (2) perceived risk, (3) con-
trol, (4) gain reputation, and (5) protect repu-
tation on users’ attitude to allowing secondary
sharing and use of their data. We presented the
following scenario (adapted from IIC, 2012) for
secondary user information sharing after initial
collection:

“Nowadays, it is increasingly common for peo-
ple to engage in various online activities on
websites and mobile apps. It is also possible
for people to wear shoes, clothes, or watches
that have embedded sensors. For example, peo-
ple engage in online shopping and buy clothes,
sport goods, books, travel tickets. They pur-
chase films, music and games; they compare

prices of goods and services; they also use so-
cial networking and share sites such as Face-
book, Twitter and LinkedIn to keep in touch
with friends and family, conduct business, meet
new friends, play games, and stay in touch with
events around them. In addition, they use wear-
able sensors to track their physical exercises,
food intake etc. The data/information you have
shared online or that was collected about you
by websites or mobile apps may sometimes be
re-shared and reused for other secondary pur-
poses beyond the original purpose for which it
was collected”.

This scenario is augmented by follow-up sce-
narios and scales for measuring individual fac-
tors. The scales include: (1) five questions for
assessing the perceived benefits – e.g., I will
allow secondary sharing of my data with appli-
cations to get better services that are tailored
to my preferences and needs; (2) four ques-
tions for measuring perceived risk – e.g.; I am
concerned that my current online data may be
misinterpreted resulting in discrimination, pe-
nalization, and even persecution; (3) five ques-
tions for measuring control – e.g. To what extent
is your ability to control the kind of data shared
about you important to you?; (4) three ques-
tions for measuring gain of reputation – e.g., I
share personal information online to improve
how I am perceived by my colleagues, friends,
or peers; and (5) five questions for measuring
protection of reputation – e.g., I do not share
personal information online to prevent my em-
ployer from making wrong judgments about me,
and (6) six questions for measuring the users’
attitude toward secondary information sharing
– e.g., I consider allowing sharing my data for
secondary purposes as good. All the factors
apart from control were measured using a 5-
level Likert scale ranging from “1 = Strongly
disagree” to “5 = Strongly agree”. The control
factor was measured using 5-Likert scale rang-
ing from “1 = Extremely unimportant” to “5 =
Extremely important”.

Prior to assessing participants’ perception of
individual factors, we ensured that the partic-
ipants understood the individual factors by ask-
ing them a comprehension question. To achieve
this, we included an open-ended question before
each of the scales for measuring individual fac-
tors asking the participants to list the various
risks, benefits, control, and reputation – related
factors they associate with information sharing.
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These questions, apart from making the partic-
ipants reflect on the individual factors, ensured
that our participants understood the factorswell.
Responses from participants who gave mean-
ingless answers to the comprehension question
were discarded. We further include open-ended
questions at the end of each factor, allowing par-
ticipants to provide additional comments about
each factor. Finally, we included questions for
assessing participants’ demographic informa-
tion.

3.2. Data Collection

To collect data for our study,we recruited partic-
ipants usingAmazon’sMechanical Turk (AMT).
AMT has become an accepted method of re-
cruiting study participants and several studies
have successfully used AMT (For example:
Buhrmester and Kwang, 2011; Mason and Suri,
2012; Heer and Bostock, 2010; Orji et al. 2014).
We followed the recommendations by Mason
and Suri (2012) for performing effective studies
on AMT to overcome potential challenges as-
sociated with recruiting participants from AMT.
Specifically, we used captcha to ensure that we
retain only human participants in our survey.
We used a mechanism provided by AMT that
allows collection of responses from unique par-
ticipants to ensure that participants could re-
spond to our study only once. The study took
an average of 15 minutes to complete. The re-
sponses from participantswho completed in less
than 10 minutes were discarded. We collected
a total of 853 responses and retained a total of
822 valid responses, which were included in our
analysis.

Before the main study, we conducted two pi-
lot studies. The first pilot study was con-
ducted on 47 participants (35 participants from
AMT and 12 participants recruited from the De-
partment of Computer Science, University of
Saskatchewan, Canada) to test the validity of
our study instruments and to compare the re-
sults. The preliminary evaluation shows simi-
lar results from the participants recruited from
AMT and those from the university; however,
it also revealed a need to re-word some of the
study questions for understandability. We re-
structured the questions and conducted a sec-
ond pilot study on another 11 randomly selected
participants. The second pilot confirmed the

suitability and understandability of our study
instrument.

3.3. Participants’ Demographic Information

A total of 822 participants were retained in
our study and their demographic information
is summarized in Table 1. The participants re-
ceived $0.25 USD dollar compensation, which
is within the range of the standard rates for other
tasks recruited through AMT.

Total Participants = 822

Gender Females (340, 41%), Males (482, 59%)

Age 14-25 (322, 39%), 26-35 (341, 41%),
36-45 (91, 11%), Over 45 (68, 8%).

Education

Less than High School (4, 0.5%), High
School Graduate (135, 16.4%), College
Diploma (135, 16.4%), Undergraduate
Degree (213, 25.9%), Graduate Degree
(335, 40.8%).

Country
Canada (8, 1%), India (537, 65%), Mace-
donia (7, 1%), United States (206, 25%),
Others (74, 8%).

Table 1. Participants’ demographic information.

3.4. Data Analysis

The aim of this paper is to examine the fac-
tors influencing users’ attitude toward allowing
secondary information sharing. The paper also
investigates whether significant differences ex-
ist across younger and older age groups with
respect to their perception of various factors.
This will inform design guidelines for tailor-
ing privacy policies to various age groups. To
achieve this, we used several well-known an-
alytical tools and procedures. In this section,
we present the details of the analysis. We also
describe the results of the modeling process.

3.4.1. Measurement Validation

We determined the suitability of our data for
factor analysis using the Kaiser-Meyer-Olkin
(KMO) sampling adequacies and the Bartlett
Test of Sphericity. Our results showed that the
KMO was 0.86, well above the recommended
value of 0.6; that the Bartlett Test of Spheric-
ity was significantly significant (2(378) =
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Component
Initial Eigenvalues Extraction Sums of Squared Loadings

Total % of Variance Cumulative % Total % of Variance Cumulative %

1 8.509 30.390 30.390 8.509 30.390 30.390

2 2.957 10.561 40.951 2.957 10.561 40.951

3 2.350 8.394 49.345 2.350 8.394 49.345

4 2.212 7.900 57.244 2.212 7.900 57.244

5 1.467 5.239 62.483 1.467 5.239 62.483

6 1.285 4.588 67.071 1.285 4.588 67.071

Table 2. Eigenvalue and total variance explained- factors with Eigenvalue less than 1 have been removed.

10965.103, p < 0.0001); and that all of the
communalities were well above 0.3.

These results show that our data was suitable for
factor analysis. We performed Exploratory Fac-
tor Analysis (EFA) – a statistical procedure that
identifies the number of latent factors in a set of
variables – using Principal Component Analy-
sis (PCA) to determine the appropriate number
of factors in our data. We first examined the
scree plot of eigenvalue against the component
number and considered factors with eigenvalue
of at least 1. As shown in Table 2, there are six
factors with an eigenvalue of at least 1 and the
six factors explained a total cumulative variance
of 67%. We further examined the six-factor so-
lution using Varimax rotation (Brown, 2009).
All the 28 items (except item number 5 mea-
suring control with factor loading of .197) had
factor loading greater than 0.30 and cross load-
ing less than 0.30 and were therefore retained
and included in our analysis. The 0.30 level is
an accepted minimum loading because it indi-
cates that the factor explained at least 10% of the
variance in the corresponding variable (Tinsley
and Tinsley, 1987). The PCA shows that the

six factors – perceived benefit, perceived risk,
control, gain reputation, protect reputation, and
information sharing attitude – loaded into six
different factors. We present the descriptive of
each of the factors extracted from the PCA in
Table 3.

3.4.2. The Measurement Model

After establishing that our data was suitable for
factor analysis and determining the number of
factors in the data using PCA, we employed
the Partial Least Square (PLS) Structural Equa-
tionModeling (SEM) (Kupek, 2006) to develop
models showing the factors influencing users’
information sharing attitude. SEM has been
successfully applied in building models and es-
timating mediating factors to privacy and in-
formation disclosure decisions in recommender
systems (Knijnenburg and Kobsa, 2013). PLS-
SEM was chosen in our analysis because: One,
it has less stringent requirements concerning
data distribution assumptions (Henseler et al.
2009) and it is appropriate for complex predic-
tive models (Baron and Kenny, 1986). Two,

Factors # of questions Mean (SD) Cronbach’s 

Perceived benefit 4 3.21 (0.85) .794

Perceived risk 8 3.68 (0.83) .721

Control 4 3.28 (0.79) .755

Gain Reputation 4 3.07 (1.08) .805

Protect Reputation 4 3.16 (0.93) .841

Attitude Toward Information Sharing 6 4.45 (1.19) .916

Table 3. Overview of the mean score and standard deviation factors for user information sharing.
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it can accommodate small sample sizes, as op-
posed to covariant-based SEM. We used Smart-
PLS 2.0 (M3) (Ringle et al., 2012) in estimating
our model.

Before estimating the structural path to exam-
ine the relationship between the variables we
validated the measurement model using the cri-
teria suggested by Chin (1998). PLS-SEM
uses convergent validity, discriminate validity,
and composite reliability to measure the suit-
ability of any scale. We report here the com-
mon set of indices recommended for model va-
lidity and reliability in PLS. Using the crite-
ria from Chin (1998) and Fornell and Larcker
(1981), indicator reliability can be assumed be-
cause Cronbach’s  and the composite reliabil-
ity that analyzes the strength of each indicator’s
correlation with their variables are all higher
than the threshold value of 0.7. Convergent
and discriminate validity can be assumed as all
constructs have an Average Variance Extracted
(AVE) (which represents the variance extracted
by the variables from its indicator items) above
the recommended threshold of 0.5 and greater
than the variance shared with other variables
(Setterstrom et al., 2012). The measurement
models yielded an acceptable value of all in-
dices for PLS model validity and reliability.

Prior to comparing our models, we tested for
measurement invariance across the data sample
for the younger and older age groups. It is im-
portant to establish that the younger and older
adults had similar interpretations of our study
instrument’s items. Establishing measurement
invariance ensured that we have not measured
different phenomena across the sub-groups. To
assess measurement invariance, we used the
component-based CFA in SmartPLS 2.0 (M3)
(Ringle et al. 2012) to conduct factor analysis
for each sub-group of data and retained items
that had factor loadings of at least 0.5 (Hair et
al. 2011) in all the sub-groups (and dropped
items with loadings less than .5 for all groups)
thereby establishing factor invariance. Items
that were significantly different were dropped
for the two sub-groups. This process estab-
lished measurement invariance and ensured that
our data were suitable for multi-group compar-
ison (Setterstrom and Pearson, 2012).

3.4.3. Assessing Age as a Reliable
Characteristic for Personalizing
Privacy Policy

To examine the factors influencing users’ atti-
tude toward information sharing, we developed
a model (using the 822 data entries retained in
our survey) to show the relationship between the
factors perceived benefit, perceived risk, con-
trol, gain reputation, and protect reputation and
attitude towards information sharing. Again, to
test for the moderating effect of age, we decided
to compare two distinct age groups: 14-25 years
(younger) and over 35 years (older); this elim-
inates the tendency of overlap. We developed
additional models – one for each of the younger
and older age groups.

To establish that age is a reliable characteris-
tic for personalizing privacy policy, we assess
significant structural differences between the
models for the younger and older age groups
using the pairwise comparison approach recom-
mended by Chin (2013). We found significant
differences across the age groups; therefore, we
establish that age is a reliable characteristic for
personalizing privacy policy. Again, follow-
ing the pairwise comparison, we controlled any
possible family-wise type I error (due to mul-
tiple comparisons) using the Bonferroni-Holm
adjustment (Holm,1979).

4. Results and Interpretation

As noted previously, we created three models
(summarized in Table 4) – one for all ages (i.e
the general population) and two for each of the
younger and older age groups. We further dis-
cuss the findings in the general discussion.

4.1. The Structural Model

The structural models determine the relation-
ship between the factors (perceived benefit, per-
ceived risk, control, gain reputation, and pro-
tect reputation) and attitude toward information
sharing. To measure the strength of the rela-
tionship between variables in structural models,
we calculate the level of the path coefficient ()
and the significance of the path coefficient (p)
(Hair, et al., 2011). Path coefficients measure
the influence of one variable on another. The
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Factors
Population Benefit Risk Control Gain Reputation Protect Reputation

All Ages (above 14) .26 −.01 .12 .33 .10

14 − 25 .06 −.05 .39 .33 .12

Above 35 .25 –.13 −.06 .52 .12

Table 4. Standardized path coefficients (). All bolded coefficients are significant at p < .05,
whereas unbolded coefficients are non-significant.

individual path coefficients () and their corre-
sponding level of significance (p) obtained from
our models are summarized in Table 4.

4.2. Results Analysis

We present here an analysis of the model results
in Table 4 for the five factors for the general
population and across the younger and older
age groups.

4.2.1. Perceived Benefits

An individual’s perception about the benefits of
secondary user information sharing is expected
to have a positive influence on users’ attitude
towards secondary information sharing. As
shown in Table 4, our results confirmed that the
factor – perceived benefits of secondary sharing
– has a significant influence on users’ attitude
towards limiting information sharing. However,
when viewed across age groups, it was a very
significant factor for the older (above 35 years)
group and non-significant for the younger (less
than 25 years) group. This means that the older
populations are more attracted by benefits than
the younger population. In addition, when par-
ticipants were asked which of the benefits of
secondary user information sharing appealed to
them the most, participants seemed to be more
motivated by personal benefits than by altruistic
reasons. This is in line with a prior study con-
ducted in 2012 by IIC (2012). In our study, a
total of 439 (53.4%) are motivated by the con-
venience of not having to repeat the same in-
formation across applications and services they
use; 381 (46.4%) for better personalized ser-
vices; 307 (37.3%) for monetary compensation;
while 276 (33.6%) for safety and other public
good purposes.

4.2.2. Perceived Risk

It is expected that as an individual’s percep-
tion of risk increases, their likelihood of allow-
ing sharing and reuse of information decreases.
Surprisingly, the results of our model show that
perceived risk has no significant influence on
the decision of the general user population to
allow sharing of their information. However,
when analyzed across the different age groups,
we found perceived risk to have significant neg-
ative influence on the decision of older age
group, while it does not have a significant influ-
ence on the decision of the younger population.
This means that the older population attaches
more importance to the risks involved in the
sharing and use of their information than the
younger age groups.

4.2.3. Control

We hypothesize that giving the user control over
which application to share their datawith, which
data to be shared, for what purpose, and for how
long, should increase their tendency to share
information. Our model results confirm that
control has a significant influence on the gen-
eral user population’s attitude However, when
compared to perceived benefits and gaining rep-
utation, control is not as significant. Across the
different age demographics, control is the most
significant factor on the younger age groups’
attitude, while for the older age groups, it is
not a significant factor. One possible reason
why control is less important to the older group
compared to the younger group may be the fact
that it takes substantial time and efforts to ex-
ercise this control (Brandimarte et al., 2012).
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The younger group is expectedly more tech-
savvy and, therefore, feels more comfortable in
using the privacy tools for setting policies and
preferences than the older groups.

4.2.4. Gain Reputation

Even though not explicitly investigated in pre-
vious studies, it seems intuitive that the desire to
gain reputation should have some positive influ-
ence on the users’ information sharing behavior.
Surprisingly, our model results in Table 4 show
that gaining reputation is the most important
factor of all the five factors influencing users’
attitude in the general population. Similarly,
across the different age demographics, gaining
reputation was also found to be very significant
for the two different age groups (younger and
older). Yet, the results show that it is more im-
portant to the older group than the younger age
group.

4.2.5. Protect Reputation

An attempt to protect reputation may result in
either increased information sharing (if the user
believes he/she has a reputation and feels that
by sharing he or she will maintain their status
within a group or community) or in decreased
sharing (if the user feels that what is to be shared
may negatively impact on their reputation in
a group or community). The result from our
model in Table 4 shows that protecting repu-
tation has a positive influence on user attitude
for the general population. That is, the user is
interested in sharing more in order to protect
his/her online information. Similar outcome
was observed across the age groups; protection
of reputation has equal level of significance for
the younger and older age groups.

5. Discussion

The results of this study gave us some interest-
ing insights into the users’ attitude and their ex-
pectations with respect to privacy in secondary
context. In this section we reflect on these re-
sults and describe their implications for policy
makers as well as design guidelines for privacy-
enhancing technology for secondary context.

5.1. Users are not Principally Opposed to
Secondary User Information Sharing

While many regulators forbid secondary use of
data, except when it is known at the point of
collection or with the explicit consent from the
user, our study reveals that the majority of users
are not principally opposed to secondary shar-
ing and use of their data if the transaction is
transparent and they are aware and able to con-
trol with whom their data is shared. Lack of
transparency has eroded users’ trust in the sys-
tem and the service provider. Hence, to en-
sure users’ trust and guarantee innovative flow
of data for beneficial secondary purposes, the
users must not be in the dark with regard to
what is going on with their data and for what
new purposes it would be shared.

5.2. Provide an Intuitive Means for User
to Control Secondary Sharing of Their
Data

There is the need to provide a transparent and
intuitive means (e.g. through a web or mobile
interface) for users to control what part of their
data is shared for secondary use and for what
purpose. Majority of our respondents’ desire
to have control of how their data is shared. In
addition, since the need for being in control
is more important to the younger age group
(below 25 years) than to the older (above 35
years) group, designers can personalize the pri-
vacy control interface depending on the age of
the user by ensuring that it is very conspicuous
to the younger age group where to set the pref-
erences for sharing data with third-party appli-
cations, and they should be allowed full control
of the settings with more open defaults. In con-
trast, for the older age group, a default policy
setting tailored to their needs of mitigating risk
is required. As older adults are not too keen
on being in control, they are likely to keep the
default settings, so they need more conservative
default setting. Furthermore, since the older
age group care more about reputation, the de-
faults for sharing social data (e.g. shared links,
photos, status updates), could be less restrictive
than sharing sensor, location data, or specific
application data.
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5.3. Display Appropriate Benefits to
Motivate People to Share Data
for Secondary Purposes

Our study also shows that perceived benefits
from secondary sharing of information outweigh
the perceived riskswithmost participants. There-
fore, the privacy enhancing technology should
highlight the benefits of the shared information
to the user so that user can be motivated to al-
low sharing for useful purposes. For example,
when sharing user data for financial benefits in
form of discount prices, the system can display
a message such as: “Sharing this information
will ensure that we find the best shopping deal
for you within your location”.

5.4. Provide Means for Adequate Security

Any discussion about privacy almost always
leads to security considerations (Langheinrich,
2001). Not surprisingly, as the growing con-
cerns for privacy increases, so does concern
about the security of data. Users are gener-
ally concerned that there might be no adequate
security protection for their data kept by the ser-
vice provider. This concern relates to protection
from hackers during storage and also when it is
being transmitted to third parties. As security of
user data, particularly during storage, becomes
a major issue, one solution to addressing this
challenge is moving from a centralized to a de-
centralized approach to user modeling (Iyilade
and Vassileva, 2013b), where user data frag-
ments are kept by the various applications that
do the primary user data collection and only
what is needed for specific adaptation purpose
is shared with other applications. In this ap-
proach, when the user data storage is hacked,
only a portion of user information is accessible
to the hackers. Thus, decentralized storage of
user data fragments provide less attractive target
for hackers.

5.5. One-size-does-not-fit-all

As pointed out earlier, there is a noticeable vari-
ation in the impact of the factors investigated
across different age groups. For example: while
risk is a major concern to older age group, it is
not a major concern to the younger age group.

Also, while having control is of significant in-
fluence on the younger age group, it is not sig-
nificant for the older age group. Hence, one-
size-does-not-fit-all and privacy solutions need
to be tailored to preset defaults for different age
demographics based on factors that are of inter-
est to each group e.g. for the older age group
where benefits are very significant, providing a
clear message on compensation and other ben-
efits will be helpful.

6. Conclusion

Secondary user data sharing and usage have be-
come a major challenge to privacy as we move
to a connected world of millions of mobile and
ubiquitous devices that gather enormous data
about the user in various contexts. Understand-
ing factors influencing users’ attitude to allow-
ing secondary sharing and use of their data is
important to designing solutions that meet the
privacy expectations of the user. This paper
presents a study of the following five factors:
(i) perceived benefit; (ii) perceived risk; (iii)
control (iv) gain reputation, and (v) protect rep-
utation; and their relative influence on users’ at-
titude towards allowing secondary sharing and
use of online information. Using structural
models, we determine the relationship between
the factors and the users’ attitude toward sec-
ondary information sharing. In addition, we
explore the correlation of these factors for dif-
ferent age groups.

The results from our study show that most users
desire to have control over how their data is
shared and with whom it is shared. The main
motivations to share information are to reap ben-
efits in terms of personalization, saving time of
entering user data and to increase and protect
their reputation. Also, we found that risk is not
a very significant factor for secondary sharing
of user data. Yet the study results revealed sig-
nificant differences in the relative importance
of the above listed factors to users of different
age groups. This finding suggests that it is pos-
sible to define default user privacy solutions for
users of different age groups that are tailored
to their main privacy concerns and motivations.
This would allow an easier and more efficient
process for personalizing privacy policies for
individual users.
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Still, it can be argued that the demographic of
our participants is not a statistically diverse rep-
resentative sample of global Internet users. Our
study has at least one participant from about
each of 43 countries, however, majority (about
90%) of respondents are from the USA and In-
dia. It would have been desirable to have a large
sample of participants from countries such as
China and from Europe, with different privacy
laws, culture and social norms. Nonetheless,
our respondents are heavy Internet users and
mostly younger populations who have at least
an undergraduate degree, and are enthusiastic
about new technologies. As such, we believe
that this demographic sample is important for
understanding the future Internet user popula-
tion. As future work, we plan to investigate
our data to see if it is possible to find further
interesting insights from it, for example, with
respect to the influence of gender or cultural
background on privacy attitudes and decisions.
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