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Safety and security barriers are implemented in various forms to protect chemical plants from undesired
accidents and mitigate the disastrous consequences. However, the necessity and rationality of integrating safety
and security barriers need to be investigated, and the difficulty in integrated management of safety and security
barriers is still a challenge. In this study, the research status of integrated safety and security barrier
management are reviewed before the necessity, and theoretical ground for integrating security and safety
barriers are elaborated. Then, a unified classification of safety and security barriers is proposed to benefit the
collection of performance indicator-related data and further support the performance assessment of safety and
security barriers. Finally, a framework for integrated management of safety and security barriers is suggested
to support the integrated management of safety and security barriers.

1. Introduction

Accidental and intentional undesired events threaten the chemical process industries due to the damages to
humans, assets, and the environment that may be caused if such events happened. As critical infrastructures,
the investigation of security issues in the chemical process industries was promoted, especially after 9/11 in
America. The intentional attacks and thefts in the chemical and process industry could lead to severe physical
and economic damage. They can induce a series of industrial accidents, such as domino accidents, considered
the most catastrophic scenarios (Reniers et al., 2008). Because of the correlation and dependency between
safety-related events and security-related events, some studies on the integrated safety and security risk
analysis have been conducted by researchers. For instance, the necessity of involving risks caused by
intentional threats into the traditional risk assessment and developing a unified framework for safety and security
analysis were discussed (Aven, 2007). The inter-dependencies of safety and security issues in the critical
systems were investigated by using the Boolean logic Driven Markov Processes (BDMP) method (Pietre-
Cambacédeés & Bouissou, 2010). The dependency of intentional acts and accidental failures was considered to
obtain the integrated risks by integrating attack trees (ATs) and fault tree (FT) (Fovino et al., 2009). Abdo et al.
(2018) combined bow-tie analysis and attack tree analysis for risk analysis of industrial control systems
considering both safety and security risks. The integrated risks of accidental and intentional events were studied
concerning the interaction between safety and security measures to obtain the real risks faced by the process
industry (Song et al., 2019a). An integrated approach was proposed to dynamically assess the abnormal events
caused by accidental or intentional accidents concerning safety and security factors (Song et al., 2019b).
Recently, two novel safety and security co-analysis methods, an extension of the System-Theoretic Process
Analysis (STPA-Extension) and the Uncontrolled Flows of Information and Energy (UFol-E) were compared
(Guzman et al., 2021a).

To tackle safety and security risks, safety and security barriers can be implemented to prevent undesired events
and/or mitigate the corresponding consequences. Thus, the integrated management of safety and security
barriers becomes important with respect to safety and security co-analysis. Previous studies related to safety
and security barrier management mainly focused on the optimization or optimal allocation of barriers. For
examples, Reniers et al. (2008) proposed a user-friendly decision-support tool integrating safety and security to
prevent domino effects in chemical clusters. A consequence-based method was established to optimize the
allocation of safety and security resources in the chemical industrial parks with respect to intentional attacks, in
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which the security measures and safety barriers were integrated into a dynamic vulnerability assessment graph
(DVAG) model for vulnerability assessment of installations (Chen et al., 2019). The net present value of benefits
(NPVB) and “PROTOPT” optimization algorithm were employed in the cost-benefit analysis to determine the
most profitable protection strategy with the combination of safety and security measures (Chen et al., 2020).
Although previous studies stressed the importance of safety and security risk co-analysis, the theoretical ground
for integrating safety and security barriers has not been elaborated. A unified framework for integrated
management of safety and security barriers has not been proposed from a system perspective. In order to
facilitate barrier management, the necessity for integrating security and safety barriers is elaborated in this paper,
and novel classification of safety and security barriers is proposed to benefit assessment and integrated
management of safety and security barriers. Finally, a framework for integrated management of safety and
security barriers is suggested from a system perspective.

2. The necessity of integrating safety and security barriers

Process facilities are inevitably exposed to accidental and intentional risks. Security management should be
regarded as an indispensable component of the process risk management. Safety and security barriers are
implemented in various forms (technical and non-technical) to protect chemical plants from undesired damages.
There is some difference between safety-related events and security-related events, for instance, intentional
and malevolent acts can be more difficult to prevent since intelligent adversaries can change their strategies
according to the protection measures. The goal of implementing both safety and security barriers is the same:
prevent loss and reduce risks. Previous studies related to safety and security co-analysis have already laid a
foundation for integrated safety and security barrier management. Moreover, practices in the field also indicate
that integrated safety and security barrier management is a new trend. This paper concludes the reasons for
integrating safety and security barriers as follows:

e  Events caused by intentional and malevolent acts can induce catastrophic accidents, and security-related
factors may influence accidental factors as well and vice versa (Song et al., 2019b). Therefore, it is
recommended to conduct a risk analysis to consider both safety and security risks, and the obtained
integrated risks can be regarded as the “real risks”. Because the implementation and performance of both
safety and security barriers have a considerable influence on calculating the “real risks”, it is necessary to
integrate safety and security barriers during the risk assessment process.

° In terms of research methods, security-related research can learn a lot from the theories and models that
have been adapted in safety science. It is possible to develop a method to deal with safety and security
risks because many similarities exist in safety and security problems. However, the risks can be diverse in
different scenarios.

e  Considering the economic issues related to barrier management, the investment in safety/security barrier
implementation, operation, inspection, maintenance all have economic limitations. Because the common
goal of safety and security barriers is to prevent loss or reduce risks and there are some correlations and
dependency between safety and security issues, the management concerning only safety barriers or
security barriers can be almost impossible to obtain the most efficient and economical investment.
Therefore, the integrated safety and security barrier management and investment can be more reasonable,
effective, and economical with the help of safety and security barrier co-analysis and integrated investment.

3. Classification of safety and security barriers

To achieve the integrated management of safety and security barriers, it is necessary to have a unified
classification of safety and security barriers and support the unified optimization and management of safety and
security barriers. A classification method for safety barriers was proposed to facilitate the indicator assignment
and indicator-related data collection concerning the performance assessment of safety barriers (Yuan et al.,
2022). Safety barriers are classified into technical, non-technical observable, and non-technical non-observable,
considering the relationship between safety barriers and safety indicators, as shown in Figure 1. According to
this classification, non-technical indicators associated with human perception, awareness, cognition, and
psychology can be called non-observable indicators because they are impossible to observe or measure directly.
Using this classification, different types of indicators and evaluation methods can be assigned to various safety
and security barriers concerning the technical features of the barriers.
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Figure 1: Classification of safety barriers adapted from (Yuan et al., 2022)

According to the study in Garcia (2007), the functions of the physical protection systems (PPS) was divided into
detection, delay, and response, which means the primary functions of a PPS are detection of an adversary,
delay of that adversary, and response by security personnel (guard force). In the concept of PPS, various
elements such as fences, sensors, communication devices, security personnel, and so on can be involved to
achieve the protection objectives. The classification of PPS was widely used in the studies related to physical
security barriers assessment and management (Chen et al., 2020) and the analysis of cyber-physical harm
scenarios (Guzman et al., 2021b). In this study, we proposed combining the features of the safety and security
barriers to achieve a unified classification of safety and security barriers using two-dimensional classification
criteria. Both the indicator assignment and the functions of PPS were concerned. Additionally, this classification
can be applied to both scenarios-specific barriers and management delivery systems. The proposed
classification divided the safety and security barriers into nine categories with nine marks, as shown in Figure
2. We also provide an example to illustrate the proposed classification in case of oil storage tank damage that
happened because of an external fire or an intentional attack. An illustrative scenario was presented by a bow-
tie model with the pre-event scenario, as shown in Figure 3. Accordingly. the safety and security barriers used
in this scenario were listed in Table 1, in which the classification marks of Figure 2 were assigned as well.

As illustrated in Figure 3 and Table 1, twelve safety and security barriers can be employed to prevent the oil
storage tank damage caused by an external fire or an intentional attack. The twelve safety and security barriers
can be categorized according to the proposed classification method in Figure 2. Considering the activation
phases (detection-delay-response), the safety and security barriers can be placed orderly in the evolution
process of the accident scenario. According to this classification, different types of indicators and evaluation
methods can be assigned to various safety and security barriers concerning the technical features of the safety
and security barriers. Therefore, the proposed classification method is practical to integrate safety and security
barriers, which can support the indicator assignment, inspection, assessment, and management of safety and
security barriers in the chemical process industries.
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Figure 2: A unified classification of safety and security barriers in the chemical process industries by using
two-dimensional classification criteria
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Table 1: Safety and security barriers used in the prevention of oil tank damage

Number Safety and security barriers Classification marks
1 Camera monitoring Al
2 Sensor monitoring Al
3 Security inspection Bl
4 Fence A2
5 Water deluge system A2
6 Fireproofing material. A2
7 Emergency team B3
8 Warning alarm Al
9 Guard force B3
10 Training emergency team C3
11 Training guard force C3
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Figure 3: Safety and security barriers used in the prevention of oil tank damage illustrated on the left side of a
bow-tie

4. A framework for integrated management of safety and security barriers

Although the optimization and optimal allocation of barriers were primarily discussed by previous studies and
the cost-effectiveness analysis or cost-benefit analysis were employed to optimize barriers under budget
limitations, the reasonable procedures for integrated management of safety and security barriers have been
rarely investigated. The integrated management of safety and security barriers should follow a systematic
process. Several issues need to be addressed concerning the integrated management of safety and security
barriers. For instance, before developing an integrated framework for safety and security barrier management,
the similarity and diffidence between safety and security barriers in terms of accident prevention and mitigation
should be identified. The dependency and interactions between safety and security barriers that may affect their
individual and integrated performance should be investigated based on quantitative risk assessment (QRA) or
semi-quantitative risk assessment. Finally, by employing the risk-based approach and considering the failure
probabilities of barriers, risk-based management of safety and security barriers can be simulated. This paper
proposed a framework for managing safety and security barriers from a systemic perspective, as shown in
Figure 4.
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Figure 4: A framework for integrated management of safety and security barriers

We divided the integrated management of safety and security barriers into three phases: i) barrier identification
& data collection, ii) performance assessment & management, and iii) decision-making. The first phase, which
is the preparation phase for the performance assessment of barriers, aims to identify barriers and collect useful
data. The identification of integrated safety and security barriers can be achieved by employing bow-tie analysis
with the consideration of both safety and security scenarios. The second phase handles the performance
assessment of barriers and the safety indicator-based management of barriers. Firstly, the dependency and
interactions between safety and security barriers should be investigated. Then, the performance assessment of
barriers and MDS (management delivery systems) can be conducted based on safety indicators. Further, the
indicator-based assessment of barriers helps barrier management. Finally, risk assessment approaches
involving barrier modeling considering the failure probabilities of safety-critical barriers will be developed before
the risk-based performance assessment of barriers can be achieved. The performance of barriers can be
reflected by how many risks can be reduced by the implementation of such barriers. The final phase deals with
decision-making on barrier management. The limitations such as budget limitations and technical constraints
that will influence the decision-making on barrier management should be determined. Then, the cost-benefit
analysis or cost-effectiveness analysis can be conducted with the combination of optimization algorithms to
support decision-making on the allocation and optimization of barriers. Finally, the information and data related
to barriers should be updated, and a new circle for barrier management can start.

5. Conclusions

In this paper, the necessity for integrating safety and security barriers in the chemical process industries was
discussed, and three main reasons were identified. A unified classification of safety and security barriers was
proposed by using two-dimensional classification criteria considering technical features and functions of barriers.
An illustrative example was used to show the feasibility of the proposed barrier classification method concerning
an oil storage tank damage induced by an external fire or an intentional attack. A framework for integrated
management of safety and security barriers is suggested from a systemic perspective. The comprehensive
safety and security barrier management procedures were considered in this framework.

Future studies should focus on the application and implementation of the proposed framework for integrated
management of safety and security barriers. New approaches need to be developed to tackle the difficulties in
integrating safety and security barriers in the chemical process industries. The operation of a barrier may cause
some interventions to other barriers. How to consider and assess the dependency and interactions between
safety and security barriers within the QRA framework and further make decisions on barriers management to
minimize systemic risks need to be addressed. Meanwhile, the combination of quantitative/semi-quantitative
barrier assessment and operational safety economics approaches has the potential to determine the most
economical barrier investment strategy and support decision-making on barrier design, allocation, inspection,
and maintenance.
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