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UPDATING LEGISLATION IN THE FIELD
OF NATIONAL SECURITY -ADAPTING
TO THE NEW REALITIES. NEEDS AND CHALLENGES

Georgian POP*

Romanian legislation specific to the national security is, at a great extent, quite obsolete. The laws were established in
the 90s’ and are submitted to the logic specific to the Cold War. In the meantime, not only the crisis generated by COVID — 19
but also the technological and geopolitical evolutions which appeared during the latest decades have emphasized the need
to adapt the laws to the new realities. Comparing the situation specific to the three decades before, new security risks have
shown up, for example cyber risks. The New Defence Strategy of our country (the one of 2020), emphasizes the keen need
to update these laws.

The great challenge for the legislative initiative consists in finding a right balance between the need to prevent/counteract
these risks, on the one hand, and, on the other hand, the need to protect the fundamental freedom and to assure the care to
respect the constitutional rights of the citizens. The lack of this balance can open the way either towards abuse against the
citizens or towards institutional inefficiency. Consolidation of democracy and state are dependent, greatly, on the content of

these laws.

To have a legislation that is modern and adequate, adapted to the democratic environment, the principle of constitutionality
(namely to protect the citizens’ freedom and fundamental rights), must be the base of the legally regulation specific to new

security risks.
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An analysis of the factors that have led to
changes and improvements in legislation over time
is a fascinating journey into universal history. If in
legislative theory and practice certain concepts and
principles have remained valid from antiquity to the
present, the actual content of the laws has undergone,
in each historical stage, consistent changes.

At higher or lower speeds, war and peace,
the crises that humanity has gone through,
scientific discoveries, technological inventions
and innovations, geopolitical dynamics or social
developments have shaped every historical period.
Adapting laws to these developments has always
been both a necessity and a challenge for the
legislators of all times.

In recent decades, technological developments
have been spectacular, influencing the economy,
industry, politics, scientific research, entertainment,
lifestyles, social interaction, etc.

For example, 30 years ago we considered
science-fiction the smart phone technology that we
use today, on a daily basis, in a natural way. As a
result, the pace of political, economic and social
change has been accelerating.
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In recent decades, technological developments
and geopolitical dynamics have made security risks
increasingly complex. Practically, there have never
been such evolutions and challenges in history,
hard to imagine a few decades ago. Cyber risks,
the use of drones to cause security incidents, hybrid
warfare and, in general, new asymmetric risks
have not been defined in specific national security
legislation.

The crisis generated by COVID-19 has
highlighted, inadditiontothe developments ofrecent
decades, the need to update legislation. Innovative
technologies (robots, drones, IT applications, etc.)
have facilitated human action and, implicitly,
pandemic management. By comparison, 100 years
ago, during the pandemic known in history as the
”Spanish flu”, no one could have imagined that
robots could disinfect hospitals, that drones could
deliver drugs to areas at risk to humans, that mobile
applications could be used to identify the social
interaction of infected people. But obviously, the
use of new technologies can be dual, depending
on the user’s intentions: in addition to the benefits,
new technologies can be used to limit fundamental
rights and freedoms.
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From saving lives to abusing fundamental
freedoms, there is, in some cases, a very fragile
line that needs to be regulated, correctly and
precisely, within a law. If laws are not clear enough,
committing abuses undesirably falls into the realm
of human arbitrariness.

The need to update legislation

One of the great challenges for Parliaments,
not only in Romania, but in most countries of
the world, is related to the adaptation of security
legislation to recent developments, including the
developments generated by the COVID-19 crisis.

Romanian legislation was drafted and adopted
in the 1990s'. In general, the logic specific to that
period was a ’cold war” type, the main security risks
being military aggression, espionage, terrorism,
hostile actions, spreading false information,
propaganda for war, risks of secession, diversion,
attacks against constitutional order etc.

The last three decades have brought significant
changes. If, for example, 30 years ago we would
have defined a military aggression mainly in
conventional terms, today an aggression against
a state/community can be of the cyber type. That
is, instead of classic tanks, an attack can be made
in the virtual environment, with weapons from the
cyber arsenal, to destroy or paralyze certain critical
infrastructures. The effect produced, political and
military, is, in most cases, comparable to the damage
caused by conventional weapons. Espionage has
changed a lot. If during the Cold War states sent their
spies to obtain secret documents and information,
today it can be done through cyber tools, remotely,
not just through agents sent to the scene.

If in the ’90s the potential aggressors were
mainly state entities or terrorist organizations
clearly defined, relatively easy to identify, today we
face a series of diffuse, asymmetric, unconventional
threats, whose perpetrators are more difficult to
identify and counteract: troll factories/farms,
hackers, lone wolves who self-radicalize on social
networks and commit terrorist attacks, etc. For these
new risks, the legislation drafted 30 years ago does
not provide definitions and legal frameworks.

Prevention is the golden rule of modern
intelligence. Let us take espionage as an example.
Effective prevention means manipulating and
hijacking spies of a hostile power in order to fail to
obtain the secret information they are targeting or

to fail to recruit / influence important leaders. If the
espionage / betrayal action took place, prevention
failed. Even though the court later convicts the
culprits, both spies and traitors, the damage is done.
The same is true for terrorist attacks. Prevention
means that any attempt is thwarted, blocked, pre-
met, that is, the actual attack does not occur there
are no human victims and destroyed infrastructure.
It is preferable for terrorists to be blocked, expelled,
pre-trial detained than to be tried and convicted
after committing attacks, because in such cases
prevention means saving lives.

Current legislation provides the legal tools
needed to prevent/counter classic risks such as
espionage or terrorism. But it does not cover
new risks, such as “troll factories”, for example,
used by a hostile power to create diversions and
destabilization.

A simple reading, in 2020, of the Romanian
legislation in this field reveals that security risks
have evolved and diversified while the legislative
provisions have lagged behind these developments.
Obsolete and inadequate legislation represents
intrinsically a vulnerability as it does not provide
the legal tools to prevent and counteract these risks.

Challenges for the legislative process

The fundamental role of legislation is to
adequately regulate all areas of social life. From
the perspective of national security legislation, we
currently have some major challenges.

A first challenge concerns the exhaustive
dimension of the future legislative package so as to
cover the great diversity of risks that have occurred
in recent years. It is thus necessary to supplement
the list of national security risks by including those
that have occurred in recent decades. The approach
must be balanced, in order to avoid both the evading
of real risks and the abusive, forced introduction of
some security risks.

Secondly, a significant challenge associated
with the legislation in this field is the observance of
the principle of Constitutionality, namely finding
the right balance between, on the one hand, the
need for efficiency in ensuring national security
(meaning risk prevention) and, on the other hand,
protecting fundamental human rights and freedoms.

How do we draft new legislation to enable
us to maximize the benefits of IT&C technology
(legislation should not be a brake on development)
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and at the same time to minimize the risks of
these technologies being used as a weapon against
citizens, communities or states? How do we draft
new laws to avoid the possibility of governments
illegally spying on their citizens through these
technologies?

Thirdly, the COVID-19 crisis management
revealed to us the possibility, practiced in some
states, that espionage technologies, used for
monitoring and surveillance, could be used, in the
name of medical security and stopping the spread
of outbreaks, to mass surveillance of citizens?,
implicitly generating an interference in the sphere
of the right to privacy.

The legislative challenge is extremely complex.
Is a pandemic a sufficient reason to legislate for the
use of mass surveillance technologies? Such as, for
example, the obligation to install the STOPCOVID
application on personal smart phones? The French
Parliament legislated this obligation in 2020°.

What is the limit over which the damage of
democracy and fundamental freedoms becomes
irreversible? If such IT applications are approved
for pandemic management (COVID-19), are there
sufficient reasons to extend their use to combat
terrorism, for example, cyber espionage or hybrid
warfare?

Without a clear and responsible regulation, we
can witness in the future extreme phenomena, either
the non-optimal use of technological resources
for risk management (a pandemic, for example),
or the “overuse” of technological resources for
illegitimate monitoring of citizens (governments or
private companies).

COVID-19 and its implications for national

security

If until the outbreak of COVID-19 the main
paradigm of approaching national security laws
sought the balance between civil liberties and
national security, the pandemic changed the
concepts of reference, this time the discussion being
about finding a balance between public health and
fundamental freedoms. In France, for example,
the legalization of the use of the STOPCOVID
application on smart phones is eloquent for the
relevance of the new paradigm.

An analysis of the measures adopted or
proposed in various countries around the world
for the use of mass monitoring technologies for
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pandemic management reveals that the challenge
for national parliaments is extremely complex.

According to the Treaty on the Functioning of
the European Union, national security legislation is
an area of national sovereignty. Therefore, in the EU
area, each state will have to decide on the specific
form of transposition of these challenges. From state
to state, some technologies will be allowed, others
banned. For example, unlike France, in Romania
there is no question of legislating the obligation to
install the STOPCOVID application on personal
smart phones.

In addition to the applications installed on
citizens’ smart phones, some states, under the
motivation of protecting students, have imposed
the mandatory wearing of electronic bracelets in
schools, used to manage social distance and to
issue warnings if a student has a fever®. In another
state, the idea of implanting chips for students
was launched, the motivation being to protect
students from the danger of COVID-19°. The
Spanish company Herta Security is developing
a complex facial recognition system in public
spaces, including under the conditions of wearing
a medical mask®. The French company Outsight is
developing a laser-based system that will allow the
management of social distance in public spaces’.
Drones or special helmets worn by police officers®
can be equipped with cameras that scan, in real
time, the temperature of people in public spaces.
Some of these technologies are, in various states,
approved by law and applied. Others are only in the
proposal / project stage.

Sooner or later, Parliaments will have to
address these issues in each state. The challenge
is obvious. Does it regulate or NOT the possibility
of using such technologies for the purpose of
COVID-19 pandemic management? If so, under
what conditions? Who manages such technologies?
Who exercises democratic control so that there
are no abuses or uses of technology for political,
commercial, etc. purposes? If such technologies
can be used to save lives in the face of the danger
represented by the pandemic (COVID-19), could the
same technologies be used to save lives in the face of
the terrorist danger? What about saving / protecting
critical infrastructures from cyber or hybrid risks?
Where is, in this case, the right balance between
freedom, the right to privacy, on the one hand, and
the protection of public health or the protection
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of the lives of citizens, the protection of critical
infrastructures (health, energy, communications),
on the other?

Another topic related to the impact of the
COVID-19 crisis in the field of national security
concerns the involvement of the secret services in
the national effort to manage a pandemic. In Israel,
for example, the secret services have become
heavily involved in commercial actions to bring
to Israel millions of medical equipment items
needed for COVID-19 management, including
from countries with which Israel has no diplomatic
relations’, the secret services (Mossad) receiving
official congratulations for this involvement'.
Is such involvement legitimate? What solution
will we establish in the Romanian legislation?
Who determines what types of trade/economic
implications are legitimate or illegitimate? Who
controls the possible exceeding of the national
security mandate in such a case? Do we prohibit/
allow secret services to conduct commercial
activities? To all these questions, the new legislative
package will have to find the right answers.

Another topic of public controversy was the
information provided by the secret services to
policy makers about the dangers of COVID-19.
In the US" and in the main EU countries, this
topic was raised in the public debate: how do we
establish, through legislation, the task of the secret
services to inform, in advance, policy makers about
pandemic risks and how do policy makers use
information to generate public measures / policies
for the proper management of a pandemic?

The evolution of security risks in recent

decades

Because we are living the fourth industrial
revolution'?, even more, we are at the beginning
of the fifth"’, updating the legislation means, in the
simplest form, adapting to the new world defined
by virtual and smart technology.

In addition to technological developments,
significant influences on new security risks have
also had the recent geopolitical developments: the
annexation of the Crimean Peninsula by the Russian
Federation, political and military developments in
the Middle East or North Africa, migration pressures
on the EU or the latent tensions in the South China Sea.

Without claiming to be exhaustive and without
trying to suggest certain solutions, I have chosen,

to exemplify, some of the new security risks, trying
to highlight the legislative challenges that are
associated with each of these new risks.

Hybrid warfare

Thirty years ago, discussions about a hybrid
war would have been predominantly theoretical.
Meanwhile, after the Russian Federation annexed
Crimea, the hybrid warfare became a real political-
military phenomenon. Hybrid attacks are an
extremely effective combination of cyber-attacks,
actions of special troops without insignia and not
assumed by states (the famous “green men” in
Crimea, for example), hostile propaganda, fake
news campaigns, stimulation of minorities or
extremist groups in a region to generate instability
and claim certain political goals, use of energy and
economic levers, etc.

The objectives pursued by the hybrid warfare
aim at social destabilization, the collapse of public
confidence in legitimate authorities, social tensions
and conflicts, the massive influence of public
opinion to generate a “’strategic paralysis” of policy
makers, meaning the inability to make decisions.
The weapons used in hybrid wars are no longer
tanks or missiles but cyber “weapons”, fake news
campaigns, hostile propaganda, energy levers, etc.

In the new national security legislation and,
subsequently, in the chapter of the criminal code
that defines the crimes against national security,
this phenomenon (hybrid war) must be defined
separately.

The legislative challenges are many. First,
how do we define the enemy in hybrid incidents?
More precisely, how do we define, in order to be
able to legally frame, such phenomena as hostile
propaganda or fake news through social media,
coordinated by a hostile state entity? How do we
legally frame “green men”, not assumed by any
state, or mercenaries of armies/private companies'*?
How do we legally define “troll factories” in
another state as a risk to national security? How do
we establish that an extremist group or a minority
is being manipulated by a hostile foreign power to
generate local tensions and conflicts? How do we
legally define, in terms of a possible instrument of
hybrid aggression, the energy security?

Secondly, we will have to assess the extent
to which an incomplete or exaggerated definition
of these phenomena can lead to abuses regarding
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fundamental rights and freedoms. It is very
important for the state to have, for example, the
necessary tools to counter a fake news campaign
orchestrated by a hostile power against its strategic
interests. During the COVID-19 pandemic, in the
spring of 2020, Romania was the target of such
hybrid campaigns. The Minister of Internal Affairs
of Romania officially confirmed it'.

But it is equally important that such tools
cannot be used to affect freedom of expression in
a democratic society. How do we achieve, through
the legislative provisions, both desires, namely
how do we find the right balance?

Thirdly, we will need to identify and define
the optimal mechanisms for inter-institutional
cooperation. More precisely, to establish,
through legislation, the distinct but competing
responsibilities for the army, police, secret services,
border police, gendarmes, etc. For example, on
May 10, 2019, a small helicopter, used by cigarette
smugglers, crashed in northern Romania'® in a forest
and was found, by chance, 3 days after the crash by
some locals. We are obviously wondering how it
is possible for a hard device to enter, undetected,
in the airspace of Romania? And of course, from
the perspective of a possible hybrid aggression, we
ask ourselves what would have happened if instead
of contraband cigarettes that helicopter introduced
“green men” on the national territory? Which
institution is responsible for such incidents: the
army, the border police, the gendarmerie?

Clearly, the new legislative package will
have to legally regulate all these phenomena and
situations, including institutional responsibilities
for preventing and counteracting them. The case
of the helicopter discovered, by chance, on May
10, 2019 is eloquent. No institution has officially
assumed this failure and no institution has officially
proposed a set of measures to prevent the recurrence
of such an incident.

Cyber risks

In the last 2 decades, the development of IT&C
has been practically exponential. As a result, the
quality of life, social and community development,
research, medicine, the financial-banking sectors,
transport and infrastructure have undergone
developments hard to anticipate 20 years ago.

Undoubtedly, the life of the contemporary man
can no longer be conceived outside the Internet
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and IT technologies. The positive effects are found
both at the individual level and at the community
and societal level. But in addition to obvious
benefits, the development of IT & C technologies
also involves a number of risks. The protection
of personal data takes on a new dimension in the
information age. For example, the medical data of
the citizens were kept, 30 years ago, on paper, in the
doctors’ drawers. Now most patient data is stored
and managed electronically. It is obvious that no
patient would want his medical data to be accessed
by hackers.

Educational systems are evolving. The
students’ homework are no longer exclusively the
classic ones, from the textbook/notebook. The crisis
generated by COVID-19 meant that, for several
months, the school was run exclusively online.
Students received virtual assignments, solved them
and virtually submitted the answers. The classroom
application'’ is an example. Obviously, no parent
would want their children’s confidential data on
school performance to be accessed by unauthorized
persons.

I used these examples to highlight the fact
that, in the process of social development, IT
technologies have a bivalent nature, both as a factor
generating progress and as a vulnerability, a risk to
national security or to the interests of communities,
families and individuals.

The future is moving us towards smart cities'®
and smart societies. Digitization is undoubtedly
the future of administrative systems. The benefits
induced are obvious. It is only a matter of time
before states manage to go through all the technical
steps of digitization. Estonia, from this point of
view, is a model".

But, in addition to the obvious advantages, the
last decade has shown us that the cyber domain
can also be used as a strong weapon. If, classically,
the military confrontation spaces were the air, the
ground and the sea, from the NATO Summit in
Warsaw, in 2016, cyber officially became, inside the
Alliance, the fourth military confrontation space.

The examples of the last decade are eloquent.
In 2010, an innovative cyber virus, Stuxnet, was
used to attack the computer systems of Iran’s
nuclear facilities?. The effect was to block the
development pace of the Iranian nuclear program.
Thirty years ago, only a special forces operation or
a classic type of sabotage could have produced such
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an effect. But Stuxnet, a computer virus launched
from a distance, difficult to identify and attribute,
produced the expected military and political effect.
The cyber “response” is known as the Shamon
virus. In 2012, this virus, Shamon, was launched on
the computer systems of the Saudi state company
ARAMCO, in the field of oil processing and on
some refineries in Qatar. The cyber-attack caused
major damage by compromising the data in the
attacked computer systems, which generated a
substantial slowdown in oil production, requiring
a complete reconstruction of these computer
systems?!,

Nor are civilian critical infrastructures, such as
distribution networks for the population, protected
from cyber risks! For example, in April 2020,
Israel’s water supply systems were affected by a
cyber-attack?. In the classic military action, for
example, in order to destroy the distribution of
electricity or drinking water supply of a city, the
effective ways were the bomb / missile attack on
the network nodes, the attack with special troops
to detonate the network.

Cyber weapons have shown that the same
thing can be done remotely, without any classic
explosions, by simply sending computer viruses.
It happened on December 23rd, 2015, in the midst
of the hybrid war in Ukraine, when the computer
systems of electricity distribution companies were
attacked and paralyzed”. The politico-military
effect was great: the population remained in
darkness in the middle of winter.

The major concern for the protection of critical
infrastructure is that a cyber-attack can compromise
and affect the operation of industrial facilities by
attacking voltage, pressure and temperature control
systems. From this point of view, thousands of
industrial plants around the world are vulnerable,
including nuclear and water treatment plants, oil
or gas refineries, chemical plants, etc. Similarly,
computer systems that manage passenger traffic
(airports, railway stations, road traffic management
systems, etc.) can be a target for cyber-attacks.

The big problem, in such cases, is the precise
identification of the attacker. They usually are
hackers that do not assume the facts and that
are unrecognized by states, even if they act on
command and in the interest of certain states.

It is difficult to define and frame such an attack
in national or international law. And especially,

the attacker. Because the attacker uses proxy
servers, proxy routers, anonymous VPNs. This
is, intrinsically, a major challenge for the drafting
of new national security laws. How do we legally
define and frame such an aggressor?

The development of cyber technologies has
revolutionized espionage. If a few decades ago the
access to the secret documents of a state entity was
made by classical methods, such as ”James Bond”
or the recruitment of people who had direct access
to documents, now IT technologies allow digital**
espionage, through software or computer viruses,
such as Pegasus® or even through antiviruses
installed for the computer protection? of various IT
systems. Generally speaking, states / secret services
no longer have to send their own ”James Bond” on a
field mission. Some data can be collected remotely,
digitally, identifying and assigning the attack being
a difficult process.

Not only classified data of states are a target
in cyberspace. Public health system data, banking
and financial system data, digital procurement
data and, in general, digital government data
are vulnerabilities that need to be protected and
secured. In 2020, a massive e-mail cyber espionage
campaign fraudulently used big companies’ names
(Romanian Post, Banca Transilvania, DHL, etc.)
as bait for users to influence the opening of emails
containing spyware, the target being the theft of
information from computers belonging to various
public institutions in Romania?’.

From a legislative perspective, the main
challenge is to find the right balance between, on
the one hand, stimulating the digitization process
at institutional, community, societal level and, on
the other hand, establishing by law the rules and
the level of cyber protection, so that digital data
are effectively defended and, at the same time,
fundamental rights and freedoms are protected.

What additional legislative tools do we offer to
cyber defence agencies in order to be effective but,
at the same time, not to become abusive, in relation
with the citizens? Will we impose by law, as a
measure to prevent cyber risks, mandatory rules/
levels of cyber security to various institutions,
such as, for example, health insurance companies,
public/private hospitals, banking institutions, local
public administration, etc.?

Another challenge arises from the need for
more efficient regulation of dark™ spaces in the
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virtual environment. How do we legally define
and frame traffic activities from the dark internet
area (trafficking in drugs, weapons and prohibited
materials, etc.)? Can server owners who deliberately
host specialized sites for cross-border organized
crime actions be incriminated or not? The recent
case of a cyber bunker in Germany is eloquent
and will be an important case for legal regulation
trends in the European Union.

Last but not least, will we legislate, in the
new package of national security laws, the right
of the government, the army or the secret services
to cyber-attack the aggressors they face? In
November 2019, for example, EUROPOL and the
Belgian police cyber attacked hundreds of accounts
promoting Islamic State jihadist propaganda®. Will
we give the permission, in the new legislation, to
the Romanian state institutions to carry out cyber-
attacks or will we limit the intervention explicitly
in the sphere of cyber defence?

Terrorism in the digital age — the phenomenon

of self-radicalization on social media networks

Technological development has allowed the
emergence of new forms of manifestation of the
terrorist phenomenon. A few years ago, states and
intelligence agencies knew very clearly who the
enemy in the sphere of terrorism was: terrorist
organizations/groups, from all over the globe,
there was a clear index of them and mercenaries
like Carlos ”the jackal™, who put themselves
in the service of the interests of some states or
terrorist organizations. The attacks involved
hijackings, bombings, gun attacks, and more.
Prevention consists in monitoring the organizations
/mercenaries, arresting, expelling the attackers,
counteracting/annihilating the intentions to carry
out the attacks. Obviously, all these classic risks
have remained as real as possible and are still valid.

But the development of technology and social
media has generated new possibilities for the
manifestation of the terrorist phenomenon. If in
the past the recruitment and radicalization of those
who later actually committed the attacks was done
directly, by terrorist organizations, now we have
cases of self-radicalization through social media
and virtual communication with the leaders of
terrorist organizations. Therefore, it is no longer
necessary to have an effective meeting between the
leaders of terrorist organizations and the persons
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who, as a result of radicalization, become bombers.
As an effect, in such cases prevention is much more
difficult to achieve.

In the past, many attacks have been prevented by
effectively monitoring the circuit of the explosives,
the weapons to be used in the attacks, and the specific
activities of terrorist networks / organizations. If a
few decades ago bombs or firearms were the main
weapons used by terrorists, the attacks in recent
years, committed in Europe, have shown that the
weapons used can be simple knives?®! or trucks with
which the bombers enter the crowd of people on the
street, as happened in Nice*~.

A suggestive case for the phenomenon of
self-radicalization is the attack on December 6%,
2019, from the military base in Pensacola, Florida.
A young Saudi man killed 3 people and injured
another 8. The investigation launched, showed that
prior to the attack, the young man posted anti-US
and anti-Isracl messages®, on social networks.

The legislative challenge is obvious. Could a
possible monitoring of the content posted on social
media by the attacker have prevented the death of
innocent people?

By contrast, on June 6™, 2020, in Germany,
the police and the secret services arrested a young
Islamophobic man who stated, in a post on social
media, that he was going to commit an attack in a
mosque, on the model of the Islamophobic attack in
New Zeeland from 2019**. He failed to commit the
attack because the police arrested him, based on the
intentions posted in the virtual environment. The
weapons with which the attack was to be carried
out were found at the young man’s home.

Analyzing the two cases, we ask ourselves the
legitimate question where is, in such cases, the
right balance between prevention and freedom of
expression?

Certainly, an over-regulation of the possibilities
of prevention would lead to an authoritarian state,
to abuses and violations of the right to privacy and
opinion, guaranteed by the Constitution! At the
same time, life is the supreme human value, the right
to life being fundamental! How can governments
better protect the lives of innocent citizens who fall
victims to theological radicalism without turning
into Orwellian-type "Big Brother”?

The pandemic generated by COVID-19 marked
a strategic mutation in the activity of terrorist
organizations. Specifically, we are witnessing
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a significant shift of actions from real space to
the wvirtual environment: jihadist propaganda,
the recruitment of new members and followers,
the organization of attacks whose target tends
to increasingly target cyber-attacks on critical
infrastructure. ISIS / DAESH launched, for the
first time, in 2020 the online magazine ”Security
of the supporter”, whose content teaches members
and followers of the organization how to avoid /
circumvent the surveillance of information services
in the online environment®.

An ancient principle seems to retain its
relevance even in contemporaneousness: ~Laws
given in time of peace are largely annulled by
war, and laws given in time of war are annulled by
peace™¢. The big challenge is to find a balanced
legal form, so that there is good legislation, drafted
in peacetime, to maintain peace, democracy,
fundamental rights but also to prevent the horrors
of war, in this case the horrors of terrorist attacks.

Using drones as a weapon

In recent decades, the development of drone
technologies has been spectacular. As a result,
governments, private companies or citizens now
have access to a diverse range of drones. In addition
to the obvious benefits of transport, trades, and the
entertainment industry, recent years have shown
that drones can also be used as real weapons®’.

A major incident took place in December
2018, in London*. Gatwick Airport was blocked
for 32 hours, and more than 100,000 passengers
were stranded at the airport. The cause of the
planes retaining to the ground was generated
by unidentified drones that constantly flew over
the space close to the airport runways. Although
major police and military forces tried to identify
the perpetrators of the incident, drones reappeared
near the airport whenever an attempt was made
to reopen the runway. The immediate solutions
launched by the London authorities fell within the
scope of operational reactions: the deployment of
snipers to immediately shoot down drones, intense
interference in that area, to block the possibility
of remote drone control, with the risk of affecting
other activities in the airport area or the launching of
especially trained birds to shoot down unauthorized
drones from the runway space.

Another drone incident in 2019 reveals the
high potential of this technology to be used as a

weapon. On September 14", 2019, Saudi Arabia’s
oil industry was attacked by drones, which set fire
to the facility®. The estimated damage was in the
hundreds of millions of dollars and production
was partially halted. Although Saudi Arabia has
invested heavily in missile defence systems and,
as a result, all missile attacks launched by Yemeni
Huthi insurgents on Saudi Arabia have been
countered, a much cheaper technology, drones, has
been used by insurgents with a real success, as an
extremely effective weapon, impossible to detect,
by radar systems, and to neutralize by activating
anti-missile systems.

If 30 years ago there was no question of
defining drones as a national security risk, recent
incidents are certainly forcing us to think and
insert, in the national security legislation, a distinct
point regarding drones. In addition to military-type
destinations, drones can be successfully used by
drug traffickers or arms traffickers, by transnational
organized crime networks to transport illegal
products across state borders.

Also, images from China, during the COVID-
19 epidemic, showed the technical possibilities
by which the population is monitored in real time
with the help of drones and, at the same time,
the population can receive, through megaphones
installed on drones, directly and personalized,
messages or summonses/instructions of conduct in
the social space®.

Thus, first of all, a legislative challenge will be
related to setting the limits within which drones can
be used by governments for population surveillance
or in public order actions. Where is the right
balance between the need for governments to use
modern technologies (drones) to prevent criminal
or antisocial phenomena, on the one hand, and, on
the other, the right to privacy and the protection
of fundamental freedoms? Where is the limit over
which their use turns into abuses and violations of
civil rights and freedoms?

Secondly, although European legislation
regulating the use of drones has been improved®*!
and in Romania we have a new Aviation Code®,
the challenge for national legislation in the field
of security remains: how do we legally define and
classify drones among national security risks?
How do we protect ourselves from possible drone
attacks? What are the institutions responsible for
preventing and countering possible drone attacks
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on critical infrastructure? How do we manage,
through legislation, to protect the legitimate rights
of citizens and companies that use drones for
civilian purposes, for development? How do we
prevent the use of drones for criminal purposes
without affecting the development of this industry,
through over-regulation?

Influence of election results by hostile state entities

The constitutions of all democratic states
enshrine the right of citizens to elect their
representatives and decide by referendum in a
sovereign manner. For governments, one of the
fundamental tests of democracy is the ability to
hold free and fair elections/referendums so that
the sovereign will of nations is not altered or
manipulated by hostile state entities.

Throughout recent history, for geopolitical
reasons or to promote strategic interests, there have
been situations in which state entities have tried
to influence, for their own benefit, the results of
electoral processes in the countries concerned.

Democratic states have begun to present
official positions* and reports* on such external
interference, and the institutions responsible
for defending the Constitution are developing
strategies to counter external interference in
electoral processes®.

Commissions of Inquiry of such interference
have recently been set up in the United States®,
the United Kingdom*” or the Russian Federation®.
This concern is also very current in the European
space. We therefore have a motion for a resolution,
submitted in October 2019 in the European
Parliament, on external electoral interference
and misinformation in national and European
democratic processes®.

An official US reaction is conclusive to show
the size and the topicality of this type of risk.
To prevent external interference in the electoral
process, the US officially offers substantial rewards
of millions of dollars to anyone who helps identify
foreign actors who, at the command of foreign
governments, are trying to influence the November
2020 presidential election™.

30 years ago, for example, the influence of the
result of the elections/will of the population in a
sovereign state by a foreign (hostile) power could be
done by classical means: secret financing of certain
parties/leaders, of extreme or minority groups, of
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some organizations that promoted a certain agenda,
the corruption/recruitment of some political leaders
or of some opinion formers, etc. The actual results
were, in such cases, relatively limited.

Today, IT technologies and the global
development of social media networks allow
the intentions to influence public opinion and,
implicitly, the outcome of elections to be achieved,
at least theoretically, remotely.

”Troll factories” can generate and launch in
the virtual space real campaigns based on fake
news. Computer algorithms and search engines
can theoretically direct a series of manipulation/
misinformation messages to a well-targeted
audience in a country/region/community.

Controversies over the role that Cambridge
Analytica played in the Brexit phenomenon®' are
relevant. Thus, the company Cambridge Analytica
was accused of using for political purposes,
without consent, the personal data of over 50
million Facebook users®. What political parties
have failed to achieve, through traditional means
(classic election campaign methods), algorithms
and software, Cambridge Analytica seems to have
succeeded in doing. Specifically, 3,000,000 citizens
who never voted were persuaded to go to the polls
with more than 1 billion personalized messages
sent through social media, based on users’ personal
data>.

It is not the purpose of this article to determine
whether or not the involvement of Cambridge
Analityca was decisive for the success of the
”Leave” camp in Brexit. But if we look at the results
at the polls, where the difference was in the margin
of 2%, and 3 million citizens went to the polls for
the first time, some conclusions can be drawn.

The main idea I want to emphasize is that
current technology allows the generation of tools
to promote election campaigns that did not exist 30
years ago.

Specifically, through the traditional election
campaign  tools  (door-to-door  campaigns,
distribution of election materials, public events,
mobilization of supporters, etc.), available to
political parties, it is impossible to generate
personalized messages for millions of people! In
order to deliver personalized messages to several
millionpeoplethroughclassicelectoralmechanisms,
the electoral campaign teams (documentation /
creation / distribution) should include thousands
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and even tens of thousands of members. And this is
impossible for any political party in the European
and Euro-Atlantic space.

But for a company that has the necessary
software and computer algorithms, distributing
personalized messages to millions of people
becomes a real possibility.

The great challenge for national security
legislation is to define and legally frame such a
possibility for a hostile state entity to use such tools
to manipulate, in its own interest, the sovereign right
to choose of a nation/community and to generate
legislative instruments so that any government can
prevent such a situation.

In Spain, a Supreme Court judge has launched a
judicial inquiry regarding the possible interference,
through such instruments, by hostile secret services
in the separatist process in the province of Catalonia™.

How do we define and legally classify such
phenomena within the national security risks?

Is there a risk that over-regulation will
undesirably affect democracy and freedom of
expression in a society? Definitely yes! Which
institution should be given the legal responsibility to
prevent and counteract such a risk? The Permanent
Electoral Authority (PEA), the police, the army,
the secret services? Do we need a new institution,
specially created, to manage such phenomena?
How do we establish, by law, the mechanisms of
prevention? Where is the right balance between
freedom of expression, freedom of communication,
on the one hand, and, on the other, the protection of
the nation’s sovereign right to choose freely?

Hostile external propaganda and fake

news campaigns

In any democratic regime, public support
is essential for the consistency and coherence of
government policies. All the more so when we
talk about policies, projects and interests of a
strategic nature. Romania’s integration processes
into NATO and the EU, at the end of the 1990s and
the following decade, had an extremely important
public support. The relevance of this support has
translated into applied policy projects (legislative
amendments and adoptions, public policies,
institutional reform projects, etc.) that have made
integration possible.

The theory of attitude change, from social
psychology, tells us that at the level of public

opinion significant changes can occur slowly
but progressively, if the incentives to influence
public attitudes are constantly transmitted to a
target group®. A relatively recent example seems
suggestive to illustrate this theory: the evolution of
public support for EU integration by the population
of the Republic of Moldova. If in 2007, in the
Republic of Moldova, the supporters of European
integration represented 76%, in 2014 only 44% still
supported this project®. And the election results
after 2014 have consecrated this trend.

Obviously, thereisacausal complex responsible
for reducing public support from 76% to 44%, and
hostile propaganda (European integration) is one
of the factors®’. Certainly, the geopolitical beneficiary of
this decrease is by no means the Republic of Moldova.

I have presented this example to illustrate the
situation where a great geopolitical power can
promote and transfer its specific interests in another
state through fake news and hostile propaganda
campaigns. Although the sociological method of
content analysis can reveal relevant correlations
between certain geopolitical interests and the
actual content of hostile propaganda campaigns,
in legislative practice the legal framework and
proof of the guilt” of hostile propaganda prove
to be an extremely difficult endeavor. Often the
line between information and misinformation,
between propaganda and simple promotion (PR)
is extremely thin. And the freedom of expression,
the independence of the media, the freedom of
communication in the virtual space represent
fundamental rights that must be constantly
defended and strengthened. The problem is that
these very democratic principles and values can be
exploited, in a professional manner, by the masters
of propaganda that are in the service of hostile
geopolitical powers.

As a result, a major legislative challenge will
be to define this type of security risk and to define
the institutional responsibilities for preventing
/ counteracting this phenomenon. At the same
time, the establishment of the limits beyond which
such an approach could turn into abuse on free
expression or on the independence of the media,
will have to be the basis for the elaboration of the
new legislative provisions.

The fake news campaigns during the COVID-
19 pandemic operated in the USA or the EU are
eloquent™®. The technical mechanism for promoting
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a campaign involves the official media of a state,
which launches a theme, then thousands of social
media accounts (many of them fake) take the
message in the languages of international circulation
(English, German, French, Spanish, etc.) and
massively promotes it on social media networks™.
The fake news campaign against 5G, during the
COVID-19 pandemic, was promoted through
thousands of Facebook, Twitter and Instagram
accounts, which produced thousands of posts with
a huge reach during the state of emergency, with
the hashtag # 5Gcoronavirus®.

Obviously, the ”weapon” of fake news aims to
generate social instability, disproof and distrust in
the legitimate authorities of a state. The ultimate
goalistoblock strategic decisions that geopolitically
disadvantage the hostile state that promotes that
fake news campaign.

Recent history reveals that the main method of
combating fake news is the consistent education of
the “target” population. The Finnish model proved
to be, by far, the best®'.

“Finland is considered the European country
most resistant to the phenomenon of fake news,
as critical thinking is cultivated and stimulated
throughout the educational process. Critical
approach, interpretation, verification and evaluation
of all the information you receive, from wherever it
appears, are crucial. Finland’s school curriculum is
part of a broader strategy conceived by the Helsinki
government after 2014, when the country was the
target of a fake news campaign launched in Russia.
In math classes, for example, students learn how
easily statistics can be manipulated. In art classes
they can see how easily the message of an image
can be distorted, in history classes they analyze
the most notable propaganda campaigns, while
Finnish language teachers show them how many
words can be used to confuse, to induce in error
and deceive. Even if they do not read newspapers
or watch TV news, students and citizens in general
are bombarded daily with hundreds of news on
WhatsApp, YouTube, Instagram, Snapchat, etc.
The basic goal of the Finnish education system is
for students and pupils to ask questions such as:
who produced this information and why? Where
was it published? What does it really say? What
audience is it targeting? What is it based on? Is there
evidence that this is the case or is it just someone’s
opinion? Can it be checked elsewhere?”’*
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Evenifthe fascination ofthe Finnish educational
model tends to inspire us, the legislative challenge
remains. With the exception of education-specific
legislation, how do we define and legally classity,
in the category of national security risks, hostile
propaganda and fake news campaigns coordinated
by hostile state entities? Because without an
adequate definition and legal framework, any
approach is completely useless; it can even become
dangerous for the democratic environment! Which
state institution receives such legal responsibility?
How do we create control mechanisms so that
we can avoid abuses on the independent media,
freedom of expression or the right to an opinion?

The risk of legal over-regulation is real and
can undesirably affect democracy and fundamental
freedoms. The boundaries between these categories
are extremely thin and history reveals many
examples when demarches that started with good
intentions were distorted and ended in deplorable
abuses and dictatorial regimes.

Development of mass monitoring technologies,
SMART networks, crypto currency, and Al
(artificial intelligence)

The evolutions of digital technology and
artificial intelligence (Al) tend to place us in a new
stage, defined as the beginning of the fifth industrial
revolution®. We are living through a period of huge
transformations. Computers can work faster, better
and more than humans, and integrating Al into this
equation brings us to where robots and machines
will be able to make decisions. This does not mean
that robots will replace us but will be our partners
in smart companies.

The future means that we will live in smart
homes, we will move with smart means of transport,
on a smart type of transport infrastructure, cities will
change to become smart, institutions will transform
and become smart, and interconnection will be
done through smart connections (Smart Grids). It is
a type of network that involves human cooperation
with the computer and in which computers, based
on advanced software, can make decisions. In a
SMART city, communication and information are
based on advanced technologies. Buildings, public
transport systems, administrative and government
services, commercial store networks, traffic
management, etc. they all are coordinated and
controlled by technologies such as Al (artificial
intelligence) and IoT (Internet of Things).
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Obviously, this technological-industrial revo-
lution will stimulate development and will have
positive effects on people’s lives. The great
legislative challenge is to properly regulate all these
developments. Like any technology ever invented,
bivalent use (for positive or destructive purposes)
will be an explicit option for the user. That is why
the legislation must adequately regulate all these
situations: to stimulate positive developments and
to counteract negative uses. Who protects new
SMART cities/buildings from cyber-attacks? Can
the IT department of a small town that invests
heavily in SMART technologies cope with a
possible cyber-attack launched by the "hackers” of
a large (unaffiliated) hostile geopolitical power?

The controversies surrounding 5G technologies
are eloquent. Are certain 5G devices security
vulnerabilities®*? How do we legally regulate
such risks? Because there are new risks, non-
existent a few years ago, so not regulated by the
legislation in force. In 2019, we witnessed official
accusations made by the US regarding the risks
that the adoption of certain 5G technologies may
present vulnerabilities in digital espionage®. Thus,
a legislative challenge is to turn assessments,
analyzes and statements/allegations of digital
espionage risks into effective legal content, on
the basis of which we can legally frame such
technologies in the area of national security risks
and thus have a legal basis for accepting or rejecting
certain technologies. Otherwise, arbitrariness will
play the dominant role.

Digital technologies have evolved a lot in
the last decade. Facial recognition technologies
can now be applied to populations of hundreds
of millions of people, and in some states such
procedures have become mandatory by law®.
Obviously, governments, the police, the secret
services will want the widest possible application
of these possibilities, in order to quickly identify
a large number of criminals, terrorists, criminals,
prosecuted persons, violent criminals, etc.

Facialrecognition even when wearing amedical
mask, electronic bracelets, software installed on
mobile phones (STOPCOVID, for example) are
technologies not currently regulated by Romanian
legislation. It is the role of the Romanian Parliament
to establish, by law, which technologies can be
allowed and which cannot, under what conditions
they can be adopted and through what mechanisms
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democratic control is exercised over their use. In
this case, the principle of Constitutionality applied
in future legislation will have to represent the
guarantee that the state institutions do not turn into
real ”Big Brother” “’described by George Orwell
in 1984”8,

It is expected that, in the financial field,
virtual currency, crypto currency, will occupy,
progressively, as much space as possible in
domestic and international transactions. LIBRA,
for example, is designed to function as a new
global payment system®. Obviously, it will be a
while before the crypto currency plays a decisive
role in the global financial system. But the trend is
obvious. The question that arises, from a legislative
perspective, is whether the regulation of processes
involving crypto currency is done exclusively in
legislation specific to the financial-banking field.
Can we identify national security risks generated by
possible speculative attacks using crypto currency
as a tool? Or cyber-attacks with the aim of huge
frauds? If so, how do we define and legally frame,
in the content of the new legislation, the crypto
currency among the national security risks?

It 1s already a common fact to say that Al
(artificial intelligence) will revolutionize all aspects
of social life, with exponential developments
in medicine, transportation, communications,
research, industry, entertainment, etc. After
the consideration of the computerization, in
the specialty literature, as a second literacy of
institutions and human communities, it seems that
Al is a new, higher level. Al (artificial intelligence)
will increase, exponentially, the ability to calculate,
analyze information or satellite images. In addition
to civilian developments, Al military applications
actually generate programs and projects with huge
potential. Thus, used in the military and security
fields, the role of Al is designed to improve, to
prolong the possibilities of the human intellect, not
to replace them. Al systems will integrate people
and machines into a the partnership, which will
lead to improved information gathering, processing
and interpretation at higher parameters, improving
the level of armies’ efficiency, supporting decision-
making processes and management of combat
actions, but also to an exponential increase in the
possibilities of virtual espionage, propaganda and the
promotion of strategic interests through virtual tools’.
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Can we avoid the Al phenomenon in the debate
on new national security legislation? How will
we legally regulate Artificial Intelligence (Al) in
general, and how will we define and frame Al in
the list of national security risks? Where is the right
balance between promoting and supporting Al for
economic and social development, on the one hand,
and the ability to prevent the use of Al as a weapon
against the state, institutions, communities, or
citizens, on the other?

Conclusions

The global security environment has changed
a lot in recent decades. The general trend was
marked by the emergence and development of
unconventional, asymmetric and hybrid risks.
Thus, the nature of war and aggression in general
has changed. The war has not disappeared from
the global geopolitical map. Only the forms of
manifestation have diversified and become more
sophisticated, making the most of the possibilities
offered by technology. In the 21st century, a military
aggression is no longer necessarily done with tanks,
on the model of the 20th century. The aggressor can
send a computer virus and the damage caused or the
politico-military effect can be similar. If the owners
of tanks (heavy military equipment) are relatively
simple to establish, in the case of cyber-attacks the
identity of the attacker is difficult to prove. Because
the attacker usually uses proxy servers, proxy
routers, anonymous VPNs.

An air attack is no longer necessarily done
with airplanes or missiles, as they are clearly
identifiable as belonging to a state entity. It can also
be done with drones, whose cost is much lower and
membership can be attributed to non-stable entities,
of proxy type’’. And the destruction produced
should be just as great. If in the twentieth century
states sent their special troops in various operations
to attack strategic objectives, in the twenty-first
century we have situations in which special troops
operate without insignia (”green men” in Crimea
and eastern Ukraine) or belong to private security
companies, as it is the case in Syria’, Libya’ or in
other areas of armed conflict™.

Although the nature of the risks has changed,
it is relevant to point out that the importance of
classic risks remains high. More specifically, it
is necessary for states to develop response and
countermeasures for asymmetric and hybrid
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risks, but it is equally important to modernize
their capabilities to counteract classic risks. It
would be a great strategic mistake to minimize the
importance of classic risks and threats. It would
be wrong to invest exclusively in cyber defence,
because at some point we might face tanks at the
border. Therefore, the challenge for governments
is to find a balance in the development of defence
capabilities, between old and new, between classic
and hybrid.

I'tried to highlight the fact that the technological
and geopolitical evolutions of the last decades have
generated the need to modify the legislation in
order to adapt it to the new realities. Recent history
in the European and Euro-Atlantic area shows that
changes in national security legislation have been
made mainly in response to security incidents and
terrorist attacks. It happened in the USA (Patriot Act
adopted as a reaction to 9/11), France, Germany,
Great Britain, Belgium. Basically, the legislative
approach in this field was mainly reactive and not
proactive.

In Romania we have not had significant
security incidents in the last decades. For this
reason, neither the public pressure to amend the
legislation was high. There were initiatives and
projects, but the successive political and electoral
contexts were not likely to generate the completion
of these legislative projects.

The main idea of this approach lies in the
huge challenge that the Romanian Parliament
has in the process of legally regulating the new
security risks. The integrative concept will have
to be the principle of Constitutionality, a principle
that obviously represents the essence of any
democracy. The need to prevent security risks and
protect the lives of innocent citizens must in no
way lead to over-regulation that generates abuse
and oppressive behavior. History has shown us that
the great dictatorial regimes based their existence
and consolidation of power on ideologies presented
as saving and liberating. It is just that practice
was completely opposed to the theory and to the
ideologies on which they were built.

The current approach aims to reveal these
legislative challenges. Classic security risks remain
a constant. It is just that governments have a long
experience in dealing with them and parliaments
have legislated these phenomena and there is
legislative experience in this regard.
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When addressing new security risks, legislative
experience is extremely limited. We will have
to innovate and produce definitions and legal
frameworks for unregulated phenomena so far.
Troll factories used by a hostile state entity as a
weapon against our national interests, technologies
that allow mass monitoring (software, applications,
electronic bracelets, face recognition systems,
etc.), cyber-attacks against critical infrastructures,
self-radicalization in the virtual environment are
some illustrative examples for the difficulty and
complexity of this legislative approach.

As has been the case lately, the debate and
adoption of new national security laws may be
postponed sine die. In each parliamentary cycle, in
the last decades, there were talks about the need to
adopt new laws, but the approach remained strictly
at the level of intention. It is very possible that in
the context of the crisis generated by COVID-19
no one will take this step. Who assumes the legal
regulation of the new security risks with all the
legislative challenges set out above, especially in
the electoral context?

It is possible to remain confined to the same
paradigm of non-action. However, as time goes
on, technological and geopolitical developments
will generate processes and phenomena that are
increasingly difficult to prevent and counteract
based on legislative instruments developed 30
years ago. Outdated legislation is, intrinsically, a
vulnerability.

We will evolve towards the SMART society
as we adapt our legislation, mentalities and
institutional practices to SMART challenges.
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